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Hart InterCivic Quality and Information Security Policy

Hart InterCivic is committed to election integrity, customer satisfaction, and continual
improvement of the hardware, software, and services provided to our customers. Continual
improvement will be visible from planned and documented activities leading to fulfillment of
quality and information security objectives. All products, components, and services provided to
our customer shall be safe, secure, and effective for their intended use, and they shall meet or
exceed the quality and reliability levels expected by the marketplace.

This commitment includes the security of the information used in the product development
process. Management at Hart InterCivic will implement information security to ensure
contractual requirements are met, employees are trained in information security, and that risks
to information security are understood and minimized. Employees of Hart InterCivic are required
to comply with information security procedures and to report any instances of known of possible
information security breach.

This DOCUMENT and the SOFTWARE, HARDWARE, and FIRMWARE to which it pertains
contain confidential and proprietary information belonging exclusively to Hart InterCivic, Inc. No
part of this publication may be modified, reproduced, stored in a retrieval system, or transmitted
in any form, distributed by any electronic or mechanical means, photocopied, recorded, or
otherwise reproduced or distributed without prior written permission of Hart InterCivic, Inc. Any
person receiving this manual has a duty to take reasonable precautions preventing
unauthorized disclosure of the contents.

Trademarks
eSlate is a registered trademark of Hart InterCivic, Inc.

Ballot Now, Ballot Origination Software System, eScan, Disabled Access Unit, Hart InterCivic,
Judge’s Booth Controller, Mobile Ballot Box, Rally, Tally, and Verifiable Ballot Option are
trademarks of Hart InterCivic, Inc.

Hart InterCivic disclaims any proprietary interest in the marks and names of others.
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IMPORTANT SAFEGUARDS
Hart Voting System Equipment

Follow all warnings and instructions marked on the equipment and on this sheet.

1. READ INSTUCTIONS
All of the safety and operating instructions must be read before operating this voting system.

2. RETAIN INSTRUCTIONS
These safety and operating instructions should be retained for future use.

3. CLEANING

Unplug the equipment from the wall outlet and any other equipment before cleaning. Do not use aerosol
cleaners. Use a spray glass cleaner to dampen a soft cloth, and then wipe off any dirt or fingerprints. Do
not spray cleaner directly on the unit.

DANGER: Never push objects of any kind into this product through openings as they may
touch dangerous voltage points or short out parts that could result in fire or electric shock.
Never spill or spray anything on or into the product. If liquid is spilled on the product, turn it off
immediately, wipe away the liquid, and then return the unit to the local election officials for
servicing.

4. ATTACHMENTS
Use only Hart InterCivic approved attachments in this voting system. Use of other attachments is unsafe.

DANGER: Do not place this product on an unstable cart, stand, tripod, bracket, or table. The
product may fall, causing serious injury and serious damage to the product. Use only with a booth, cart,
or stand approved by Hart InterCivic or sold with the product. A product and caddy combination must be
moved with care. Quick stops, excessive force, and uneven surfaces may cause the product and caddy
combination to overturn, causing serious injury.

5. WATER and MOISTURE
Do not use this product near water — for example, near a bathtub, washbowil, kitchen sink, laundry tub, in
a wet basement, or near a swimming pool.

6. POWER SOURCES

Use only battery packs or 110V AC wall power as shown on the equipment. If you are not sure of the
type of power supplied to a polling location, call the local power company before proceeding. Use only
grounded, three prong outlets, and the power cord supplied with the equipment by Hart InterCivic. Power
cords should be routed so that they are not likely to be walked on or have objects placed on them. Do not
overload wall power outlets or extension cords as this may cause a fire.

7. SERVICING

CAUTION: Do not attempt to service this unit yourself. Opening the unit will result in exposure to
dangerous voltages or other hazards. Only the battery and printer doors should be opened by polling
place personnel. Refer all other servicing to qualified personnel only. When replacement parts are
required, be sure to use only Hart InterCivic approved parts. Unplug the unit from the wall outlet and refer
servicing to qualified personnel under the following conditions:

When the power cord or plug is damaged

If liquid has been spilled on the product

If the product has been exposed to rain

If the product does not operate normally after following the operating instructions
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Introduction to the Hart Voting System Support Procedures Course
In the Hart Voting System Support Procedures Course, elections officials, support personnel,
and warehouse staff complete the following:

e review storage, delivery, and maintenance procedures

e set up polling place system hardware (eScan, Judge’s Booth Controller, Disabled
Access Unit, and eSlate with, or without, the Verifiable Ballot Option)

perform Acceptance and Functionality Testing

reset and prepare the hardware systems for an election

practice maintenance and troubleshooting procedures

apply backup procedures in SERVO

A segment of this course also provides training to Resolution Board members and/or ballot
transmittal personnel.

This Document

This training manual is designed to guide operator training. Each section is intended to be its
own stand-alone document. Included at the end of this training manual is the SERVO
Operations Manual, as well as operations manuals for the polling place equipment and specific
maintenance references. This training manual is meant for both initial training with Hart
InterCivic training specialists and as a reference once initial training is complete.

& Throughout this document this bullet is used to indicate a cross-reference.

& This symbol is used to indicate a caution or warning.

Course Objectives

Through the Hart Voting System Support Procedures Course, trainees will learn the procedures
necessary to support a successful election with the Hart Voting System, with special attention to
skills required to successfully support the use of the polling place components: the eScan,
Judge’s Booth Controller (JBC), the eSlate (with or without the Verifiable Ballot Option), and the
Disabled Access Unit (DAU eSlate).

Since the Hart Voting System Support Procedures Training Manual supports all Hart
Voting System products, not all of the procedures in this document apply to all
implementations. You must identify applicable procedures for the voting devices
implemented.

Page 4 Confidential and Proprietary © Hart InterCivic, Inc.
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Hart Voting System Data Flowchart
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Hart Voting System Security Features
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THE
HART VOTING SYSTEM

Accurate. Scalable. Trusted.

SECURITY FEATURES

Critical data is encrypted

An eCM is required for crucial functions
Two-factor authentication is required

1. Something you have - an eCM

2. Something you know - the PIN

A matching signing key is required

Secure Sockets Layer (SSL) certificates are applied whenever

communications between applications occurs

User actions are logged in persistent audit trails

Passwords are never stored "in the clear”
There are no covert channels of access

eCM required to accept
generated ballot

Signing key written to

MBB

eCM required to read or
close MBB

SSL certificate required
for client-server
communication

*  Signing key
from JBC
and eScan
must match
MBB
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and Admin

eSCAN passwords
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TALLY
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= SSL certificate required to
communicate with Rally

= eCM required to
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=  SSL certificate required to
communicate with Tally

eCM required to:

= Transfer signing key to
each JBC and eScan

] Create Event

= Create Recount MBB

= Create Recovery MBB
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Hart Voting System Workflow
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Notes

Notes:
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Introduction

The Hart Voting System polling place components can be stored in several variations; the
procedures presented here are an effective layout that makes accessing the system
components easy.

The eSlate booths are lightweight and designed as storage containers for the eSlate. Each
eSlate booth contains an eSlate, the necessary connectors, and a storage area for the
connectors. The legs are located on the bottom of the booth to allow for setup of the units
without opening the booth. The booth serves as a storage case for the eSlate in your facility, a
protective carrier for shipping to the polls, and a privacy booth at the polls. The eSlate booth
may also include the Verifiable Ballot Option printer.

Storage racks, or “caddies” are available for eSlate booth storage, and procedures for using
these caddies are presented here also.

Judge’s Booth Controller devices come with storage boxes.
eScan booths are standard paper-ballot voting booths.
eScan devices come with storage boxes, and the eScan sits atop an eScan Ballot Box for

election events. The eScan Ballot Box has a locking cover, so it can also be used for eScan
storage.

Page 12 Confidential and Proprietary © Hart InterCivic, Inc.
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eSlate Specifications
Height 2.75 inches Weight 5.2 pounds
Width 10.40 inches Weight with 7.7 pounds
batteries
Depth 15.75 inches Display 600 x 800 SVGA
LCD
CPU . . »
Operating System Precise MQX Screen size 12
JBC Specifications
Height 5.30 inches Weight 6.9 pounds
Width 15.25 inches Weight with 12.3 pounds
batteries
Depth 13.25 inches Display 320 X240 LCD
eSlate Booth (folded, stored) Specifications
Weiaht 28 pounds with eSlate and battery pack;
9 40 pounds with above items, VBO, and all VBO attachments
Height 6.50 inches
Width 25.75 inches
Depth 25.75 inches
eScan Specifications
Height 4.07 inches Weight 10.5 pounds
Width 17.00 inches AC power supply 1.75 pounds
Depth 14.75 inches
eScan Ballot Box Specifications
Height 44 inches | Weight | 72 pounds
Width 27 inches
Depth 22 inches
JBC and eScan Paper Specifications
Weight 14-pound
Thickness 2.0 mm
Length 25 m per roll
Verifiable Ballot Option Specifications
3.25 pounds
Height 4.33 inches Weight without paper roll
or batteries
Width 5.68 inches Paper Roll 1.25 pounds
Depth 13.62 inches 6 AA Batteries 0.6 ounces
Viewing Area 4 x 6 inches AC power supply 6.5 ounces
Verifiable Ballot Option Paper Specifications
Weight 12.9-pound 14.7-pound
Thickness 2.0 mm 24 mm
Length 305 feet per roll 250 feet per roll

© Hart InterCivic, Inc.
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Equipment Environmental Standards

Equipment Environmental Standards

Components and

Storage and

Peripheral Equipment Specifications Operating Transportation
Temperature 4010 100 °F -15to0 150 °F
0 to 95 percent
Humidity relative humidity, non- | Per MIL-STD-810
condensing
eSlate Vibration Per MIL-STD-810 Per MIL-STD-810
Drop Height Per MIL-STD-810 Per MIL-STD-810
Power 120 VAC, 60 Hz
Requirement Fuse —250V,2 A
Temperature 40to 100 °F -1510 150 °F
0 to 95 percent
Humidity relative humidity, non- | Per MIL-STD-810
condensing
JBC Vibration Per MIL-STD-810 Per MIL-STD-810
Drop Height Per MIL-STD-810 Per MIL-STD-810
Power 120 VAC, 60Hz
Requirement Fuse — 250V, 2A
Temperature 10to 35°C -20to 60 °C
- 20 to 80% RH non- 5% to 95% RH non-
Humidity : .
eScan condensing condensing
Power

Requirement

24VDC @ 100 W

External power supplies: 115 VAC, 2-3 Amps

Page 14
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Storage Procedures

Create a spreadsheet that shows registered voters by precinct and precincts assigned per
polling place. This helps to determine the equipment requirements for each polling place. The
use of the term “Precinct” to also define an Election Day polling place varies by jurisdiction.
Also, requirements vary by state in regard to machine allocation versus voter registration. Each
polling place needs one JBC for up to 12 eSlates that are assigned.

You should maintain the polling place components in precinct sequence if at all possible. While
the eScan, JBC, and eSlate do not require this, it is much easier to allocate and access units
stored in this manner since most assignments to the system are done by precinct.

Each eSlate booth is approximately 25.75” wide x 25.75” deep x 6.50” tall. Each unit weighs
about 26 pounds without batteries. Each has a handle to make transporting a booth easy within
your facility or to the polls. The storage box for the JBC is about 26” long x 25” wide x 9 74"
deep. Use an eSlate booth “caddy”, standard pallet, shelving system, or rack to keep the units
off the floor. The footprint of a caddy is approximately 30” square.

& eSlate booths cannot withstand the weight of stacking. Do not stack the eSlate booths.

Place storage racks (caddies) in straight rows in either direction, front-to-back or side-to-side
within the facility. If there is space in the facility, leave space in between caddies to allow a
person access to the port side of the booths and possible access with a pallet jack or hand truck
(Fig. A). If this is not possible, you may want to lay out caddies front-to-front, allowing access to
the back and sides only (Fig B). The back of booths should be accessible for access to the
eSlate serial port. If caddies are loaded with the booth handles and legs all facing the same
direction all booth ports will be accessible and oriented the same.

Fig. A Fig. B
1 4
[ a4l [7pa ] = G =

(2% <5 (B> <] = o
(35 8] (8 <]

At this time you need your spreadsheet showing allocation of equipment to polling places. The
easiest layout is to begin with the first precinct/polling place first and increment until you have all
precincts/polling places accounted for. If you need one JBC and six eSlates in Polling Place #1,
load the eSlates on the caddy designated for Polling Place #1. Load the JBC and other items
sent to polling places together on a pallet or other type of transfer container. Include items such
as a transfer case, cell phones, signs, tape, pens, and other items that are not dated. Continue
this process until all polling places are completed. One way to identify polling place locations
within the facility is by painting the numbers on the floor to insure the proper placement when
the polling place equipment is being moved.

&~ Refer to “Booth Caddy Load/Unload Procedures” on page 17.

© Hart InterCivic, Inc. Confidential and Proprietary Page 15
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Storage Procedures
Delivery Procedures

The Verifiable Ballot Option (VBO) paper purchased through Hart InterCivic has a shelf life of
seven years after it has been imaged. The manufacturer recommends that it be imaged within
three years of the manufacturing date. Store the paper at temperatures below 77 °F with relative
humidity of 45 — 65%. Do not expose to direct light.

The storage facility should have at least one workstation with AC power available for
functionality testing, resetting, backing up equipment with SERVO, etc. A set of one JBC and
12 eSlates requires approximately 5 %2 amps (AC) to operate, so the use of standard 15 amp
circuits will be adequate. If extension cords are necessary when testing the system or setting
up for an election, be aware that pulling cords throughout your facility may be time consuming or
inconvenient. Accordingly, the use of drop cords that contain multiple outlets is highly
recommended, as this allows several polling place sets to be serviced at one time while
minimizing the number of cords pulled throughout the facility. Conveyor belts or hand trucks
can be used to transport equipment from storage to workstations.

Delivery Procedures

After all testing has been finalized, begin preparing the system for delivery to the polls. The
procedures to move the voting system vary by jurisdiction, so the need to organize the process
is essential.

O Itis very useful to work with other staff members to create a survey to be mailed to your
polling locations far in advance of the election. Ascertain basic information such as
availability of AC power, tables and chairs, phone, access during voting hours.

O Create a checklist of polling places and ALL items that are to be shipped to minimize
shortage calls on Election Day.

O If you use a moving company to deliver your voting system, arrangements must be made in
advance.

0 Keep in mind that AC power must be available at the polls and you may need extension
cords and/or 2-prong adaptors for some polling places.

O Provide the mover with the list of polling locations and the equipment assigned to each.

0O If there are locations with special delivery requirements, let the mover know in advance.

O If you have assigned the equipment as suggested previously, you should have everything
needed for a polling place on one pallet.

O Itis very helpful to have a spreadsheet showing the equipment numbers and the polling
places to which they are assigned (Equipment serial number is located on the bottom of all
units).

O Keep logs of voting devices sent to each polling place. Track by device serial numbers.
Also log the wire seal serial number for each device.

0 Keep your facility organized. Move polling place equipment to loading area in the reverse
order it comes off the truck; first on, last off.

Page 16 Confidential and Proprietary © Hart InterCivic, Inc.
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Booth Caddy Load/Unload Procedures

Velcro Strap

To Load Eight eSlate Booths onto Booth Caddy I:

1) Raise the upper shelf and secure it in the raised position with the Velcro™ strap (on top crossbrace
ng Strap of Caddy backframe).

2) Load the lower shelf first, starting next to the Caddy backframe. The preferred position is with the
booth leg side toward the Caddy backframe and the booth data port accessible from the left side of
the Caddy (booth handle to the right). Turn all booths in the same direction.

3) Release the Velcro strap holding the upper shelf and rotate the shelf down to the horizontal
position.

4) Load the upper shelf with booths, starting next to the backframe. The preferred position is with the
booth leg side toward the Caddy backframe and the booth data port accessible from the same side of
the Caddy as the booths on the lower shelf. Turn all booths in the same direction.

5) Feed the webbing strap from under the lower shelf, up in front of the lower booths, over the
crossbrace on the upper shelf, over the upper booths, and secure with the buckle. Pull webbing strap
tight.

6) Caddy is ready to move with hand truck or pallet lift.

In the case of less than a full load (fewer than eight booths):

1) Even number of booths. Load an equal number of booths on the lower and upper shelves. Feed
; the webbing strap around the crossbar in front of the last booth on the upper shelf.
--------- 2) Odd number of booths. Load one more booth on the lower shelf than on the upper shelf. Feed the

¥ = webbing strap around the crossbar in front of the last booth on the upper shelf.
Booth Handleson | | F o et
the right side 1

To Unload eSlate Booths from Booth Caddy I:

1) Loosen the webbing strap slowly while insuring that booths remain secure in their upright position.
Release the webbing strap from the buckle.

2) Unload the upper shelf.

3) Raise the upper shelf and secure it in the raised position with the Velcro strap (on top crossbrace of
Caddy backframe).

4) Unload the lower shelf.

5) Secure the webbing strap by routing it under the lower shelf and up the back of the Caddy
backframe to the buckle. Pull to remove excess slack.

6) Caddy is ready to move with a hand truck or pallet lift.

© Hart InterCivic, Inc. Confidential and Propristary Page 17
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Booth Caddy Load/Unload Procedures

To Load 8 eSlate Booths onto Booth Caddy II:

1) Lock the Caddy wheels in place, if wheels are attached to Caddy.

2) Open the Caddy door by unlocking it, if necessary, and pushing the latch to the left.

3) Load booths on the lower level first, starting next to the Caddy frame. The preferred position is with
the booth handles toward the door. Turn all booths in the same direction.

4) Load the upper level with booths, starting next to the frame. The upper level booths rest atop the
lower level booths. The preferred position is with the booth handles toward the door. Turn all booths
in the same direction.

5) Close the Caddy door and ensure that the latch has engaged. Lock if necessary.

6) Caddy is ready to move with a pallet jack, fork lift, industrial-grade hand truck, or on built-in wheels.

In the case of less than a full load (fewer than eight booths):

Even or odd number of booths. Load the lower level fully first, then load the upper level. Start loading
booths next to the Caddy frame. Close the Caddy door and ensure that the latch has engaged.

To Unload eSlate Booths from Booth Caddy II:

1) Lock the Caddy wheels in place, if wheels are attached to Caddy.

2) Open the Caddy door by unlocking it, if necessary, and pushing the latch to the left.

3) Unload booths from the upper level.

4) Unload booths from the lower level.

5) Close the Caddy door and ensure that the latch has engaged.

6) Caddy is ready to move out of the way with a pallet jack, fork lift, industrial-grade hand truck, or on
built-in wheels.

To Move Booth Caddy II:

1) Ensure that the Caddy door is closed and the latch is engaged.
2a) If using a narrow-stance pallet jack or forklift, roll the forks completely into the fork guide (under
the booth shelf) from any side of the Caddy.
2b) If using a wide-stance pallet jack or forklift, roll the forks completely into the fork guide (under the
booth shelf) from either the front (door side) or back of the Caddy.
2c) If using an industrial-grade hand truck, insert the tongue fully into the fork guide (under the booth
shelf) from any side of the Caddy.
2d) If using built-in Caddy wheels, unlock the wheels, roll the Caddy to new location, and lock the
wheels. Skip steps 3 and 4.
3) Lift the Caddy off of the floor and move.
4) Clear moving equipment from under the Caddy when finished.

Page 18
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Maintenance Procedures

Maintenance procedures for the JBC, eSlate, DAU eSlate, VBO, and eScan devices are
minimal. Retest and record any problems detected in functionality testing and return damaged
equipment to Hart InterCivic for replacement. There are only a few regularly scheduled
maintenance procedures necessary:

1) Cleaning the equipment screens

2) Cleaning the VBO printer

3) Cleaning the eScan scanner path and ballot box

4) Calibrating the eScan

5) Checking battery levels

6) Performing functionality tests

7) Other repair, replacement, and miscellaneous maintenance procedures
8) PC printer, Ballot Now PC scanner, and PC peripheral maintenance

1) Cleaning the equipment screens:

Steps: Details:

1. Spray clean cotton-based cloth

' o ; Avoid ammonia-based formulas.
with a liquid glass cleaning spray.

Include a glass spray cleaner and cotton-based cloth
in with the polling place supplies, and ask poll
workers to clean the screens at least once daily

) during election events.
2. Wipe the eSlate, DAU eSlate, == . .
JBC, and eScan screens clean. Refer to the Equipment Maintenance

and Supplements tab for eSlate
window replacement steps, should an
eSlate window become severely
scratched.

2) Cleaning the VBO printer:

Steps: Details:
1. Remove the VBO printer from the
booth.

2. Remove the clear back cover.

3. Using a pressurized air canister,
blow the inside of the unit clean
of small paper debris.

Pressurized Air Canister
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Maintenance Procedures

3) Cleaning the eScan scanner path and ballot box:

Steps:

Details:

1. Raise the top cover to the
scanner section of the eScan
device.

Raise Top Cover

2. Raise the inside cover to the
scanner.

Raise Inside Cover

3. Using a pressurized air
canister, blow the scanner path
clean of small paper debris.

Pressurized Air Canister

4. Clean the transport mechanism
(rollers under the inside cover)
with a small soft pad.

5. Unlock and open the eScan tub
and remove the Ballot Box.
Use a dry cloth to clear dust
and debris from the Ballot Box
and replace it inside the tub.
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4) Calibrating the eScan:

Maintenance Procedures

To ensure proper ballot scanning, you may need to periodically calibrate the eScan ballot feed
slot. To calibrate the eScan ballot feed slot, you need a T-10 Star Bit Screwdriver and a feeler
gauges set. The following procedure shows how to measure the gap in the ballot feed slot and

adjust it if it is too large or small.

Calibrate the eScan once per year at most. If you are unsure of when or why to calibrate
the eScan, contact a Hart InterCivic representative.

Measuring the Side Gaps:

Steps:

Details:

1. Remove the .015, .018, .020,
and .022 feeler gauges from
the set.

2. Line the .015 feeler gauge
flush against the right edge of
the eScan ballot feed slot.
Slide it under the scanner
head. It should slide through
with no resistance.

3. Repeat using the .020 feeler
gauge. It should stop at the
point shown in the picture on
the right.

DO NOT FORCE.

If the gauge slides through
with no resistance, the gap is
too large and you must adjust
the slot.

.015 Feeler Gauge in Ballot Feed Slot

| 3
.020 Feeler Gauge at Ballot Feed Slot

4. Repeat for the left side of the
eScan ballot feed slot.

A correct gap measures between .015 and .020.

© Hart InterCivic, Inc.
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Adjusting the Side Gaps:

Maintenance Procedures

If, after measuring the gap, you find it is too small (the .015 feeler gauge does not slide
through), or too large (the .020 gauge slides through), adjust the gap by tightening or loosening

the adjusting screws.

To avoid damage to the screws’ plastic setting, do not apply heavy force when turning

the screws.

Steps:

Details:

5. Lift the eScan scanner head.

6. Locate the two adjusting
screws on either side of the
ballot feed slot.

7. Using the T-10 Star Bit
Screwdriver, turn the screws
clockwise to close the gap or
counter-clockwise to open it.
Use one-eighth turns, as small
adjustments alter the gap
significantly.

Adjust eScan Screw

Measuring the Middle Gap:

After measuring the side gaps and adjusting if necessary, measure the middle gap.

Steps:

Details:

8. Stack the .018 and .022 feeler
gauges and insert them into
the middle of the ballot feed
slot. If the feeler gauges do
not fit through when stacked,
the gap is acceptable.

The gap in the middle of the
eScan ballot feed slot must be
less than .040. If the stacked
feeler gauges slide through,
return the eScan to Hart
InterCivic.

i

.018 and .022 Feeler Gauge in Ballot Feed Slot

AT 040
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Maintenance Procedures

5) Checking JBC and eSlate battery levels:
&~ Refer to the Equipment Maintenance and Supplements tab.

6) Performing functionality tests:
&~ Refer to “Polling Place Equipment Acceptance and Functionality Test
Procedures” on page 37.
7) Other repair, replacement, and miscellaneous maintenance procedures:
&~ Refer to the Equipment Maintenance and Supplements tab.

8) PC Printer, Ballot Now PC scanner, and PC peripheral maintenance:

&~ Refer to the PC manufacturer's documentation in order to maintain printer and
scanner rollers, and in order to thoroughly clean the scanner.
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Notes

Notes:
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System Computer and Peripheral
Devices Setup

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction

This section contains information about the setup and configuration of eSlate system computer
components. Refer to this section when moving computer equipment in order to set up the
equipment correctly in a new location.

A Hart InterCivic technician sets up the computers and configures the peripherals initially.
Some computer setups may have extra hardware, like modems. Always connect and turn on
peripheral equipment before turning on a computer. The figures on the following pages outline
typical computer and peripheral setups for the eSlate system.
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System Computer and Peripheral Devices Setup

Three Parallel Port BOSS, Tally, Rally and SERVO PC Setup

LPT1/ Parallel port 1
Used for audit printer (line printer) for Tally
) and Rally
.

.
1’!’)1’!’!’!"!’)’!’)"!’3;'
e e B B B B B B B B

LPT2/ Parallel port 2
Used for SERVO parallel cab\les

-

‘P’?"’!"‘!’)"!"’?’)"”!{;
LR T i B B B I N B B B

LPT3/ Parallel Port 3
_Used for laser printer

Y
‘!’?01’)10"!’)’!0"!’!{:
L e T e B B T e B B

USB ports
Used for eCM, card devices, and/or laser printer (also available
on front of PC)

Internal modem jacks
Used for Tally-Rally communications via modem
Phone Wall Jack

On a BOSS/Tally/Rally PC with three parallel ports, the first parallel port, or LPT1, is color-
coded. LPT1 is the port closest to the top. This port is used for the audit printer (line printer)
for Tally and Rally. The second parallel port, or LPT2, is the next port down. This port is
used for the SERVO parallel cable (if SERVO is installed on the system). LPT3 is used for
the laser printer only. Two USB ports in the back panel, and up to two more under the front
faceplate, can be used for the eCM and to connect to ATA card devices and/or laser printers.
There are two internal modem/phone jacks located towards the bottom of the PC back panel.
These may be used for Tally-Rally communications. One jack is connected to the wall jack
and the other is connected to a phone. Refer to the image to the side of each jack to verify
that you are using the correct one.
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Computer and Peripheral Devices Setup

Two Parallel Port BOSS, Tally, Rally and SERVO PC Setup

LPT1/ Parallel port 1

-

Used for audit printer (line
printer) for Tally and Rally,
‘SERVO parallel cables

~
9’?01’!1”"!”’!0"!’!{:
LR e B R L B R

USB ports

Used for eCM, card devices, and/or laser printer (also
available on front of PC)

LPT2/ Parallel port 2
_Used for laser printer

‘P’?"’!"‘!’)"!"’?’)"”!{;
LR T i B B B I N B B B

Internal modem jacks
Used for Tally-Rally communications via modem
Phone Wall Jack

On a BOSS/Tally/Rally PC with two parallel ports, the first parallel port, or LPT1, is color-
coded. LPT1 is the port closest to the top. This port is used for the audit printer (line printer)
for Tally and Rally, the SERVO parallel cable (if SERVO is installed on the system). The
second parallel port, or LPT2, is the next port down. This port is used for the laser printer
only. Two USB ports in the back panel, and up to two more under the front faceplate, can be
used for the eCM and to connect to ATA card devices and/or laser printers. There are two
internal modem/phone jacks located towards the bottom of the PC back panel. These may be
used for Tally-Rally communications. One jack is connected to the wall jack and the other is
connected to a phone. Refer to the image to the side of each jack to verify that you are using

the correct one.
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Computer and Peripheral Devices Setup
Audio Connections for TRANS and SERVO

TRANS uses a headphone and microphone headset to record audio for the ballot. There are
two connectors from the headset that are connected to the PC audio jacks. TRANS can be set
up on any PC (it does not need to be set up on the BOSS PC). Check all Windows audio
settings (Control Panel\Sounds and Multimedia\Audio) before recording.

SERVO uses a set of speakers to notify the user with an audio confirm (“ding”) when a process
such as backing up a device is complete. There is only one connector from the speakers to the
PC audio jacks.

Audio Hardware PC Setup

Line Input
Not Used

Speaker Out
Used for the black
connector from the

headset for TRANS,

or used for the
speaker connector
for SERVO

MIC

Used for the pink connector from the
headset for TRANS
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Computer and Peripheral Devices Setup

Ballot Now PC Setup
y/ LPT1/ Parallel port 1
_Used for laser printer only
taaaaaowaaaaa}'
AR YFTYAYAND ‘b_J.I
NIC port
Used for networking Ballot Now
&=
| SCSI50pin port
E / Used for scanner
el I. ITMENE FTYTIIFEEY EAFFEIEAET P ::'
E 1% ! | |J .".ILI EmE pIEmE I--llll-llll-l-:lll' |_| |
T — FireWire (IEEE 1394)
| Used for scanner
|
\
—— — USB ports
Used for eCM and card device (also
available on front of PC)

A Ballot Now PC setup has four main connectors; each is completely different than the others.
The first connector is parallel port 1, or LPT1, and it is used to connect the laser printer to the
PC. The next port down is an NIC (Network Interface Card) connector. This is used to
network client PCs with a Ballot Now server PC. The third port down is either a SCSI (Small
Computer Systems Interface) port or a FireWire (IEEE 1394) port. The scanner connects to
the PC via one of these ports, depending on the scanner type. There are two SCSI ports on
most scanners. Either one of the two ports on the scanner can be used. Finally, two USB
ports in the back panel, and up to two more under the front faceplate, can be used for the
eCM and to connect to ATA card devices. Only one card device is necessary for Ballot Now
PCs. The card device connects to the Ballot Now server PC, if using a Ballot Now client-
server setup.
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Computer and Peripheral Devices Setup
Networking Ballot Now

Networking the client PCs to the Ballot Now server PC quickens the processing of Ballot Now
images. This helps the Ballot Now system keep up with the scanner. A Ballot Now setup can
have a maximum of five additional PCs connected to the Ballot Now Server. All five of these
can be set up as Ballot Now Clients, and two of them can also be running the Ballot Now Image
Processor. For efficiency's sake, it is best to run up to two Ballot Now Image Processors in
parallel, and not run the one on the Ballot Now Server. The client PCs are connected to the
Ballot Now server PC through network cables. Each cable runs from the PC to the network hub.
Each PC is assigned an IP address by the technician during the original configuration. Multiple
Ballot Now servers and clients can be set up on the same network.

Ballot Now Client-Server Network Setup

Client 1 PC Client 2 PC

g Network
Hub

Ballot Now Client PC

NIC Port
Used for networking BNIP or client PC
with Main Ballot Now PC
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Rally Laptop Computer Setup

Modem Jack
Used for Tally-Rally communication

Computer and Peripheral Devices Setup

Right Side View

NIC Port
Used for Tally-Rally communication

Parallel Port
Used for Rally audit (line) printer

USB Port
Used to connect to a USB Hub for the
eCM, card devices and/or a laser printer

USB Hub

Back View
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Computer and Peripheral Devices Setup

SERVO Laptop Computer Setup

Right Side View

NIC Port
Used for communication with eScan devices
via network crossover cable OR network hub

Back View

Parallel Port
Used for SERVO laser
printer

USB Port
Used to connect to a USB Hub for the
eCM, card devices and/or a laser printer

PCMCIA Card Slot
On Left Side
Used for Quatech Card, creates extended
parallel port (EPP) for connections from
SERVO laptop to JBC devices
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Notes

Notes:
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Polling Place Equipment Acceptance
and Functionality Test Procedures

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction

The Acceptance Test is a test of the functionality of the polling place equipment when you
receive it. By performing an Acceptance Test, you are verifying that the equipment is in good
working order.

The Functionality Test is a test that you perform between election cycles to verify that the
equipment is still operating correctly and is election-ready. Functionality Tests may be
performed as often as you want. Hart recommends that you perform functionality tests a
minimum of once per year. Neither of these tests is a Logic and Accuracy Test or a ballot
proofreading exercise.

&~ Refer to the Polling Place Equipment Desk References for complete equipment
operations as performed in the polling place.

Judge's Booth Controller (JBC)

Verifiable Ballot Option eScan with Ballot Box
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eSlate System Testing Supplies

Y

Supplies:

Details:

One JBC can run up to 12 eSlates (including DAU

[ ] | 1 JBC per daisy chain of eSlates | eSlates). Unless otherwise arranged, JBCs arrive with
batteries installed.
Up to 12 per JBC, or 11 and one DAU eSlate. Unless
[ ] | eSlates in booths otherwise arranged, eSlate units arrive in booths with
batteries.
eSlate with audio and adaptive switch functions.
[ ] | DAU eSlates in booths Unless otherwise arranged, DAU eSlate units arrive in
booths with batteries.
] ;s\faBtS printer per eSlate or DAU Optional, if implementing Verifiable Ballot Option
[ ] | 1 AC power cord for VBO printer | Optional, if implementing Verifiable Ballot Option
] E)obciﬁtsh caddy per 8 eSlate Optional, if using a “caddy” system for storage
[ 1 Set of headphones per DAU
eSlate
1 Set of tactile input switches .
L] (jelly switches) per DAU eSlate el
The MBB holds the ballot information. MBB should
include both Early Voting and Election Day polling
[ ] | 1 Test MBB per testing line places with more than 6 precincts assigned to each,
and it should be accompanied by the BOSS “Polling
Place List <EV or ED> Summary” report.
The DAU audio card is a PC card with .wav files for
[ ] | 1 DAU audio card per testing line | audio information. It can be reused for testing multiple
devices.
[ 2 Battery pack testers per testing
line
[ 1 | 6 AA Batteries per testing line Optional, if implementing Verifiable Ballot Option
(] Spare JBC/eScan printer paper If the printer roll is near its end, replace it while
rolls testing.
[ ] | Spare VBO printer paper rolls Optional, if implementing Verifiable Ballot Option
= Jefi%;’rfgﬂirsrfv'ja\ig el for | SET PC TIME, DATE, AND TIME ZONE TO LOCAL
. " TIME BEFORE STARTING SERVO
equipment and setting JBC clocks
[ | 1 eCM with AT signing key data If_ne_cessary, an eCM with the Acceptance Test
signing key
. I If programming the local signing key to devices either
L] | 1 eCM with local signing key data before or after Acceptance Testing
[ ] | 1 Set of PC speakers for SERVO | Optional, if PC has no internal speakers
[ ] | Extension cords, as necessary
(] 1 Surge protector/plug bar per Optional — AVOID SURGE PROTECTORS WITH
testing line ON/OFF SWITCHES
Envelopes or file system for .
L] device reports. ez
[ 1 | Shipping and inventory lists
[] | Functionality Documentation &~ Refer to the Election Logs tab.
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eSlate System Testing Supplies

Supplies:

Details:

Battery Level Labels for battery
packs

If you are performing functionality testing on battery
levels, label each battery with the date and battery
level.

1 Table per work area

Testing areas must have AC power available

1 Soft pad per table

Use anywhere JBC or eSlate will be turned over on
screen

“Sticky Notes” and pens for team
members

Various uses

The “Polling Place List Early
Voting Summary” report from
BOSS.

This report is used to identify the Polling Place ID.

Booth Voter Instruction Placards

Optional — insert into booth sleeves while testing
booths

eSlate Serial Numbers for booths

One self-adhesive S/N label comes with each eSlate

OO0 OO0 d0 O &

Bar code scanner

Optional — if supported by local inventory control
process
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eSlate System Acceptance Test Staffing Workflow
eSlates Delivered in Booths

QI RS With Batteries
(Place equipment
in marked areas (Recommended)
on warehouse
floor)
Boxes to
Recycling
Unbox - or
1. Booths Return boxes
2. VBOs to manufacturer
* 3.JBCs
4. Headphones
Set-Up and Test (& Optional
Booths Tactile Input
Affix S/N Labels Switches)
Insert Placards 5. Caddies
% Tasks and Estimated Number of Workers Needed :
(Example for large implementation - will vary)
Install VBOs in 1. Unload Truck(s) -
Booths Team of 2
2 workers
* 2. Unbox Equipment -
Teamof upto 7
Move booths to 2 workers to unbox booths and carry to set-up area
device Test Area / 1 worker to carry JBCs to voting device testing area
Open top / Hook 2 workers to dispose of trash/recycling
up cables / Install 2 workers to unbox VBOs, if applicable
headphones 3. Set-Up and Test Booths -
Team of up to 9
# 4 workers to set-up
2 workers to test booths, affix S/N, insert booth placard, and close top
ilestiancilabel 1 worker to transport booths to voting device testing area
eSlate, DAU, and 2 workers to install VBOs, if applicable
JBC battery packs 4. Program each JBC with signing key from eCM, if necessary
1 worker
+ 5. Voting Device Testing Area -
Use SERVO to (At least two) Tgams of 3
program each JBC 1 worker per daisy chain to open booths, hook-up cables/
with AT signing key headphones, break down booths/put booth on
from eCM, if conveyer (to ) ) Caddy)
necessary 1 worker per daisy chain to test, label, and connect eSlate battery
packs, conduct voting device acceptance
* test (run eSlates and DAU eSlate)
1 worker per daisy chain unbox JBC, test, label, and
Test devices, reset connect battery packs hook-up, conduct device
all and set JBC acceptance test (run JBC), reset equipment set JBC
clocks, verify clock, verify
firmware and log firmware, program local signing key, and log equipment into
equipment with SERVO, disconnect and rebox JBC
SERVO 6. Inventory Control Area -
Team of 2
+ 1 worker to barcode and scan equipment
1 worker transport JBCs to storage area and store
Write local signing 7. Storage Area -
key and use Team of 3
SERVO to program 1 worker to bring booths (on conveyer) to Caddies
each JBC with 2 workers to test and scan Caddies, load booths onto Caddies,
local signing key — move Caddies to storage
1. Booths
* 2. eSlates Total workers needed: Up to 30
3. VBOs
4. DAUs
5. JBCs
Inventory (scan 6. Caddies
and record serial N,
numbers)
Reconfigure Store booths on Move Caddies into
;» Booths/JBCs for - ;zgzzozr:; P Caddies and JBC P place in storage
storage boxes on shelving area
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eSlate System Acceptance and Functionality
Test Workflow
eSlates Delivered in Booths
With Batteries

(Recommended)
Empty boxes to .
recycling or Caddy Load Caddlfﬁs,
return to Testing Scan Caddies
manufacturer S‘?"O"I for inventory,
(optional) Caddies to Storage

Caddy Box

Headphones &

- : o o]
(optional) Tactile To > <
Switches testing station & o
eSlate or DAU
eSlate Booth
(with eSlate, VBO
& eSlate battery testing station
pack)
JBC Box
(JBC & battery
packs)
Boxed Equipment
from delivery
Testupto 12
eSlates per
daisy chain
Tasks:
1) Unload truck(s) I
2) Unbox equipment %
3) Set up and test booths, affix S/N, insert
placards, install VBO, if applicable
4) Program JBC with signing key
5) Connect and test voting equipment,
including battery packs, and add and Re-box JBCs
reset devices and MBB via SERVO PC with ————scan for inventory,———p
6) Scan/Inventory hardware SERVO and store
7) Test and load equipment to Caddy

system and store equipment
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eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

1.

Set up teams and assignments for
each member within each team.
Teams will vary per implementation,
and they will vary depending on the
task — an initial acceptance test is
much more involved than later
functional tests.

This process is simple if tasks are separated out
into distinct areas and teams. Team members
should also have distinct tasks within their team.

¥~ Refer to “JBC and eSlate
Acceptance Test Staffing Workflow’
on page 43, and “JBC and eSlate
Acceptance and Functionality Test
Workflow” on page 44.
Assignments might include:
0 Unloading trucks
Unboxing equipment
Setting up booths and installing VBO printers
Testing (inspect) booths, affixing S/N, and
inserting instructional placards
Moving booths to testing area
Connecting booths, setting up DAU eSlate
peripherals, taking down booths
0 Testing and labeling eSlate battery packs, and
testing eSlate units
O Setting up JBC, testing JBC battery packs, and
operating JBC, including SERVO
O Adding equipment to local inventory list
0 Testing and loading booth caddies
O Testing Demonstration eSlates at a separate
station (Optional equipment)

Oooo

OO

2. Set up an area where booths will be

inspected, S/N labels will be affixed
to booths, and instructional placards
will be inserted.

&~ Refer to the Election Logs tab for a
booth inspection checklist.

Set up an eSlate booth caddy
testing area. This should be located
where booths can easily be
transported and stored in caddies
after electronics testing.

eSlate booth caddies are optional booth storage
equipment.

&~ Refer to the Election Logs tab for a
caddy inspection checklist.
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eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

4. Set up SERVO computer in an area for testing
and labeling batteries and for testing equipment.

5. After logging in to SERVO, go to the File menu
and click Import Firmware Data File...

| File

Impork Device Data ...

@ Impark Firrware Data File, .
L Exit

6. Browse for the .xml file to import into SERVO for
firmware verification.

Import Firmware Data ' ll

Importing Firmware Data

The Import Firmware D ata dialog allows you to import firmware data from a file
into the SERYOD database.

Source
Import File - Select the file containing the firmware data vou wigh to import

F:%3 00 15uml xml

JBC vergion: 30,15, eSlate wersion: 3.0.15

7. While logged in to SERVO, insert an eCM for the
election into a USB port on the PC and go to the
Device menu and click Program Key.

Device
ﬁ Add Device ..
E'|=_1| Backup and Reset ...

ﬁ Prograr kesy. ..
?}:“Eg Recount MEBE ...
Recovery MBE ...

A factory signing key has been
programmed to the voting devices.
This signing key must match the
signing key on the MBBs and Audio
Cards being used in testing
equipment. This signing key should
only be used for initial testing.

If necessary, program each JBC with
the signing key that matches the
signing key on the MBBs and Audio
Cards being used in the test.
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eSlate System Acceptance and Functionality Test Procedures

Details:

Steps:
8. Select the JBC radio button in the Program Key
window.
x|

Program Key

The Pragram K.ey dialog programs the signing key to connected JBC, Dema
e5Slate or e5can devices. This wil alzo rezet the connected device, clearing
the device's Audit and CVR logs.

Program Key
Select a device
" JBC
" eScan
" Demo eSlate

Warning: Thiz operation will alzo
reset the connected device.
clearing the device's Audit and
CV¥R logs.

eCh Key [D:

Device Key |D:

Sernial Murnber: I

Firmyware Fevision:

[ |
Caszt Vote Records:

Audit Log Entries:

O A message warns that JBC will be
reset and Audit and CVR logs will
be cleared.

00 The JBC serial number is
displayed in the Serial Number
field after it has been
programmed.

9. Attach a parallel cable from the parallel port on
the SERVO PC to the JBC printer port in order to
program the JBC with the signing key from the

eCM.

This MUST be done for EACH JBC before
inserting the MBB.

O The parallel port may be LPT 1
(desktop), or it may be LPT 2 on a
Quatech PC card with cable
(laptop).

0 Enter the PIN when prompted
after connecting the first JBC.

O Repeat for EACH JBC.

10. Set up a JBC with up to 12 eSlates (after booth
testing and VBO printer installation in booths),
including at least one DAU eSlate in the
equipment area.

O Set JBC boxes under the JBC on
the table, so that units can be
returned to original boxes
(marked with serial numbers).

O Check all port pins while setting

up.
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At each Booth:

eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

11.

Perform booth functionality testing
as per the checklist.

If booths do not include VBO printers, proceed to the
next section.

12.

Use VBO cut-out template to cut
opening for VBO printer into left
side of booth’s eSlate panel, if
necessary.

&~ Refer to the Equipment Maintenance
and Supplements tab.

13.

Turn over the VBO printer on a
soft surface, remove the cover,
attach a battery clip loaded with 6
AA batteries, and test the
microswitches.

0O Load the battery clip from the first few VBO
printers with 6 AA batteries, hold those units to
the side, and reuse the snap-on battery clips to
test each VBO as it comes through. This will
save time loading AA batteries into each clip.

0 Verify VBO firmware version from the VBO power
up report.

O By testing the microswitches, you are testing the
batteries. If the microswitches do not work, you
may need to replace the batteries.

14.

Replace the VBO printer's empty
battery clip.

15.

Install the VBO printer into the
booth by connecting the power
and data cables, inserting the
bottom edge, and pressing the top
edge in. Press the black button at
the top of the unit to snap the
VBO into place.

Inserting the VBO into the booth

16.

Move the booth to the equipment
testing area, and connect the AC
power adapter to the VBO printer.
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eSlate System Acceptance and Functionality Test Procedures

At each eSlate and DAU eSlate:

Steps: Details:
17. Turn the eSlate and DAU eSlate 00 Connect the tester to the battery pack and get a
units over in their booths onto a reading.
soft cloth or cardboard. Test, 0O Place a sticker on the battery pack, noting the
label, and connect battery packs. battery level and the date.

0 When connecting the battery pack, make certain

(=
Refer to Battery Tester that the red and black wires are in line.

documentation #6000-
110 under the &~ Refer to the Election Labels tab for
Equipment labels.

Maintenance and
Supplements tab.

In this
photo the
top wires
are red.

Battery
Pack Loop

o

=l BEL o
Connecting the battery pack
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eSlate System Acceptance and Functionality Test Procedures

At each DAU eSlate:

Steps: Details:

Battery Testing Options:
0 Test any eSlate battery power supply by pressing
18. Insert the DAU audio card, ENTER and CAST BALLOT at the same time
headphones with volume control, before the JBC is turned on.
and a set of tactile input switches | @ OR Check for battery power (red Battery
(optional). indicator in lower right corner of screen) on the
Response Test, Language, or Access Code page
later.

Headphones Jack

DAU audio card Slot
with card inserted

Tactile Input Switches
Jack

DAU eSlate with audio card
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eSlate System Acceptance and Functionality Test Procedures

At the JBC:
Steps: Details:
19. Turn the JBC over toward the left a. Connect the tester to each battery pack and get
side on a padded surface. Test, a reading.
label, and connect battery packs. b. Place a sticker on the battery packs, noting the
& Refer to Battery Tester battery level and the date.
documentation #6000- ¥~ Refer to the Election Labels tab for
110 under the labels.
Equipment
Maintenance and
Supplements tab.

JBC battery packs

20. Insert an unvoted Test MBB into The MBB slot is on the right side of the JBC inside
the JBC. the security door.

MBB in slot

21. Connect the JBC battery key.
(Disconnect and re-connectifitis | DO NOT PRESS ANY JBC KEYS YET.

already attached).

JBC battery key to Aux DC port
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eSlate System Acceptance and Functionality Test Procedures

Steps: Details:
22. Observe the JBC booth status The JBC’s booth status lights cycle through green
lights to confirm battery power. then red.

Printer Tape Booth Status Lights Controller Screen Menu Buttons

Election Name
Codes Active: 00000

Printer
Feed

Contrast T —— . -
Up 00000000 VC %
000000000 ™ o oo

Down 0000 DOVO0OO®C OO

Contrast

23. Power on the JBC with the AC DO NOT PRESS ANY JBC KEYS YET.
power cable.
O Check the power supply indicator on the JBC
screen.
O Both AC and Battery power should indicate
“‘OKAY”.

0 Leave the JBC tape on the device.
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eSlate System Acceptance and Functionality Test Procedures

At each eSlate and DAU eSlate:.

Steps: Details:
24. Perform the button test for each O Observe power supply messages displayed at
eSlate and DAU eSlate. the bottom of the eSlate button test screen.

0 eSlates with battery packs should indicate that
battery power is available.

O eSlates with VBO printers should read “Power
Supply PRN [OKAY] Battery [OKAY]
“Printer Status [OKAYT (unless batteries are
being stored in the VBO printers).

0 If the election is not programmed to use the VBO
printer, the eSlate displays a [EVBO-103]
message. Ignore this message.

eSlate Button Test Screen DAU eSlate Button Test Screen

eSlate Voting Unit eSlate Voting Unit

Response Test Response Test

Press any key to verify operation Press any key to verify operation

- &
g P> =

Power Supply: JBC[OKAY] Battery[OKAY] Power Supply: JBC[OKAY] Battery[OKAY]
Power supply: PRN[OKAY, Sattery[OKAY] Power supply: PRN[OKAY] Battery[OKAY]
Printe. Status: [Ol{AY] Printer Status: [OKAY]

PVT: 00512 PUB: 00000 PVT: 00512 PUB: 00000

Public Counter

Power Supply Indicator: JBC [OKAY] Battery [OKAY]

Power Supply Indicator: PRN [OKAY] (eSlates with VBO printers only)

Printer Status [OKAY] (eSlates with VBO printers only)

Private Counter
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At the JBC:

eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

1.

Enter the Start-Up password.

2.

Enter the Polling Place ID with the
JBC keypad and press the
ENTER key on the JBC keypad.

O Test the JBC ENTER key.

&~ Refer to the “Polling Place List Early
Voting Summary” report from BOSS.

Testing can be performed in
either Early Voting or Election
Day mode. Early Voting mode is
recommended. Answer the EV
question and press the ENTER
key on the JBC keypad.

0 Decide on the Acceptance Test mode ahead of
time so that all teams use the same test
procedures.

O Early Voting mode is recommended in case polls
are mistakenly closed before testing is complete.

Confirm the Polling Place Name.

ok

Confirm VBO printer connection, if
applicable.

0 Power status indicators on the eSlate(s) indicate
Power Supply PRN [OKAY], Printer Status [OKAY].

O If the election is not programmed to use the VBO
printer, the eSlate displays a [EVBO-103] message
until you assign booths. Ignore this message.

Configure the network of eSlates.

Assign a booth number to each eSlate by pressing
ENTER on the eSlate.

e Follow prompts on the JBC.

e Work from the JBC out.

e Wait until the booth number is confirmed and
appears yellow before pressing ENTER on the
next eSlate.

e Verify JBC and eSlate firmware from the
configuration report.

Confirm AC and Battery (DC)
power [OKAY] on the JBC screen.

Power status indicators for the JBC are at the bottom
center of the JBC screen.

Print a “Zero Tape” report on the
JBC and Select » Open Polls.

Enter the Open Polls password
and press ENTER on the JBC
keypad.

10.

Select » Add Voter on the JBC.

11.

From the Add Voter Enter
Precinct I.D. screen, test the soft
keys on the JBC

0O Test the letter, number, PRINTER FEED,
CONTRAST UP, and CONTRAST DOWN keys
O You have already tested the ENTER key.

a. PrQSS letter and number buttons 0O The « and ¥ keys will not show an image on
until the spaces are full. the Add Voter spaces, but will scroll through

b.  Press an arrow button P to additional pages of precinct IDs (if available), six at
select a precinct. a time.

C. ffeCSS thelarrow button 4 next | Do not test the CLOSE POLLS key yet.
o Cancel.

d. Select » Add Voter and &~ Refer to the Election Logs tab for a
continue testing buttons. ;BC Functionality Test Documentation

orm.
12. Make certain you have tested all O Test the arrow on the lower right by selecting

arrow buttons P>« along the
screen on the JBC.

Check Code or Provisional.
0 Test that the arrow key responds.
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At each eSlate:

eSlate System Acceptance and Functionality Test Procedures

At the JBC:

Steps:

Details:

13. Press the HELP button twice and
note the JBC booth indicator light
for that eSlate. The light flashes
red and green.

14. Cast a random ballot on each
eSlate.

Remember — You are testing
equipment functionality, not the
ballot.

Select Add Voter and print an access code for
each eSlate or DAU eSlate being tested.

Do not tear off access codes. The JBC tape will
be a record of the Acceptance Test.

Note the “Codes Active” message on the JBC
screen to monitor the number of access codes
printed.

Note the “PUB Count” on the JBC to monitor the
number of ballots cast. There should be one per
eSlate.

&~ Refer to the Election Logs tab for an
eSlate Functionality Test
Documentation Form.

15. If eSlates are configured with
VBO printers, test each VBO.

VBO prints the eSlate Paper Verification Page.
VBO printout scrolls out-of-sight after the voter
casts a ballot on the eSlate and the American
flag displays.

7Test the DAU eSlate with curbside features:

Steps:

Details:

16. Get an access code for use on
the DAU eSlate, enter it, and
bring up the ballot.

e Detach the DAU eSlate from the daisy chain
(detach the entire booth if using VBO).

e (Optional) Use the tactile input switches for
some navigation. (This tests the dual switch
functionality and the switch hardware.)

e Listen to the audio. (This tests the audio
functionality and the headphones.)

e Cast a random ballot.

o After at least one minute has passed since
disconnecting from the daisy chain, attach the
DAU eSlate to the daisy chain and verify that
the ballot cast confirmation message appears
on the DAU eSlate screen.

&~ Refer to the Election Logs tab for a
DAU eSlate Functionality Test
Documentation Form.
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eSlate System Acceptance and Functionality Test Procedures

At the JBC:

Steps: Details:

17. Press the Close Polls button on the
JBC. Enter the Close Polls password Confirm and proceed to close polls.
and press ENTER on the JBC.

18. If you performed the test in Election
Day mode, press the P> next to Print
Tally Report on the JBC.

If applicable, press the P> next to
Access Code Report and/or Print
Write-In Report on the JBC.

O Printed at the end of the “Polls Suspended”
report or the “Tally” report, observe the

19. Verify that the number of votes number of access codes voted.

LeaC”% :(iedoluss;qstf[al to the number of O Check that the JBC report “Access Codes
y ' Voted” equals the “PUB” Count on the JBC
screen.

20. Power off the JBC.

21. Remove JBC tapes. Keep the tapes as part of Acceptance Testing

documentation.
22. Document the test using the Use sticky notes to mark the units and/or booths
functionality logs or a similar as “passed” and the date passed, or mark those
checklist. that did not pass with notes identifying problems.

25. Verify the quantity of each product. Check from shipment list.

At booths with VBO printers:

Steps: Details:
23. Remove VBO printer printouts, and & Refer to the Equipment Maintenance
replace VBO printer paper, if and Supplements tab for VBO paper
applicable. roll management instructions.
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eSlate System Acceptance and Functionality Test Procedures

Sample JBC “Polls Suspended” Report: JBC Polls Suspended Screen:

Polls Suspended
N End of Day Complete
Jurlsdl_ct|on _Tltle For Early 'u'oting
Election Title
Date 17:01:35

Polling Place

Polls Suspended Report

Date: 11-02-2006
Time: 20:01:01

Suspend Report

Daily Detail Report
PVT:002279 PUB:001537

NN
@@

Booth Controller
Dev Ser No
SW Version
Pub Count
Pvt Count

CNNNNN
N.NN.NN
00153
0125390

Booth (1)

Serial Number

Software Ver
Pub Count
Pvt Count

Daily Summar

Access Code Totals: _—"1T | Access Codes Voted
Issued 1537
Voted 1537
Expired 0
Canceled 0

ANNNNN Public (PUB) Count
N.NN.NN
00153
02553

Precincts Voted = N

Cumulative Summar

Access Code Totals:
Issued NNNNN
Voted NNNNN
Expired NNNNN
Canceled NNNNN

Precincts Voted = N
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eSlate System Acceptance and Functionality Test Procedures

Set JBC Clocks, Reset the System, Verify Firmware, and Add Equipment to

SERVO:

Steps:

Details:

1. Attach a parallel cable from the parallel port on
the SERVO PC to the JBC printer port.

The parallel port may be LPT 1
(desktop), or it may be LPT 2 on a
Quatech PC card with cable (laptop).

2. Make certain that the JBC is powered on and
connected to the daisy-chained of eSlates.

0O Watch the booth status lights. Do
not reset until they cycle through
green, then red. Wait five seconds.

O Only AC power is necessary.

3. Set the clock on the SERVO PC to reflect local
time accurately.
Date,/Time Properties =]

Date &Time | Time Zone |

—Datke — Tirne

8 9 10 11 12 13 14
15 16 17 18 19 20 21
22 Z3 24 5 26 W 26
29

1 2 3 4 5§ 6 7 kf

[1:53:56Pm =

Current time zone: Central Standard Time

ik I Cancel | Apply |

0 Double-click the time in the lower-
right corner of the PC screen to
open the Date/Time Properties
window.

0 Check the PC:

e Time Zone

e Date
e Time
0O Click OK.

4. (Optional) Disable Daylight Savings Time.

Date & Time  Time Zone |

| ¢GMT-08:00) Central Time (US & Canada) |

™ aukomatically adjust clock For daylight saving changes

ik, I Cancel Apply

0 Click the Time Zone tab in the
Date/Time Properties window.

0O Uncheck the Automatically adjust
clock for daylight saving changes
checkbox.

0 Click OK.

0 When you back up or reset a JBC
from this SERVO PC, daylight
savings time will be disabled on the
backed up/reset JBC.
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5. In SERVO, go to the Admin Tools menu and
click Device Reset:

| admin Tools  Settings
MEE Feset

Device Feset

O This procedure resets the JBC,
connected eSlates, and the MBB.

O This procedure does not add
devices to the SERVO database.

6. Select the JBC/eSlate radio button.

x|
Device Reset —
The Device Reset dialog resets the selected device's Audit and CWR logs. ‘ E
It will aleo reset any MEBBS that are inzerted inta the selected device. This

operation does not add the devices into the SERVD database.

Device Reset

Warning: This operation will clear the

1 Audit and CVR logs of the connected
devices. This operation will also clear

" eScan the Audit and CYR logs on any MBBs
inserted in the ted devices.

Serial Number ICNMCB j'

Close |

‘W aiting for the next device..

Monitor the SERVO window and the
JBC and eSlate screens to verify reset
complete messages appear.

7. After reset is complete, power off and
disconnect the daisy-chained eSlates and
disconnect the JBC from the first booth.

8. Remove the MBB from the JBC and the Audio
Card from the DAU eSlate.

The MBB and Audio Card may be
reused to test another line of
equipment, as they have been reset.

9. Power on the JBC.

10. In SERVO, go to the Device menu and click
Backup and Reset.
Device

[ﬁ Add Device ...

)| Backup and Reset ...

"?-) Program key...

% Recount MBE ...
Recovery MEE ...

OR, if a separate signing key from that
used in the equipment test will be used
locally hereafter, go to the Device menu
and click Program Key.

Programming the key resets the device
and adds it to the equipment list.
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eSlate System Acceptance and Functionality Test Procedures

Steps: Details:

11. Select the JBC Devices radio button, Reset
Device checkbox, and the Verify Device
Firmware checkbox.

Backup and Reset [ %]

Device Backup and Reset —
The Device Backup and Reset dialog gives you all of the tools you need to ‘ E

backup or to reset the JBC, eScan and eSlate devices.

i+ JBC Devices - Detect JBC devices and performn the following tasks: Th IS proced u re .
i~ eSlate Devices - Detect eSlate devices and perform the Following tagks: )
i~ eScan Devices - Detect eScan devices and perfarm the following tasks: [ ] ReSGtS the J BC CaSt VOte
- Backup Data Records and audit logs to zero
Dovnload Logs - b dz and audit | fi h d
e oo o 4 Yo 90013 &1 . 9 enies fom eoch e e Resets the JBC clock to the
ISampIeCuuntyTElelecliUHE j same time as the SERVO PC
— Reset Device o AddS the JBC tO the SERVO
I~ ﬁ:ﬁtg— a:f;ies;set :f;ts;n?glntrﬁ; :23 :T:’iltilgg entries, and reset the intemnal clock., eq u i p me nt Iist
Verity Device Fi o Verifies Device Firmware.
[ “erify - Checks the version number and validates the program memory in each
device.

Serial Mumber: Con025 VI
Cast Vole FRecords: 1]
Firmware Revigion: 03.01% Audit Log Entries: 1]
“wiaiting for the next device. Wl
O When SERVO makes an audible
“ding,” wait five seconds.
O The JBC is reset and added to the
12. Connect the parallel cable from LPT1 to the JBC equipment list, the clock is set, and
and listen for the audible “ding.” the firmware is verified.

O The JBC serial number appears in
the Serial Number field and you
may proceed to the next unit.

13. If the following failure messages appear, contact
a Hart InterCivic representative.

Firmware Yersion Fail_: il

‘ersion mismatch,
Yersion From device: 3.0,15
Version in database: 3.0.14

Firmware Hash Failure |

Hash mismatch.
Hash from device: 052536R089FAES8E20706106760121 2030733185
Hash in database: T52536R059FAESEE20706106760121 2030733185
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eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

14. After the JBC is reset, leave it connected to
SERVO and proceed to add eSlates, using the
“Backup and Reset” functionality of SERVO with
the eSlate Devices radio button selected.

Backup and Reset
Device Backup and Reset

The Device Backup and Reset dialog gives you all of the tools you need to
backup ar to reset the JBC, eScan and eSlate devices.

= JBC Devices - Detect JEC devices and perform the following tasks:
{+ eSlate Devices - Detect eSlate devices and perform the following tasks:

" eScan Devices - Detect eScan devices and perform the following tasks:

— Backup Data

T Download Logs - save the cast vote records and audit Ing entries from each device
into the following E vent:

ISamp\e County Test Election 5 j

i Reset Device

Feset - Eraze cast vate records and audit log entries, and reset the internal clock,
making the device ready for the next election.

~Werify Device Fi
¥ \u"eri_fy - Checks the version number and validates the program memory in each

device.
Serial Mumber: I d I
Cast Yote Records: 1]
Firmware Fevision: Audit Log Entries: (1]

W aiting for the next device...

Come |

This procedure:
e Resets the eSlate Cast Vote
Records and audit logs to zero
e Adds the eSlate to the SERVO
equipment list
o Verifies Device Firmware

15. Connect the Booth Out cable from the JBC to
one eSlate at a time.

0 When SERVO makes an audible

“ding,” wait five seconds.

e The eSlate is reset, added to the
equipment list, and firmware is
verified.

e The eSlate serial number
appears in the Serial Number
field and you may proceed to the
next unit.
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eSlate System Acceptance and Functionality Test Procedures

Steps: Details:

16. If the following failure messages are displayed
contact a Hart InterCivic representative.

Firmware Yersion Failunf ﬂ

Version mismatch,
Version From device: 3.0.15

Yersion in database: 3.0.14

Firmware Hash Failure x|

Hash mismatch.
Hash from device: 052538R089FAE98E20706106760121 2030733185
Hash in database: T52538A059FAESEE20706106760121 2030733185

17. Repeat for each eSlate.

18. After the last eSlate is added to the SERVO
equipment list, go to the Reports menu and
click Equipment List. View and print the
“Equipment List” report.

Reporks
Equiprnenk Lisk ...
Firmysare History ... Compare the SERVO “Equipment List”
Zonnectivity... report to the shipment list and to the
Devices Backed Up ... inventory list, accounting for each

_ device by serial number.
Budit Search ...

Device Audit ..,

Device Yoke Records .,
@ \fotes By Precinck ...

CEh sERVO Audit ..
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eSlate System Acceptance and Functionality Test Procedures

Steps:

Details:

19. After the last eSlate is added to
the SERVO equipment list,
export the equipment list into an
Excel format for analysis.

0O Inthe SERVO “Equipment List” report, click the

export icon & .
0 Click the drop-down menus and choose the export
format and destination:

Faormat:

D estination:

| Disk file =l

O Choose format options.

O Save to a folder identified for Acceptance Testing.
Name the file with the Jurisdiction, date, and 24-hour
clock time (If using multiple SERVO PCs, also add
the PC name or number):

File narme; Ei ample County 3.9.03 1401 _E quipmentlist. <z j

20. Power off the JBC.

21. Disconnect and pack
equipment.

0 eSlates and JBCs may be packed with battery packs
connected.

e Battery packs are sealed to prevent leakage, and
power drainage while connected is very small.

O If the optional DAU eSlate tactile input switches and
headphones were tested, mark these also, and
repack. These may be packed directly into the
storage compartments in DAU eSlate booths.

O Separate tested units from those that have not yet
been tested.

0 Set units that had problems in another area.

22. Scan, or otherwise inventory,
tested equipment.

23. Move tested equipment to
storage and repeat process.

0 Booths may be transported to tested caddies and
stored there.
O Eight booths fit in one caddy.
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Demonstration eSlate Testing Supplies

N

Supplies:

Details:

Demonstration eSlates in booths

Booth with VBO connector required if implementing
Verifiable Ballot Option*

Demo card

Contains ballot and audio data

Demo eSlate AC power cable

Optional, connects to the Demo eSlate’s 15-pin
connector

1 Battery pack tester

1 Set of headphones per Demo
eSlate

1 Set of tactile input switches
(jelly switches) per Demo eSlate

Optional

1 VBO printer per Demo eSlate

Optional, if implementing Verifiable Ballot Option

1 AC power cord for VBO printer

Optional, if implementing Verifiable Ballot Option

6 AA Batteries

Optional, if implementing Verifiable Ballot Option

Europa card for connecting VBO

Optional, if implementing Verifiable Ballot Option

Functionality Documentation

5~ Refer to the Election Logs tab.

] (DO O O O e

Battery Level Labels for battery
packs

If you are performing functionality testing on battery
levels, label each battery with the date and battery
level.

[]

Booth Voter Instruction Placards

Optional — insert into booth sleeves while testing
booths

*You can perform the acceptance and functionality tests on a Demo eSlate with or without the
VBO printer attached. The Demo eSlate firmware functions whether or not the VBO printer is
present.
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Demonstration eSlate Acceptance and Functionality Test Procedures

Steps:

Details:

1.

Insert the demo card into the
Demo eSlate.

Insert the demo card connector first with the Hart
InterCivic label facing up.

2. Power on the Demo eSlate using O Connect the Demo eSlate power cable to the
the AC power cable OR using 15-pin connector on the Demo eSlate and to a
battery power. wall socket or surge protector.

O OR Make sure the battery pack in the Demo
eSlate is connected and press the CAST
BALLOT and ENTER buttons at the same time
for five seconds.

3. Verify that the firmware displayed
on the Start-Up screen is correct.

4. The Response Test screen If the card is not a valid demo card, an “Invalid
appears for several seconds. If card” message appears. Power off the Demo
the card inside the Demo eSlate is | eSlate by unplugging the power cable or pressing
a valid demo card, the Select a the PREV, NEXT, and ENTER buttons at the same
Language screen or Access time for five seconds, and locate the correct demo
Code screen appears. card.

O If booths do not include VBO printers, proceed

to step 11.
: : . 0 If the demo card was written from a BOSS
5. Perform booth fupctlonallty testing election that was set up to require the VBO, the
as per the checklist. Verificati
erification Page screen appears on the Demo
eSlate. This occurs whether or not a VBO
printer is connected to the Demo eSlate.

6. Use \/BO cut-out telmplaf[e to cut & Refer to the Equipment
g%zné?gb;%rtr\]/,ggg;:gtzrs'lgg Isgnel, Maintenance and Supplements tab.
if necessary.

7. Turn over the VBO printer on a 0 Verify VBO firmware version from the VBO

soft surface, remove the cover,
attach a battery clip loaded with 6
AA batteries, and test the
microswitches.

power up report.

O By testing the microswitches, you are testing
the batteries. If the microswitches do not work,
you may need to replace the batteries.
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Demonstration eSlate Acceptance and Functionality Test Procedures

Steps:

Details:

8. Install the VBO printer into the
booth by connecting the power
and data cables, inserting the
bottom edge, and pressing the top
edge in. Press the black button at
the top of the unit to snap the VBO
into place.

Inserting the VBO into the booth

9. Move the booth to the equipment
testing area, and connect the AC
power adapter to the VBO printer.
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Demonstration eSlate Acceptance and Functionality Test Procedures

Steps: Details:
10. Turn the Demo eSlate overontoa | 0 Connect the tester to the battery pack and get
soft cloth or cardboard. Test, a reading.
label, and connect battery pack. 0 Place a sticker on the battery pack, noting the

battery level and the date.
0 When connecting the battery pack, make
certain that the red and black wires are in line.

F~ Refer to Battery Tester
documentation #6000-
110 under the
Equipment Maintenance ¥~ Refer to the Election Labels tab for
and Supplements tab. labels.

In this
photo the
top wires
are red.

Battery
Pack Loop

B b inaiii i,

Connecting the battery pack
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Demonstration eSlate Acceptance and Functionality Test Procedures

Steps:

Details:

11. Press the HELP button once.

0 Help text appears on the Demo eSlate screen.

O On an eSlate or DAU eSlate, pressing HELP twice
alerts the pollworker with a light on the JBC that the
voter in the booth needs help.

0 Since the Demonstration eSlate is not connected to
the JBC, it does not alert the pollworker that a voter
needs help.

12. Cast a random ballot on the
Demo eSlate.

Remember — You are
testing equipment
functionality, not the ballot.

0 Select a language, if applicable, and enter any four-
digit number on the Access Code screen.

0 Use the SELECT wheel and PREV and NEXT
buttons to navigate the ballot and press ENTER to
make selections.

00 Press the CAST BALLOT button to cast the ballot.

13. If the Demo eSlate has a VBO
printer, test the VBO.

O VBO prints the eSlate Paper Verification Page.
0 VBO printout scrolls out-of-sight after the voter
casts a ballot on the Demo eSlate and the

American flag displays.

14. If the Demo eSlate has a VBO
printer, remove VBO printer
printouts, and replace VBO
printer paper, if applicable.

&~ Refer to the Equipment Maintenance
and Supplements tab for VBO paper roll
management instructions.
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eScan System Testing Supplies

Supplies: Details:
eScan devices

eScan ballot boxes

eScan booths

Booth storage racks Optional

1 Test MBB per eScan device

The MBB holds the ballot information. MBB should
include both Early Voting and Election Day polling,
and it should be accompanied by the BOSS “Polling
Place List <EV or ED> Summary” report.

Voted and blank Test ballots

The BOSS database should be set up to allow the poll
worker to accept blank ballots.

Spare printer paper rolls

If the printer roll is near its end, replace it while
testing.

1 PC with SERVO program for
verifying firmware, logging
equipment and setting eScan
clocks

SET PC TIME, DATE, AND TIME ZONE TO LOCAL
TIME BEFORE STARTING SERVO

1 eCM with AT signing key data

If necessary, an eCM with the Acceptance Test
signing key

1 eCM with local signing key data

If programming the local signing key to devices either
before or after Acceptance Testing

1 Set of PC speakers for SERVO

Optional, if PC has no internal speakers

Extension cords, as necessary

1 Surge protector/plug bar per
testing line

Optional —AVOID SURGE PROTECTORS WITH
ON/OFF SWITCHES

Pressurized air canister

For cleaning eScan scanner path

Envelopes or file system for
device reports.

Optional

Shipping and inventory lists

Functionality Documentation

&~ Refer to the Election Logs tab.

1 Table per work area

Testing areas must have AC power available

“Sticky Notes” and pens for team
members

Various uses

The “Polling Place List Election
Day Summary” report from
BOSS.

This report is used to identify the Polling Place ID.

Booth Voter Instruction Placards

Optional — place in booth while testing

N N e A R A A O I I I N

Bar code scanner

Optional — if supported by local inventory control
process
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Unload Trucks
(Place equipment
in marked areas

on warehouse

eScan System Acceptance Test Staffing Workflow

(Recommended)

Affix S/N Labels
Insert Placards

A

Set-Up and Test
eScan BallotBoxes
Affix S/N Labels

Y

Use SERVO to

program each

eScan with AT
signing key from
eCM, if necessary

A

Test devices,
reset and set
eScan clocks,
verify firmware
and log equipment
with SERVO

v

Write local signing
key and use
SERVO to program
each eScan with
local signing key

floor)
Boxes to
Recycling
Unbox P or
Return boxes
1. Booths to manufacturer
2. eScans
\ 3. eScan Ballot Boxes
Set-Up and Test 4. Racking System (optional)
Booths

1. Unload Truck(s) -

2. Unbox Equipment -

3. Set-Up and Test Booths and eScan Ballot Boxes-

4. Program each eScan with signing key from eCM, if necessary

5. Voting Device Testing Area -

6. Prepare for storage and store

Tasks and Estimated Number of Workers Needed :
(Example for mid-sized implementation - will vary)

Team of 2
2 workers

Team of 2

1 workers to unbox booths and eScan Ballot Boxes and carry to set-up area
1 worker to carry eScans to voting device testing area

1 worker to dispose of trash/recycling

Team of 2

2 workers to set-up, test, affix S/N, insert booth placard,

and prepare booth for storage, test eScan ballot box and send to eScan
testing area

1 worker

Team of 2

2 workers per eScan station unbox eScan attach to ballot box, test, label,
conduct device acceptance test, reset equipment, set eScan

clock, verify firmware, program local signing key, and log equipment into
SERVO, disconnect and send to storage

v

Inventory (scan
and record serial

1. Booths Team of 2 .
2. eScans 1 worker to barcode and scan equipment
3. eScan Ballot Boxes 1 worker transport equipment to storage area and store

% Total workers needed: Up to 11

numbers)
. Store booths,
Reconfigure Transport to eScan Ballot
equipment for Storage Area Boxes with
storage

eScans secured
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eScan System Acceptance and Functionality
Test Workflow

T

Empty ?oxes to Rack Load Racks,
ferCe){lC”':%OOF Testing Scan Racks and Booths >
manufacturer Station forlr:jve?tory,
(optional) and store
eScan Booth Booth
Box | To Booth Testing To Storage
Testing StatioH Station g
Boxed
eScan Ballot
Box Ballot Box
To Testing Station > Testing
Station

eScan Box

Boxed Equipment Attach eScan to

from delivery Tested Ballot
Box
eScan and Ballot Box >
to Storage
Tasks:
1) Unload truck(s)
2) Unbox equipment

eScan Testing Station
3) Set up and test booths, affix S/N,

insert placards, test eScan Ballot Boxes
4) Program eScans with signing key
5) Connect and test voting equipment,

and add and reset devices and MBBs via )

PC with

SERVO SERVO
6) Scan/Inventory hardware, load

equipment to racking system and store
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eScan System Acceptance and Functionality Test Procedures

Printer

 Ballot Feed Slot

MBB Slot

eScan Console

Power
Switch

MBB Slot

Poll Worker
Button

AC Power
Port

Steps:

Details:

Set up teams and assignments for
each member within each team.
Teams will vary per implementation,
and they will vary depending on the
task — an initial acceptance test is
much more involved than later
functional tests.

This process is simple if tasks are separated out
into distinct areas and teams. Team members
should also have distinct tasks within their team.

&~ Refer to “eScan Acceptance Test

Staffing Workflow” on page 70, and
“eScan Acceptance and
Functionality Test Workflow” on
page 71.

Assignments might include:

0 Unloading trucks

Unboxing equipment

Setting up booths

Testing (inspect) booths, inserting instructional

placards, and taking down booths

Testing (inspect) eScan Ballot Boxes

Moving eScan Ballot Boxes to testing area

Setting up eScans atop eScan Ballot Boxes and

operating eScans, including SERVO

Adding equipment to local inventory list

Testing and loading storage racks, if used

Oooo

OO

Set up area where eScan Ballot
Boxes will be inspected.

&~ Refer to the Election Logs tab for
an eScan Ballot Box inspection
checklist.

Set up an area where booths will be
inspected and instructional placards
will be inserted.

&~ Refer to the Election Logs tab for a
booth inspection checklist.

Set up a booth rack testing area. This
should be located where booths can
easily be transported and stored after
booth testing.

If booth racking system implemented

Set up SERVO computer in an area
for testing equipment.
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eScan System Acceptance and Functionality Test Procedures

Steps: Details:

6. After logging in to SERVO, go to the File menu
and click Import Firmware Data File...

| File

Import Device Data ...

gl Trnpork Firmware Data File. . .

KL Exit

7. Browse for the .xml file to import into SERVO for
firmware verification.

Import Firmware Data x|
Importing Firmware Data ——
The Import Firmware D ata dialog allows you to import fimware data fiom a file ‘ E
into the SERVD database,

Source

Import File -Select the fle containing the fimware data you wish to import

[FA\3_0_ 18wl i Diowse . )

JBC version: 3.0.15, eSlate version: 3.0.15 oK

8. While logged in to SERVO, insert the eCM into a A factory signing key has been
USB port on the PC. Go to the Device menu and programmed to the voting devices.

click Program Key. This signing key must match the
m signing key on the MBBs and Audio
. Cards being used in testing
(=5 Add Device .., equipment. This signing key should
E'|=_3| Backup and Reset ... only be used for initial testing.
@ Prograr kKey...

If necessary, program each eScan
%:';g Recourt MEE ... with the signing key that matches the
signing key on the MBBs and Audio

R MEE ...
SR Cards being used in the test.

9. Select the eScan radio button in the Program Key

window.
x
Program Key —
The Program Key dialog programs the signing key to connected JBC, Demo
e5late or eScan devices. Thig will alzo reset the connected device, clearing
the device's Audit and CVR logs.
Program Key O A message warns that eScan will
Select a device | . _— be reset and Audit and CVR logs
~ IBC g: This operation _mll also X
reset the connected device, will be cleared
" eScan clearing the device's Audit and i ) .
" Demo eSlate CVR logs. 01 eScan serial number will be
displayed in Serial Number field
eCM Key ID: Device Key 1D: g
after it has been programmed.
Sernial Mumber: I j
Cast Yote Records:
Firrnware Revizion: Audit Log Entries:
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eScan System Acceptance and Functionality Test Procedures

Steps:

Details:

10. Set the first eScan device atop a tested eScan
Ballot Box, and attach the eScan.

eScan Cover

Ballot Box
Lock(s)

o

Front Pivot
Wheels

O Attach the eScan to the Ballot Box
with the thumbscrews provided.

O Attach from inside the Ballot Box,
with the eScan aligned to the
thumbscrew guides.

&~ Refer to the Election Logs
tab for the eScan Ballot Box
Acceptance Test
Documentation.

11. Attach a network crossover cable from the NIC
port on the SERVO PC to the eScan NIC port in
order to program the eScan with the signing key
from the eCM.

This must be completed for each eScan before
inserting the MBB.

0 A NIC port is on the back of the
PC tower or on the back or side of
a laptop.

0 A NIC port is on the back of the
eScan

0 Enter the PIN when prompted
after connecting the first eScan.

12. Insert an unvoted Test MBB into the eScan.

The MBB slot is on the right side of
the eScan device.

13. Connect the eScan power cord and press the
power switch to the ON position.

O The power switch is on the rear of
the device.
0 Leave the tape on the device.

14. Enter the Polling Place ID and press the button
next to ACCEPT.

15. Confirm the Polling Place name and press the
button next to YES.

16. Print a “Zero Tape” report on the eScan and select
OPEN POLLS.

17. Enter the Poll Worker Password and select
ACCEPT.

18. Scan voted ballots with no resolution issues.

The number of ballots scanned will vary
according to local procedures.

O You are testing the functionality of
the physical scanner and rollers.

O The BOSS database may or may
not have been set up to reflect
paper ballot resolution as it will be
implemented in this jurisdiction.

19. Scan a blank ballot.
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eScan System Acceptance and Functionality Test Procedures

Steps:

Details:

20. Press the Poll Worker Button on the
back of the eScan.

O The blank ballot will be accepted.

O If the election on the MBB supports this
functionality, this tests Poll Worker Button
operation.

21. Scan an overvoted ballot.

22. Press the Poll Worker Button on the
back of the eScan.

O The overvoted ballot will be accepted.

O If the election on the MBB supports this
functionality, this tests Poll Worker Button
operation.

23. From the Ready to Scan screen,
close the polls.

A. Press the Poll Worker Button.

B. Enter the Poll Worker Password and press
the button next to ACCEPT.

C. Press the button next to CLOSE POLLS for
Election Day or SUSPEND POLLS for Early
Voting.

D. Confirm that you want to close/suspend the
polls by pressing the button next to YES.

E. Enter the Close Polls password and press
the button next to ACCEPT.

F. Press the button next to CONTINUE
(Election Day mode only).

24. If you performed the test in Election
Day mode, press the button next to
PRINT TALLY.

If you performed the test in Early Voting mode,
press the button next to PRINT DETAIL.

25. Press the button next to FINISHED.

This will appear in Election Day mode only.

26. From the Polls Closed screen, press
the Poll Worker Button.

This tests access to the Administrator Functions
screen.

27. Enter the Administrator password and
press the button next to ACCEPT.

This tests access to the Administrator Menu
screen.

28. Press the button next to EXIT.

29. Verify that the votes recorded match
the number of ballots cast and the
selections made on the voted
scanned ballot.

Check that the eScan report “Ballots Voted”
equals the “PUB” Count on the eScan screen.

30. Press the power switch on the eScan
to the OFF position.

31. Document the test using the

functionality logs or a similar checklist.

O Tear off and keep the eScan tape as a part of
Acceptance Testing documentation.

O Use sticky notes to mark the units and/or
booths as “passed” and the date passed,
mark those that did not pass with notes
identifying problems.

32. Verify the quantity of each product.

Check from shipment list.
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eScan System Acceptance and Functionality Test Procedures

Sample eScan “Polls Closed” and

“Tally” Reports:

eScan Polls Closed Screen:

Unofficial
Tally Report by Precinct

Jurisdiction Title
Election Title
Date
Polling Place

Polls Closed

Date: 11-07-2006
Time: 18:59:59

Dev Ser No
SW Version N.NN.NN
Pub Count NNNNNN
Pvt Count = NNNNNNN

ENNNN

Date: 11-07-2006
Time: 18:59:59

MBBs IDs included
in Tally Report:
I.D.# N

Total number of MBBs:
N

Precinct:
123-NN

Contest Title
-- Candidate 1

NN
-- Candidate 2

NN

Contest Title
-- Candidate 1

NN
-- Candidate 2

NN

Precinct Ballot Summary
Total Ballots voted in

this Precinct = NN /'_

Ballot Summary o~

Total Ballots voted in
this Tally = NN

Election Official
Signatures

Polls Closed

PUB:000314

PVT:000316 7:02 PM

Select an option below or

turn power OFF when finished.

* Press Poll Worker buttton
for administrator functions.

1

Press to print PRINT
a Tally report. TALLY
Press to start over. RETRY
Press to print PRINT
a Detail Report. DETAIL

06

Public (PUB) Count -

Total Ballots Voted
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eScan Acceptance and Functionality Test Procedures

Reset the System, Set eScan Clocks, Verify Firmware, and Add Equipment to

SERVO:

Steps:

Details:

1. Attach a network crossover cable from the NIC
port on the PC to the eScan NIC port.

0 A NIC port is on the back of the PC
tower or on the back or side of a
laptop.

0 A NIC port is on the back of the
eScan.

2. Power on the eScan, if it is not already on.

Watch the eScan screen. Wait to get
past the Start-Up screen before
proceeding.

3. Set the clock on the SERVO PC to reflect local

time accurately.
Date,/Time Properties 21 x|

Date &Time | Time zone |

—Date — Time

1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21
72 73 24 25 26 o 25
29

[1:53:56rm =

Current time zone: Central Standard Time
QK I Cancel | Anply |

0 Double-click the time in the lower-
right corner of the PC screen to
open the Date/Time Properties
window.

O Check the PC:

e Time Zone

e Date
e Time
O Click OK.

4. (Optional) Disable Daylight Savings Time.

Date, Time Properties e [

Date & Time  Time Zane |

| GMT-06:00) Cantral Time {US & Canada) =]

[ automatically adjust clock for daylight saving changes

[o]4 I Cancel Apply

0 Click the Time Zone tab in the
Date/Time Properties window.

0O Uncheck the Automatically adjust
clock for daylight saving changes
checkbox.

0 Click OK.

O When you back up or reset an
eScan from this SERVO PC,
daylight savings time will be
disabled on the backed up/reset
eScan.
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5. In SERVO, go to the Admin Tools menu and
click Device Reset.

| admin Tools  Settings
MEE Feset

Device Re

O This procedure resets the eScan
and the MBB.

O This procedure does not add
devices to the SERVO database.

6. Select the eScan radio button.
X

Device Reset
The Device Reset dialog rezets the selected device's Audit and CWR logs.
It will alzo reset any MBEs that are ingerted into the selected device. This
operation does not add the devices into the SERVD database.

Device Reset

Select a device

Warning: Thiz operation will clear the
" JBC/eSlate

Audit and C¥HR logs of the connected
devices. Thiz operation will also clear
the Audit and C¥R logs on any MBBs
[ ted in the ted devices.

I jv

Senal Mumber

Cloge |

Waiting for the nest device...

Monitor the SERVO window and the
eScan screen to verify reset complete
messages appear.

7. After reset is complete, power off the eScan.

8. Remove the MBB.

The MBB may be reused to test another
line of equipment, as the card has been
reset.

9. Power on the eScan.

10. In SERVO, go to the Device menu and click
Backup and Reset.

Device
ﬁ &dd Device ...

| Backup and Resek ..,
?-:’ Program key...

Rots]

%] Recount MBE ...
Recovery MEE ...

OR, if a separate signing key from that
used in the equipment test will be used
locally hereafter, go to the Device menu
and click Program Key.

Programming the key will reset the
device also.
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eScan Acceptance and Functionality Test Procedures

Steps: Details:

11. Select the eScan Devices radio button, Reset
Device checkbox, and the Verify Device
Firmware checkbox.

Backup and Reset [ ]
Device Backup and Heset —
The Device Backup and Reset dialog gives you all of the toals you need to
backup or to reset the JBC, eScan and e5late devices.
i~ JBC Devices - Detect JBC devices and perform the following tasks: Th iS p roCed u re :
i eSlate Devices - Detect eSlate devices and perform the following tasks:
i+ eScan Devices - Detect eScan devices and perform the following tasks: ° Resets the escan CaSt VOte
- Backup Data Records and audit logs to zero
[T Download Logs - save the cast vote records and audit log entries from each device
it the ol Ever: ¢ Resets the eScan clock to the
ISampIe County Test Election 5 ﬂ same time aS the SERVO PC
~ Reset Device e Adds the eScan to the SERVO
Reset - Erase cast vote records and audit log entries, and reset the internal clock, A A
=] making the device ready for the next election. eq U I p m e nt I ISt
~Vesity Device Fimware o Verifies Device Firmware
[ Merify - Checks the version number and validates the program memary in each
device
Serial Number: Il:l]l]l]25 -
Cast Vote Recards: 0
Firmware Revision:  03.015 Audit Log Entries: o
“wiaiting for the next device.. Clase |

0 When SERVO makes an audible
“ding,” wait five seconds.

0 The eScan is reset and added to the
equipment list, the clock is set, and
the firmware is verified.

O The eScan serial number appears in
the Serial Number field, and you
may proceed to the next unit.

12. Attach a network crossover cable from the NIC
port on the PC to the eScan NIC port, and listen
for the audible “ding.”

13. If the following failure messages are displayed
contact a Hart InterCivic representative.

Firmware Yersion Fail _ 5[

Mersion mismatch,
Wersion From device; 3.0.15

‘ersion in database; 3.0.14

Firmware Hash Failure il

Hash mismatch,
Hash from device: 05253B6089FAEYEE20706 106760121 2030733185
Hash in database; TS25360089FAE98E20706106760121 2030733165
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eScan Acceptance and Functionality Test Procedures

Steps:

Details:

14. After the last eScan is
added to the SERVO
equipment list, go to the
Reports menu and click
Equipment List. View and
print the “Equipment List”
report.

Feporks

Equiprnentk Lisk ...

Firrware Histary ...
Conneckivity. ..
Devices Backed Up ...

audit Search ..,
Device Audit ..,

Device Yoke Records ..,
@ Vokes By Precinck ...

& SERYO Audt ...

Compare the SERVO “Equipment List” report to the
shipment list and to the inventory list, accounting for each
device by serial number.

O In the SERVO “Equipment List” report, click the export
icon. &
O From the drop down menus, choose the export format
and destination:
X
15. Export the equipment list Destiration: Cancel |
into an Excel format for —
analysis. | Disk file [
00 Choose format options.
0 Save to a folder identified for Acceptance Testing. Name
the file with the Jurisdiction, date, and 24-hour clock time
(If using multiple SERVO PCs, also add the PC name or
number):
File narne: Eiarn le County 9.9.03 1401 _E quipmentList. =1z j
16. Press the power switch on
the eScan to the OFF
position.
O Separate tested units from those that have not yet been

17. Disconnect and pack
equipment.

tested.
Set units that had problems in another area.
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eScan Acceptance and Functionality Test Procedures

Steps: Details:
18. Scan, or otherwise inventory, tested
equipment.
0 Booths may be transported to tested storage
19. Move tested equipment to storage, and racks and stored there.
repeat process. O eScans may be stored in the eScan Ballot
Boxes.

eScan Cover

Emergency Ballot Box
Ballot Slot Lock(s)

Sl

eScan on Ballot Box without and with Cover for Transport and Storage
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Appendix A: JBC and eSlate Battery-Only Operations

This table provides background information on JBC and eSlate battery-only operations,
including “timeout periods” (periods of inactivity allowed before battery will automatically shut
off).

Battery-Only Operations Shutoff Options

JBC
State Screen Timeout Period* H-C-V Operable?*
Printer Error 2 minutes Yes
Insert MBB 2 minutes Yes
Enter Polling Place ID 2 minutes Yes
Early Voting Question 2 minutes Yes
Incorrect Polling Place ID 2 minutes Yes
o Booth Assignment 2 minutes Yes
o Booth Assignment
= Complete Next/Start 2 minutes Yes
L Over
@ Print Zero Tape NA No
Please Wait (Zero Tape) NA No
Ready to Open Polls NA No
Open Polls Password NA No
Password Incorrect NA No
Polls Open NA No
) Polls Suspended/Closed 2 minutes No
?o
=3 § | Please Wait
g 38 (Processing/Printing 2 minutes No
0] Report)
n

*If the JBC “times out” or the H-C-V key combination is used, battery power is restored by either
connecting to AC power or by disconnecting the JBC battery key and battery packs, then
reconnecting the JBC battery key and battery packs.

Any key press, or actively printing or processing a report resets the timeout period.

eSlate
State Timeout Period

Booth Not Yet Assigned 5 minutes
Disconnected from JBC (No Ballot :

5 minutes
on eSlate)
Connected to a JBC that is turned 5 minutes
off (No Ballot on eSlate)
Ballot on eSlate NA
Error or Alert Screen NA
If JBC “Times Out” Immediate
Polls Suspended or Closed Immediate
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Appendix B: VBO Battery-Only Operations

This table provides background information on VBO battery-only operations, including “timeout
periods” (periods of inactivity allowed before battery will automatically shut off). A fully charged
battery pack is 9t0 9.6 V.

State Timeout Period
Disconnected from eSlate 30 seconds*

State Battery Life
Connected to eSlate 2 Hours**

State Battery Life
In “Sleep” mode (disconnected from eSlate) 9 months

*Power on “sleeping” VBO printer with battery power by pressing microswitch 4, ON/OFF.
**Assuming a three-page ballot is printed every five minutes.

PAPERFEED o

VBO Microswitches
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Appendix C: JBC and eSlate Electronics Testing Checklist

J Task:

1.

Inspect booths, test and label batteries, and connect battery packs in JBC and eSlate
equipment.

Using SERVO, program each JBC with eCM signing key.

Set up and connect 1 JBC, up to 11 eSlates, and a DAU eSlate.

Insert an unvoted Test MBB into the JBC and the Audio Card into the DAU eSlate.

Connect the headphones and (optional) jelly switches to the DAU eSlate.

Connect the battery key on the JBC. Observe the booth status lights.

Connect AC power to the JBC.

Enter the Start-up password.

Perform the eSlate button tests and confirm that eSlate batteries are operational.

2| XN |G|

. On the JBC, use the ENTER soft key to enter polling place ID <01> and follow the prompts for

Early Voting mode.

. Assign booths when prompted by pressing ENTER on each eSlate.

. Confirm AC and Battery power on the JBC.

. On the JBC, press Add Voter and print an access code for each eSlate, pressing a different

arrow button (precinct ID) for each code printed.

. Enter the access codes and vote on each of the eSlates.

. Vote in curbside mode from the DAU eSlate, listen to the headphones, and use the (optional)

jelly switches to vote an option. (For curbside, enter the access code, disconnect the unit, vote,
wait a minute, press CAST BALLOT until the waving American flag appears, and connect the
unit.)

16.

Confirm VBO printer functionality by making sure the ballot choices print when a tester votes on
the eSlate. If the VBO printer is not functioning, remove it from the eSlate booth and check its
batteries.

17.

While testers are voting the eSlates, test the JBC soft keys by selecting Add Voter, pressing
keys, then picking a precinct number, canceling, and repeating until all keys are tested:

18.

Letter keys and number keys

19.

Up and Down arrow keys

20.

PRINTER FEED, CONTRAST UP, and CONTRAST DOWN keys

21.

On an eSlate, press the HELP button twice and notice the JBC flashing light.

22.

From the Polls Open screen on the JBC, press the CLOSE POLLS key and confirm.

23.

Verify the PUB count in the JBC screen’s lower right corner.

24.

Disconnect the battery key and the black AC cable on the JBC.

25.

Collect JBC tapes and paperwork to verify the test.

26.

Connect the SERVO laptop to the JBC printer port.

27.

In SERVO, go to the Admin Tools menu, click Device Reset, and then select settings to reset
the JBC/eSlates.

28.

After resetting, power off the JBC, pull the MBB out of the JBC and the audio card out of the
DAU, and disconnect the eSlates from each other and from the JBC. Power on the JBC.

20.

In SERVO, go to the Device menu, click Backup and Reset, and then select settings to reset
the JBC. This will set the JBC clock to the PC/laptop time.

30.

Listen for the audible “ding” verifying JBC reset and JBC log to equipment list.

31.

In SERVO, select the Backup and Reset settings for eSlate devices.

32.

Connect the “Booth Out” cable from the JBC to each eSlate in that chain (one at a time),
listening for the audible “ding” each time.

33.

Pack eSlate booths and the JBC.

34.

Repeat until all JBCs and eSlates have been tested.

35.

Scan booths, eSlates, and the JBC into local inventory.

36.

Transport eSlate booths to caddies/warehousing area. Transport JBCs to the warehousing
area.

37.

At the end of the day, print and export a SERVO “Equipment List” report to a .csv or .xIs file
from the SERVO laptop (optional). Name the file with a date and time stamp (and laptop ID if
using multiple SERVO laptops). Compare this report to shipping and inventory lists.
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Appendix D: eScan Electronics Testing Checklist

v

Task:

Inspect eScan Ballot Boxes.

Inspect booths.

Using SERVO, program eScan with eCM signing key.

Set the eScan atop an inspected eScan Ballot Box.

Insert an unvoted Test MBB into the eScan.

Switch the eScan power switch to the ON position.

Enter the Start-up password.

X IN|D01 A WIN =

On the eScan, use the soft keys to enter polling place ID <01> and follow the prompts for Early
Voting mode.

9. Select the Election mode (Election Day), if applicable to the MBB.

10. Follow prompts to Open Polls (leave reports on eScan).

11. Scan a “perfect” voted ballot.

12. Scan a blank ballot and press the Poll Worker Button to accept, if applicable to the MBB.

13. From the Ready to Scan screen on the eScan, press the Poll Worker Button and follow
prompts to enter passwords and close polls.

14. If in Election Day mode, select CONTINUE, then select PRINT TALLY, and then FINISHED.
OR If in Early Voting mode, select PRINT DETAIL.

15. From the Polls Closed screen, press the Poll Worker Button and follow prompts to enter
administrator password and access the Administrator Menu screen, testing this access
functionality.

16. Exit the Administrator Menu screen.

17. Verify the votes recorded on eScan reports against the PUB count on the eScan screen (upper
right corner of Polls Closed screen) and the voted ballots scanned.

18. Collect eScan tapes and documents to verify the test.

19. Connect the SERVO laptop to the eScan NIC port via network crossover cable.

20. In SERVO, go to the Admin Tools menu, click Device Reset, and then select settings to reset
the eScan.

21. After resetting, power off the eScan, and pull the MBB out of the eScan.

22. Power on the eScan.

23. In SERVO, go to the Device menu, click Backup and Reset, and then select settings to reset
the eScan. This will set the eScan clock to the PC/laptop time.

24. Listen for the audible “ding” verifying eScan reset and eScan logged to equipment list.

25. Pack equipment for storage (eScans in eScan Ballot Boxes).

26. Repeat until all eScans have been tested.

27. Scan booths, eScan Ballot Boxes, and eScans into local inventory.

28. Transport equipment to the warehousing area.

29. At the end of the day, print and export a SERVO “Equipment List” report to a .csv or .xls file

from the SERVO laptop (optional). Name the file with a date and time stamp (and laptop ID if
using multiple SERVO laptops). Compare this report to shipping and inventory lists.
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Notes

Notes:
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Pre-Election and Post-Election
Procedures

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction
Pre-Election and Post-Election procedures include:

o Resetting and preparing polling place equipment before distribution to the polling
sites

e Planning polling place layout and equipment requirements per polling place, based
on prior turnout
Establishing and implementing optional equipment predefine procedures

e Backing up, cleaning, inventorying, and repairing equipment after an election event

The checklists and logs in this document will help you process equipment more efficiently.
¥~ Refer to the Election Logs tab for checklists and logs.

Page 90 Confidential and Proprietary © Hart InterCivic, Inc.



Hart Voting System Support Procedures Training Manual 6300-006 62D

Pre-Election Checklist

The following checklist is a guide for warehouse use when preparing for an election.

v

Task:

[]

1. Perform booth, JBC, eSlate, DAU eSlate, VBO, and/or eScan Functionality
Testing.

¥~ Refer to page 37 for Functionality Testing procedures.

2. Perform booth, JBC, eSlate, DAU eSlate, VBO and/or eScan cleaning, including
device screens and cleaning accessible parts of eScan scanner paper path with
a pressurized air canister (“canned air”).

“F~ Refer to the Election Logs tab for specific equipment preparation
checklists.

3. Make sure the printers in all JBCs, eScans, and VBOs have a new roll of paper.

s

Reset the systems with SERVO after functionality testing.

o

Program each JBC and/or eScan with the signing key using SERVO (this
process also resets the system).

Import Firmware Data File using SERVO.

6.
7. Verify Firmware on the systems, using SERVO.
8. Test all JBC and eSlate battery packs and label with test date and battery level.

9. Install and connect JBC and eSlate battery packs.

I

10. Test all VBO battery packs, if applicable.

11. Install and connect VBO batteries and battery clips, if applicable.

12. Identify Polling Place equipment needs and plan layouts.

13. Install DAU eSlate audio cards.

14. Make certain VBO printers are installed and operational.
e Connect booth to the JBC with AC power.
o Verify eSlate screen reads “Power Supply PRN [OKAY] Battery [OKAY]”
“Printer Status [OKAYT".

15. Prepare booths, including attaching headphones to DAU eSlate units in their
booths before deployment (tactile input switches optional).

&~ Refer to Election Logs tab for booth preparation instructions.

1) O O

16. Organize and distribute eSlates/DAU eSlates to polling place deployment area
based on the number of JBCs per polling place and the number of eSlates per
JBC.
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Pre-Election Checklist

Task:

17. Distribute polling place layout plans to deployment area.

&~ Refer to page 93 for polling place layout examples.

18. Distribute spare equipment to emergency use deployment area.

19. Receive Device/MBB Tracking Log

20. Install MBBs and seals in JBCs and/or eScans, enter serial number and seal
number information in:

¥~ Refer to the Election Logs tab for the “Voting Device and MBB
Tracking Log,” device serial number logs (one per polling place), and
Ballot & Seal Certificates (one per JBC and/or eScan).

21. Organize JBCs and/or eScans for polling place deployment based on the
number needed per polling place.

22. Set up JBCs and/or eScans with polling place identification information,
predefining polling places.

‘&~ Refer to Predefining the JBC Polling Place ID on page 97.

23. Prepare Demo eSlates for deployment.

24. Distribute JBCs and/or eScans to deployment area (specific to polling places
and labeled per polling place, if predefined).

25. Distribute spare JBCs and/or eScans, (without predefined polling places) to
emergency use deployment area and kept under lock and key.

N e N e N /| N

26. Distribute spare JBC battery packs, eSlate battery packs, VBO AA batteries,
headphones, and tactile input switches to emergency use deployment area.
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Planning Polling Place Layout

Use voter turnout records to determine equipment needed per polling place, if possible. Before
setting up booths and equipment, plan the layout of the polling place to accommodate a flow of
traffic that is efficient. Plan for accessibility to the Disabled Access Unit(s). Plan a traffic pattern
that allows poll workers to monitor the polling place constantly. We recommend actually
mapping out the polling place layout and traffic patterns. If the Elections Office has already set
up the layout, follow that plan.

A
\

#1 Instruction Station | #2 Qualification Station o #3 Access Code Statiorlg

/ +
Voter . ”“"' y il

il
Enters

N =
Voter g
Exits

Booth Size: about 26" wide
Booth-to-Booth cables: 9 feet
JBC-to-Booth cables: 15 feet

General Guidelines:

- Set JBC table up as close to an outlet as possible.

- If you must use an extension cord, keep it out of traffic.

- If an extension cord must cross traffic patterns, tape it down.

- One JBC can accommodate from 1 to 12 eSlates/booths. Adapt this
plan to match the number of eSlates/booths you have.

- Set up booths with their backs to a wall, if possible.

- Set up booths back-to-back if you cannot set them up against a wall.

- Avoid turning a corner with the booth string, if possible.

- Place the DAU eSlate last in the booth string (red line around booth).

- Station a greeter near the entrance.

- Ask, "Did you see the waving American flag?" as voters exit. ] Rev.
2.19.04

Polling Place Layout with One JBC

#2 Qualification #3 Access Code

> Station Station g

#1 Instruction Station

- Voter /

Enters

4

Voter
Exits

#2 Qualification #3 Access Code

Station — Station g

Polling Place Layout with Multiple JBCs

Rev.
2.19.04
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Planning Polling Place Layout

#2 Qualification Station #3 eScan
Station
> #1 Instruction
Voter L Station
Enters
. )
o
| -
Voter N m
Exits e
General Guidelines: w y
- Set up eScan as close to an outlet as possible. W
- eScan must be monitored by poll workers. N
- If you must use an extension cord, keep it out of traffic. ’
- If an extension cord must cross traffic patterns, tape it down. > 1
- Set up booths with their backs to a wall, if possible. i
- Set up booths back-to-back if you cannot set them up against a wall. —
- Give voters basic instructions about filling in the option box on the IS
paper ballot and then scanning it. o
o
=
Rev.
| 7.28.05
Polling Place Layout with eScan
#2 Qg;:glc;::tlon #3 Access Code s
/ Station \3
#1 Instruction I
Voter 7 Sts;til;%t ° 44 oS N
Enters e C.an = =
= Station o
DAU eSlate
N\
\Voter Paper Ballot
General Guidelines: Exits Booths
- Set JBC table up as close to an outlet as possible. —
- Set up eScan as close to an outlet as possible. N
- eScan, JBC, and eSlates must be monitored by poll workers. o e
- If you must use an extension cord, keep it out of traffic. o
- If an extension cord must cross traffic patterns, tape it down. %
- One JBC can accommodate from 1to 12 eSlates/booths. Adapt this plan to w
match the number of eSlates/booths you have. N il
- Set up booths with their backs to a wall, if possible. b
- Set up booths back-to-back if you cannot set them up against a wall. N ’
- Avoid turning a corner with the booth string, if possible. -
- Place the DAU eSlate last in the booth string (red line around booth). =
- Station a greeter near the entrance.
- Give voters basic instructions about filling in the option box on the paper ballot
and then scanning it.
- Ask, "Did you see the waving American flag?" as voters exit from eSlate booths. Rev.
7.28.05

Polling Place Layout with both eScan and eSlate Systems
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eSlate Booth Preparation Instructions

Follow these steps to prepare eSlate and DAU eSlate booths for deployment. .

&~ Refer to the Election Logs tab for specific booth preparation checklists.

Task:

24.

Verify via documentation that eSlate has been reset, or reset at this time.

24.

Open an eSlate booth. eSlate booths DO NOT have a red line around the outside
perimeter.

24. Unwrap the eSlate booth cable from around the unit.
» |24 Install and connect the battery pack.
= | 24.Connect the eSlate serial port to the “pigtail” cable in the booth. Make visual
3 confirmation that the pins are lined up as you make this connection. Do not force.
° Tighten thumbscrews.
< | 24.Place the eSlate into the booth footprint for the unit, and slide the eSlate down to
@ lock it into place.

24. Tuck the booth cable into the booth storage compartment.

24. Clean the eSlate screen with non-ammonia based window cleaner (spray window
cleaner onto a clean cloth and wipe the screen).

24. Close the eSlate booth, or proceed to VBO preparation.

24. Repeat for each eSlate booth.

1. Verify via documentation that DAU eSlate has
been reset, or reset at this time.

2. Open a DAU eSlate booth. DAU eSlate booths
DO have a red line around the outside perimeter.

3. Unwrap only the end of the booth cable from
around the unit. The cable itself should still be
wrapped around the DAU eSlate.

4. Insert the DAU audio card, if available. If not,
proceed to the next step.

« |_9-_Install and connect the battery pack.

£ | 6. Connect the headphones to the headphone jack

080 (§9). DO NOT connect the optional tactile input

o switches (jelly buttons) to the handicap access

® jack (6 )- DAU eSlate in Booth
? 7. Connect the eSlate serial port to the “pigtail” cable in the booth. Make visual

?( confirmation that the pins are lined up as you make this connection. Do not force.
&) Tighten thumbscrews.

8. Place the DAU eSlate into the booth footprint for the unit, and slide the DAU eSlate
down to lock it into place.

9. Tuck the end of the booth cable, the headphones, and the tactile input switches
(optional) into the booth storage compartment. If space is limited, you may also store
the headphones and tactile input switches in the folded-up privacy screen.

10. Clean the DAU eSlate screen with non-ammonia based window cleaner (spray
window cleaner onto a clean cloth and wipe the screen).

11. Close the DAU eSlate booth, or proceed to VBO preparation.

12. Repeat for each DAU eSlate booth.
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eSlate Booth Preparation Instructions

VBO printer in booth

Task:

VBO in Booths

1. Test AA batteries.

2. Insert batteries in clip and connect clip to VBO printer.

3. Verify full paper roll is present, or change paper roll.

4. Connect AC power and eSlate data cables to VBO printer.

5. Install VBO printer in booth.

6. Connect AC power from booth to wall outlet (verify AC power connection is good).

7. Connect booth to JBC that is powered on, and confirm that eSlate — VBO connection
is correct.
o Verify eSlate screen reads “Power Supply PRN [OKAY] Battery [OKAY]”
“Printer Status [OKAY]".

8. Remove the AC power from the booth, and store in the booth storage compartment
or in a kit that is being transported to the polling place.

9. Secure VBO with a wire seal, and log security seal number.

10. Clean the VBO screen with non-ammonia based window cleaner (spray window
cleaner onto a clean cloth and wipe the screen).

11. Close the booth.

12. Repeat for each booth.

Page 96 Confidential and Proprietary © Hart InterCivic, Inc.



Hart Voting System Support Procedures Training Manual 6300-006 62D

Predefining the JBC Polling Place ID

Using this procedure, the HVS customer warehouse personnel can define the polling place on
each JBC. This is an optional procedure that reduces the number of steps poll workers must
complete when opening polls.

¥~ For a JBC Preparation Checklist, refer to the Election Logs tab.

The Polling Place ID is a number associated with each polling place when the ballot is created
in BOSS. The Polling Places are associated with the precincts for the polling place, and the
precincts have contests associated with them, determining the ballot style. By predefining the
Polling Place ID at the warehouse you:

0O Ensure that each polling place has the correct ballot styles

O Decrease the number of steps the JBC operator must complete in order to open polls

O Create a paper trail (the JBC reports printed at the warehouse) to verify that the JBC
remained in a standby condition between the time it left the warehouse and the time that
polls opened

After predefining the JBC, unplug the JBC power cable and disconnect the JBC battery
key. If you plan to keep the battery key connected (to reduce steps for poll workers), turn
off the JBC by pressing the “H-C-V” keys simultaneously.

¥~ For more information about JBC and eSlate battery-only operations, refer to
page 112.
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Predefining Procedure for JBCs

Materials

You Need:

JBCs with power cable

An eCM for the election

A SERVO-to-JBC parallel cable

Election Mode MBBs

Start-up Password for the JBC

report)

Polling place ID numbers (from the BOSS “Polling Place List <EV or ED> Summary”

N 1S

Ballot box security seals

[]

Logs tab.

A copy of a serial number tracking log
&~ For the JBC and eSlate Serial Numbers Log, refer to the Election

Procedure

Screen Shots:

Steps:

Details:

Device
[@ Add Device L.,
= Backup and Reset ...

Program key...

% Recount MBE ...
Recovery MEE ...

1. After logging in to
SERVO, insert an
eCM into a USB
port on the PC and
go to the Device
menu and click
Program Key.

If the signing key is
already programmed,
continue to the next

page.

Program Key

Program Key
The Program Key dialog programs the signing key to connected JBC, Deme
eSlate or eScan devices. This wil also reset the connected device, cleari
the device's Audit and CvH logs.

.
s

Warning: This operation will also
reset the connected device,
clearing the device's Audit and
CYR logs.

eCM Kep 1D:

Device KeyD:

CastVote Records:
Audit Log Entries:

2. Select the JBC
radio button in the
Program Key
window.

O A message warns
that JBC will be reset
and Audit and CVR
logs will be cleared.

0 The JBC serial
number is displayed
in the Serial Number
field after it has been
programmed.

No Screen Change

3. Attach a parallel
cable from the
parallel port on the
SERVO PC to the
JBC printer port in
order to program
the JBC with the
signing key from
the eCM.

0 The parallel port may
be LPT 1 (desktop),
or it may be LPT 2 on
a Quatech PC card
with cable (laptop).

O Enter the PIN when
prompted after
connecting the first
JBC.
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Predefining Procedure for JBCs

Screen Shots:

Steps:

Details:

4. Insert an Election
MBB into the JBC.

O Insert the MBB with
the Hart InterCivic
label facing up and
the connectors toward
the JBC.

O You will feel the MBB
“click” into place.

5. Attach the ballot
box security seal to
the MBB door.

0 When attaching a
ballot box security
seal, log the seal
number and the JBC
serial number. JBCs
will have one of the
two types of MBB
doors shown at the
left.

The MBB must be
& sealed inside the
JBC before you
predefine the JBC
for Election Day.

6. Connect the JBC
battery key (if not
already
connected), and

then plug the JBC
into an electrical
outlet (optional).
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Predefining Procedure for JBCs

Screen Shots: Steps: Details:
Judges Booth
Controller 7 Thi
g - Lhis screen Leave the “JBC Initialized”
Hart InterCivic appears br|ef|y, t the JBC. o fil
04/24/2004 and a “JBC report on the , to file

NN\

PVT: 000742

“@aad

PUB: 000000

Initialized” report
prints.

with the other JBC
reports.

NN\

YES

Are you performing
Early Voting today?
Press YES or NO

NO

aaa

to YES if you are
setting up the JBC
for an Early
Voting location.

OR Press the 4
next to NO if you
are setting up the
JBC for an
Election Day
location.

8. Enter the Start-up
Start-up Password PaSS.éN(ZIrg th
] UL provided by the The JBC is a menu-driven
nter the start-up password local Elections . .
Office using the device. It is operated by
» Q) kevpad on the responding to prompts on
@:@ Clear | @) » Br/]r::side of the the screen using the <
» @ JgC and press and P> arrow buttons. At
the > nexEt)to times you will also use the
Accept, or press keyboard on the JBC.
the ENTER button
on the keypad.
Polling Place I.D.
 ARRARRAR To locate the I.D. for a
Enter the Polling Place I.D. 9. tUSi ti?]etrlreeypad to poIIing p|ace, refer to the
» @ ggmng Blace LD, | BOSS "Polling Place
)| Accept Clear | @) (Identification =IEfo. SUMMET Epart
Number) for Early Voting or
» Q) ' Election Day.
10. Press the P> next
to Accept, or
No Screen Change press the ENTER
button on the
keypad.
11. Press the P> next

THIS SCREEN MAY NOT
APPEAR.

This screen will not
appear for Election Day
polling places that were
not used as Early Voting
sites.
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Predefining Procedure for JBCs

Screen Shots:

Steps:

Details:

NN\

Polling Place Location
YOUR POLLING PLACE'S NAME
Is this correct?

YES NO

@@=

12. Press the P> next
to YES if the
polling place
name is correct.

OR Press the 4
next to NO if
either the polling
place name or the
Election mode is
incorrect.

STOP HERE IF NOT
PRINTING THE ZERO
TAPE.

O The “Election
Identification” report
prints. Leave this
report on the JBC, to
file with the other JBC
reports.

O If you are not printing
“Zero Tape” reports
during the predefine
process, power off the
JBC at this time.
Disconnect AC power
and press the “H-C-V”
keys simultaneously to
shut off battery power
without removing the
battery key.

NN

Booth Assignment
Proceed to booth
number ONE and
follow the instructions
Press DONE when complete

@aa

13. Press the « next
to Done.

You will not assign
booths.

9O®

Booth Assignment Complete
Press Next to continue or
press Start Over to re-assign

14. Confirm that you
are ready for the
next step by

Junsdiction Tile
Elaction Title
Date
Poliing Place

Metwark Configuration

Diate: 04-24-2004
Time: 06:59:58

Baaths Configured =2
Booth Controller

Serial Number = CO0016
Software Wer = MK NK

W AADAADBAD DDA BDEBDNPARDPB AN,

@ Start Over @ pressing the p»
@ next to Next.
PVT: 000742 PUB: 000000
[ A A S A S AR I A RN BN P PR AN

15. The JBC prints a
“Network
Configuration”
report.

O This report shows the
booths assigned to the
JBC.

0O Leave the “Network
Configuration” report
to file with the other
JBC reports, as
directed by the local
Elections Office.
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Predefining Procedure for JBCs

Screen Shots:

Steps:

Details:

Print Zero Tape
06:52:00

16. Press the « next
to Print Zero

The “Zero Tape” report
displays the contests and
options available on the
ballot(s) for this polling

NN

06:52:00

Open Polls Print Zero Tape

PVT: 000742 AC[OKAY]Batt[OKAY] PUB: 000000

@ g Tape. place. It is proof that the
Print Zero T
» @) DO NOT OPEN JBC has no votes cast on
@ @ POLLS it the first day of Early
' Voting and/or the start of
PVT: 000742 AC[OKAY]Batt[OKAY] PUB: 000000 EIeCtion Day
Ready To Open Polls 17. Power off the JBC

by disconnecting
the AC cable and
battery key. File
the JBC reports.
File reports for
each Polling Place
separately.

@ @@

18. Reconnect only

the battery key and

NN/

Booth Assignment
Proceed to booth
number ONE and
follow the instructions
Press DONE when complete

Done

press the keyboard
combination “H-C-
V” to turn off
battery power.
(Poll workers will
not have to
reconnect the
battery key in
order to have JBC

@@

battery power.)

Disconnect the battery key
for sites that will operate
on battery power only.

19. Prepare the JBC
for shipping to the
polling place
according to local
procedures.

This may include labeling
the JBC box with the
polling place and/or
precinct name.

20. Repeat with the
next JBC.
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Predefining the eScan Polling Place ID

Using this procedure, the HVS customer warehouse personnel can define the polling place on
each eScan. This is an optional procedure that reduces the number of steps poll workers must
complete when opening polls.

¥~ For an eScan Preparation Checklist, refer to the Election Logs tab.

The Polling Place ID is a number associated with each polling place when the ballot is created
in BOSS. The Polling Places are associated with the precincts for the polling place, and the
precincts have contests associated with them, determining the ballot style. By predefining the
Polling Place ID at the warehouse you:

0O Ensure that each polling place has the correct ballot styles

O Decrease the number of steps the eScan operator must complete in order to open polls

O Create a paper trail (the eScan reports printed at the warehouse) to verify that the eScan
remained in a standby condition between the time it left the warehouse and the time that
polls opened
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Predefining Procedure for eScans

Materials

You Need:

eScans with power cable

An eCM for the election

A network crossover cable

Election Mode MBBs

Start-up Password for the eScans

report)

Polling place ID numbers (from the BOSS “Polling Place List <EV or ED> Summary”

Ballot box security seals

N S

A copy of a serial number tracking log

‘&~ For the eScan Serial Numbers Log, refer to the Election Logs tab.

Procedure

Screen Shots:

Steps:

Details:

| Device
ﬁ Add Device ...
E'|=_-‘| Backup and Reset ..

Program kesy...

% Fecount MBE ...

Recovery MBE ...

1. After logging in to
SERVO, insert an
eCM into a USB
port on the PC and
go to the Device
menu and click
Program Key.

If the signing key is
already programmed,
continue to the next

page.

Program Key
Program Key
The Program Key dialog programs the signing key to ected JBC, Demo
eSIate ar eScan devices. This wil also reset the connected device, clearing

the device's Audit and CWR logs.

Program Key

‘Warmning: This operation will also
reset the [:l]rlrle[:led evice,
clearing the device's Audit and
CVR logs.

eCM Key ID:

Serial Mumber:
Castote Records:

Firmnware Revision: Audit Log Entries:

2. Select the eScan
radio button in the
Program Key
window.

O A message warns
that eScan will be
reset and Audit and
CVR logs will be
cleared.

O The eScan serial
number is displayed
in the Serial Number
field after it has been
programmed.

No Screen Change

3. Attach a network
crossover cable
from the NIC port
on the SERVO PC
to the eScan NIC
port in order to
program the eScan
with the signing key
from the eCM.

Enter the PIN when
prompted after
connecting the first
eScan.
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Predefining Procedure for eScans

Screen Shots: Steps: Details:
O Insert the MBB with
the Hart InterCivic
4. Insert an Election label facing up and
MBB into the the connectors toward
eScan. the eScan.

0 You will feel the MBB
“click” into place.

When attaching a ballot
box security seal, log
the seal number and the
eScan serial number.

Enter the Start-Up Password.

| Press to change the
number in the
highlighted box.

Press to move to the
next box,

Press when you have

finished entering ACCEPT
the password.

Ll

Up Password
provided by the
local Elections
Office using the
buttons on the
right side of the
eScan screen.
Press the button
next to ACCEPT.

5. Attach the ballot
box security seal The MBB must be
to the MBB door. & sealed inside the
eScan before you
predefine the
eScan for Election
Day.
Hart InterCivic, Inc.
6. The Starting up s e CeEea
' g(r:iiz‘len :Egzanrs Initialized” report on the
Copyright 2005 J prietly, andan 1 gevice, to file with the
eScan Initialized other eScan reports
Welcome to eScan. ‘ report prints. p :
Starting up... “
L tpSequence ] 7. Enter the Start-

The eScan is a menu-
driven device. It is
operated by responding
to prompts on the screen
using the buttons next to
the screen.

© Hart InterCivic, Inc.
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Predefining Procedure for eScans

Screen Shots:

Steps:

Details:

Configuration Sequence

Enter polling place I.D.

]

Press to change the

number in the

highlighted box.

Press to move to the

next box.
Press this button when

you have finished ACCEPT
entering the 1.0,

® 06

8. Enter the Polling
Place I.D.
(Identification
Number) and
press the button
next to ACCEPT.

O Refer to the BOSS
“Polling Place List...
Summary” report for
Early Voting or
Election Day.

O If using the eScan for
Absentee voting, the
Polling Place I.D. is
the 1.D. assigned to
Ballot Now on the
BOSS Polling Places
tab (usually the last
in-person polling
place |.D. number,
plus one).

Configuration Sequence

Select the type of voting
occurring in your polling
place.

EARLY
VOTING

Press for Early Voting.

Press for Election Day ELECTION
voting. DAY

o

| @

.

9. Respond to the
eScan prompt to
select the polling
place type by
pressing the
button next to
ELECTION DAY,
EARLY VOTING,
or ABSENTEE
(Absentee not
shown here).

This screen may not
appear.

The “Early Voting” choice
will not appear for
Election Day polling
places that were not used
as Early Voting sites. The
“Absentee” choice may
appear as the only option.

Configuration Sequence

Confirm the polling place
configuration.

Polling place name:
[Name]

Election mode:
[Mode]

Is this information correct?

r—‘mss if the information YES
is correct.

| Press to make changes. NO

e 06

10. Press the button
next to YES if the
polling place
configuration is
correct.

OR Press the
button next to NO
if either the polling
place name or the
Election mode is
incorrect.

STOP HERE IF NOT
PRINTING THE ZERO
TAPE.

O The “Election
Identification” report
prints. Leave this
report on the eScan,
to file with the other
eScan reports.

O If you are NOT
printing “Zero Tape”
reports during the
predefine process,
you can power off the
eScan at this time.
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Predefining Procedure for eScans

Screen Shots:

Steps:

Details:

FVT: 000002 6:45 AM FUB: 000000

Print Zero Tape

11. Press the button
next to PRINT

The “Zero Tape” report
displays the contests and
options available on the

Power Switch in the “OFF” Position

\) ZERO. ballot(s) for this polling
DO NOT OPEN place. It is proof that the_
+ bress poll Worker button \) POLLS MBB and the eScan device
fou dcinistratot Tonchons ' do not contain cast votes.
iy o | nd
DO NOT OPEN
POLLS.

12. Power off the
eScan by
pressing the
power switch to
the “OFF”
position.

13. Prepare the
eScan for
shipping to the
polling place
according to local
procedures.

This may include labeling
the eScan box with the
polling place and/or
precinct name.

14. Repeat with the
next eScan.
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Post-Election Checklist

The following checklist is a guide for warehouse use after an election.

Task:

1.

Tag, inventory, and log problems for devices from election that are in need of
maintenance or replacement.

2.

Remove MBBs from spare JBCs and/or eScans (if installed). (These MBBs may
have already been removed and Tallied as a security measure.)

Inventory and store MBBs from spare JBCs and/or eScans (if installed and
available).

Disconnect, remove and label eSlate, DAU eSlate, and JBC battery packs with
date and battery level.

Inventory and warehouse (or re-install) JBC, eSlate and DAU eSlate battery
packs.

Remove, inventory, and warehouse audio cards.

Remove, inventory, and warehouse headphones and tactile input switches, or
inventory and store in DAU eSlate booths.

Remove VBO printouts and store securely according to federal, state, and local
guidelines.

Replace VBO paper rolls.

0 O O O O O O e

10.

Remove and store VBO printer battery clips.

11.

Clean VBO printer with a pressurized air canister (“canned air”).

12.

Replace VBO printers in booths.

[]

13.

Import the firmware verification file in SERVO to verify consistent firmware
during the election cycle.

[]

14.

Back up (via SERVO, to separate events) Early Voting and Election Day
eSlates and DAU eSlates (including spares) and verify firmware.

¥~ Back up information logged in “JBC and eSlate Serial Number Log.”
Refer to the Election Logs tab.

15.

Back up (via SERVO, to separate events) Early Voting and Election Day JBCs
and/or eScans (including spares) and verify firmware.

&~ Back up information logged in “eScan Serial Numbers Log.” Refer to
the Election Logs tab.

Verifiable Ballot Option Unit
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Post-Election Checklist

Task:

<<

16. Inventory and reset JBCs, eSlates, DAU eSlates, and/or eScans via SERVO
(SERVO audit log records “erased” devices).
e Log reset information.

&~ Refer to the SERVO Operations Manual on page 291.

17. Clean JBC, eSlate, DAU eSlate, and/or eScan screens (spray ammonia-free
window cleaner on a clean cloth and wipe screen).

¥~ Refer to “Maintenance Procedures” on page 19.

18. Clean eScan scanner path with a pressurized air canister (“‘canned air”).

19. Warehouse JBCs, eSlates DAU eSlates, and/or eScans.

‘&~ Refer to “Storage Procedures” on page 15.

20. Perform routine maintenance tasks.
&~ Refer to “Maintenance Procedures” on page 19.

21. Ship damaged JBCs, eSlates, DAU eSlates and/or eScans for maintenance or
replacement.

22. Print, export and file SERVO “Audit Log” report.

OO O o o O

23. Test equipment functionality before next election cycle.
&~ Refer to “Polling Place Equipment Acceptance and Functionality Test

Procedures” on page 37.

Backup and Reset

Device Backup and Reset —
The Device Backup and Reset dialog gives you all of the tools you need to IE

backup or to reset the JBC, e5can and eSlate devices.

{* JBC Devices - Detect JBC devices and perform the following tazks:
= eSlate Devices - Detect eSlate devices and perfarm the fallowing tazks:

i~ eScan Devices - Detect e5can devices and parform the following tasks:

— Backup Data

[~ Download Logs - save the cast vote records and audit log entries from each device
inta the following Event:

| =l

— Reset Device

v Reset - Erage cast vote reconds and audit log entries, and reset the intermal clock,
making the device ready for the nest election.

—Werify Device Firmware
[~ Weiify - Checks the vergion number and validates the program memary in each

device.
Sernial Number: j Cast Vote Records:
Firrnware B evision: Audit Log Entries:

W aiting far the next device. .. Cloze |

SERVO Reset JBC Devices
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Appendices

Appendix A: Election Logs

This appendix lists and describes the election logs in the Hart Voting System.

Device and Booth Functionality Logs
o Completed when equipment Acceptance Tests are performed and during
Functionality Tests between election cycles
o Document functionality of equipment

MBB Labels
o One label per MBB, Audio, or Demo card
Label PC cards as MBB or Audio cards after they are written in BOSS
Identify Test or Election mode
Indicate device type and polling place, if applicable
Check Rally or Tally, if applicable

O 0O 0O

Logic and Accuracy Test (LAT) Log
o One log per LAT
o Filled in when LAT is performed
o Helps organize and certify LAT process

Equipment Preparation Checklists
o Completed during election equipment preparation
o Helps organize election equipment preparation process

Device and MBB Tracking Log

One log per election

o Started when MBBs are written in BOSS

o Continued as MBBs are installed into voting devices

o Tracks MBBs from creation to installation into voting devices

0]

Ballot and Seal Certificate
o Started as MBBs are installed in JBCs or eScans
o Copy of certificate follows MBB
o Completed as MBBs are removed
o Certifies voting device seal number and final access code or ballot count

Device Serial Number Log
o One log per JBC “string” of eSlates
o One log for eScans
o Completed as MBBs are inserted in JBCs and/or eScans, as MBBs are removed,
and as equipment is backed up and later reset
o Helps organize voting devices being backed up and reset
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o Reconciliation Logs
o One log per JBC or eScan
o One full entry per day of voting
o Completed at the polling place to verify that the number of voters checked in
equals the number of access codes/ballots voted
o Log is designed for mounting on one side of the main envelope (9 x 12 or larger)

e Canceled Booth/Spoiled Ballot Log
o One log per JBC or eScan
Provides record of date, time, and reason for canceling booths/spoiling ballots
Spoiled paper ballots go into the envelope
Log is designed for mounting on one side of the main envelope (9 x 12 or larger)

O OO

e Daily Reports Envelopes
o One letter-size envelope per day, per voting device for all device reports and for
expired access codes
o Voting device tapes are filed in letter-size Daily Envelopes and transferred within
the larger (9 x 12) Main Envelope

o Help Desk Call Log
o One entry per call
o Completed as poll workers and election officials call the Help Desk
o Documents number and types of calls, as well as resolution of issues

e Troubleshooting Call Log

o One entry per call
Completed as poll workers and election officials call the field technicians
Documents number and types of calls, as well as resolution of issues
Coordinate with Help Desk Call Log
Coordinate with Out-of-Service Equipment tag

O 0O 0O O

o Replacement Paper Ballot Log and Envelope
o One form from each paper ballot processing location (Ballot Now or eScan)
o Completed if ballots are replaced
o Logs ballot serial numbers and reason for replacement
o Stores original ballot

e MBB Transfer Envelope
o One envelope per MBB or per polling place
o Organized and labeled container for MBB, voting device seal, and ballot seal
certificate after the MBB is removed from the voting device and transferred to
Tally
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Appendix B: JBC and eSlate Battery-Only Operations

This table provides background information on JBC and eSlate battery-only operations,
including “timeout periods” (periods of inactivity allowed before battery automatically shuts off).

Battery-Only Operations Shutoff Options

JBC
State Screen Timeout Period* H-C-V Operable?*
Printer Error 2 minutes Yes
Insert MBB 2 minutes Yes
Enter Polling Place ID 2 minutes Yes
Early Voting Question 2 minutes Yes
Incorrect Polling Place ID 2 minutes Yes
v Booth Assignment 2 minutes Yes
o Booth Assignment
= Complete Next/Start 2 minutes Yes
L | Over
@ Print Zero Tape NA No
Please Wait (Zero Tape) NA No
Ready to Open Polls NA No
Open Polls Password NA No
Password Incorrect NA No
Polls Open NA No
= Polls Suspended/Closed 2 minutes No
5 ©
2 § 2 | Please Wait
g 8—8 (Processing/Printing 2 minutes No
1] Report)
n

*If the JBC “times out” or the H-C-V key combination is used, battery power is restored by
either connecting to AC power or by disconnecting the JBC battery key and battery packs,
then reconnecting the JBC battery key and battery packs.

Any key press, actively printing or processing a report resets the timeout period.

eSlate

State Timeout Period
Booth Not Yet Assigned 5 minutes
Disconnected from JBC (No 5 minutes
Ballot on eSlate)
Connected to a JBC that is turned 5 minutes
off (No Ballot on eSlate)
Ballot on eSlate NA
Error or Alert Screen NA
If JBC “Times Out” Immediate
Polls Suspended or Closed Immediate
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Appendix C: VBO Battery-Only Operations

This table provides background information on VBO battery-only operations, including “timeout
periods” (periods of inactivity allowed before battery will automatically shut off). A fully charged
battery pack is 9t0 9.6 V.

State Timeout Period
Disconnected from eSlate 30 seconds*

State Battery Life
Connected to eSlate 2 Hours**

State Battery Life
In “Sleep” mode (disconnected from eSlate) 9 months

*Power on “sleeping” VBO printer with battery power by pressing microswitch 4, ON/OFF.
**Assuming a three-page ballot is printed every five minutes.

PAPERFEED o

VBO Microswitches
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Notes

Notes:
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Establishing Procedures for Field
Technicians and Help Desk Operators

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction

Field technicians and Help Desk operators should be personnel taken from the ranks of staff
and temporary employees who are experienced with the polling place equipment. Local poll
worker trainers, for example, make excellent Help Desk operators. Field technicians are often
hired as part-time technical support.

Field technicians and Help Desk operators should receive the Hart Voting System
Troubleshooting Course training specific to locally implemented equipment immediately prior to
the election event.

Field technicians and Help Desk operators should keep detailed logs. These logs should be
cross-referenced whenever possible. Help Desk Logs should be serially numbered per operator.
Calls from the polling places should come into the Help Desk. Help Desk operators should
attempt to solve problems over the phone. If a field technician is dispatched, that call should
come from the Help Desk, and the field technician should be given the Help Desk log number to
use as a Troubleshooting Log number. A real-time Help Desk database set up to track calls,
and equipment movement (e.g., equipment moved due to high turnout at a particular polling
place), is an excellent tool. Logs are an excellent source of historical data that can help to
prevent problems during future election events.

Field technicians should have appropriate documentation and equipment. Refer to the following
pages in this section for these details. Field technicians should be assigned a group of polling
places in a geographical area. Depending on the implementation, there should be one field
technician per 5-25 polling places. Technicians should start the day at an assigned polling
place. It is essential for field technicians to begin the day by introducing themselves to lead poll
workers. It is good practice to start technicians at a polling place where poll workers have a
history of problems, did not do well in their courses, have voiced concern, and/or are short-
handed. Technicians may use the Troubleshooting Logs to document observations. Technicians
should visit their assigned polling places several times a day. Technicians should end the day at
a polling place that has displayed a need for assistance at polls closing time. Situations that
require true troubleshooting activities should be handled by the technician calling the Help Desk
for a log number (document at the Help Desk, and the Help Desk supplies the technician with
that log number).

The Help Desk should have one phone per operator. The Help Desk number should be shared
with poll workers often, both in training and in documentation. The Help Desk number should roll
to an open phone when operators are on calls. Depending on the implementation, there should
be one Help Desk operator per 25-100 polling places. Each operator should have a series of
uniquely numbered logs (e.g., “1-001” through “1-100”). There should be at least one Help Desk
manager in charge of general management and dispatch of field technicians. It is imperative
that the Help Desk is set up with at least one replica of a polling place system in use in the
jurisdiction supported (e.g., a JBC with the current election in TEST mode, an eSlate, with VBO
if applicable, and a DAU eSlate with an audio card, and/or an eScan). Help Desk operators will
use this setup to walk through problems poll workers are reporting, in order to provide real-time
solutions. It is also important that Help Desk operators remain calm and courteous.

The following Field Support Responsibilities and Help Desk Operator Responsibilities sections
are also available as separate documents appropriate for customization and dispersal during
Troubleshooting Course training.

¥~ For the Help Desk Call Log, refer to the Election Logs tab.

¥~ For the Polling Place Troubleshooting & Observation Log, refer to the Election
Logs tab.
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Field Technician Responsibilities and Training

This section outlines the basic equipment responsibilities of the field technicians assigned to
support polling places for an election event.

O

O
O

O

OooO0Oood

Technicians are responsible for troubleshooting assistance on equipment at the polling
places, and documentation thereof.

Troubleshooting should occur in a timely manner.

As little time as possible should be spent at the polling place in order to reduce possible
distractions to voters.

Technicians should only communicate with Election Judges or their designees, NOT with
voters.

Technicians should not leave a cell phone number with poll workers.

Technicians should speak to poll workers calmly and with respect.

Technicians should dress in business casual attire, displaying no visible printed messages.
Technicians should refer media to the Registrar of Voter’s office.

The responsibilities outlined on the following page are only an example. Field technician
responsibilities will vary per implementation.
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Task

Department
Responsible

Notes

Deliver Equipment

Co. or Individual
Entities

Start with a screwdriver set,

seal

e DO NOT remove
equipment from the
polling place

> | needle-nosed pliers, and a Technician Technician provides
S | flashlight
= Start with 1 JBC, 1 DAU, 1 eSlate, Technician Also batteries, printer paper, seals,
= | 1VBO, and/or 1 eScan Troubleshooting Log, as necessary
© | Start the day at an assigned polling Technician Call in <numbers>
» | place and call in
Set Up booths Poll Workers
Set Up voting equipment Poll Workers
Open Polls Poll Workers
Close Polls Poll Workers
Print device reports
Tally Report for Election Day Poll Workers
Deliver sealed device/MBB, to the Poll Workers
appropriate drop off location.
& | Take down booths Poll Workers
O | Set booths and all other equipment Poll Workers
'© | aside in designated area for pick up
T | End the day at.an assigned polling Technician Call in <numbers>
w | place and call in
At the end of the day, deliver
excess replacement equipment and Return Equipment
troubleshooting logs to the Technician Call in <number>
designated site and call in once
delivery is complete
Reply to calls from the central Help
Desk and obtain log number for Technician Log & Record log #
cross-reference.
Throughout the day check in at
assigned polling places and ask -
Election Judge if any technical Technician Log, no log # necessary
= assistance is needed
= | Complete -
8 troubleshooting/observation log per | Technician tlzrglulglclac;?wggt?wzerl\lfg'lm f;ecl)gsl?;j:t{ggs
< call and/or site visit ’
@ If call did not come from Help Desk, do
g Assist in equipment problems at not fill in log number.
o olling places (not procedures) Technician If you need to contact the Help Desk
F P 9p P for assistance, a log number will be
S assigned.
e Eull faulty ec.qument out of service Replace equipment only under
& | Fnecessary: direction from Help Desk operators.
e Tag equipment. Tag equipment. Secure booths that
e Secure booths with a Technician are pulled offline with a seal. Record

both the ballot box seal number and
equipment S/N’s in the troubleshooting
log. Leave original equipment at the
polling place.
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Field Technician Equipment List

O
O

O
O

Field technicians should receive training just prior to the election event.

Use documentation during training and send that documentation with technicians after
training.

An efficient way to distribute equipment is to check it out to technicians after training.

An efficient way to collect equipment at the end of the election event (e.g., Election Night) is
to set up a check-in station specifically for field technicians at the central counting station
and/or at substations.

Documentation

Responsibilities document

Troubleshooting Procedures section in the Hart Voting System Support Procedures Training
Manual

Applicable Troubleshooting Addendums

Maps

Cluster List (Polling Place Assignments)

“Polling Place Summary” report from BOSS (Polling Place ID list)

Polling Place Operations Desk Reference

Troubleshooting Log

Hardware

O
O
0
O
O
0
O
O
O
0

Cell phone

Screwdrivers, needle-nose pliers, and a flashlight
“Generic” JBC (sealed with MBB, not predefined)
eSlate

DAU eSlate (with or without audio card)

“Generic” eScan (sealed with MBB, not predefined)
Replacement VBO printers

Voting device printer paper

Equipment battery packs

Extra seals
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Help Desk Operator Responsibilities and Training

This section outlines the basic responsibilities of Help Desk operators assigned to support
polling places on Election Day.

O

Help Desk operators are responsible for providing phone line troubleshooting assistance on
equipment at the polling places, documenting assistance provided, determining when on-
site support is needed, and contacting technicians for on-site support.

Operator attire during Help Desk hours should be both comfortable and professional.

Hours:

<TIME> a.m. through <TIME> p.m.
Work out breaks as needed and as time allows. Ideally, operators will get two 30-45-minute
meal breaks during the day.

Procedures for Help Desk Operators:

1.

2.

3.

Receive calls from the polling places. Answer with: “<Jurisdiction Name> Help Desk, this is
<Your First Name Here>.” No matter the situation, be calm and courteous.

Log every call on a separate Help Desk Log. Use the Help Desk Log packet specific to your
assignment. Fill in the log completely as you proceed through providing assistance.

Use your Desk Reference as a first resource and walk poll workers through procedures,
referring to page numbers in the Desk Reference.

Use your Troubleshooting Procedures guide as a second reference.

If the poll worker is still having trouble, tell him/her that you will send a technician out.
Managers will call for technicians. Temporarily transfer the Help Desk Log to a manager so
that the information therein can be communicated. The name of the technician dispatched
should be recorded on the Help Desk Log, and the log should be returned to you. File logs
sequentially and retain the file folder.

If you do not hear back from the troubleshooting technician or the polling place within the
hour, make a follow-up call and record it on the original Help Desk Log.
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Help Desk Log Management

Each Help Desk operator should have a set of uniquely numbered logs. These logs should be
assigned per operator, so that questions can be directed back to the operators, should
guestions arise later.

Log Series Assigned to Operator Name
1

Ol 0| N| o O | W N

=
o

=
[N

=
N

Help Desk Operator Equipment List

Help Desk operators should receive training just prior to the election event. Even though
documentation may be used in training, provide new sets of documentation at the Help Desk.

Documentation

Responsibilities document

Troubleshooting Procedures section from Hart Voting System Support Procedures
Applicable Troubleshooting Addendums

“Polling Place Summary” report from BOSS (Polling Place ID list)

Polling Place Operations Desk Reference

Help Desk Log

Maps (at least one set per Help Desk)

Index to field technician clusters and cell phone numbers (for Help Desk manager)
Index to polling place names, addresses, phone numbers, and lead poll worker names (for
Help Desk manager)

Ooooooooood

Hardware

00 One set of polling place equipment set up in TEST mode (Early Voting or Election Day, as
applicable)

0  White board and markers
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Notes

Notes:
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Troubleshooting Procedures for
Support Personnel

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction

This document mirrors the Polling Place System Desk Reference troubleshooting guide, with
added details for support personnel when solving problems for poll workers. The
troubleshooting measures outlined in this document are in the same order in which they appear
in the Polling Place System Desk Reference.

The Help Desk Call Log is included here for use by trained local support personnel at the
Elections Office Help Desk. The log includes fields for documentation of the Help Desk operator
name, time, date, polling place site calling, caller, problem, resolution, and call back
confirmation. This log, or one like it, should be used to document and track problems
encountered.

¥~ For the Help Desk Log, refer to the Election Logs tab.

Field personnel providing technical support should also use a log, and for that reason the
Polling Place Troubleshooting & Observation Log is included here. Information recorded in this
log should be cross-referenced to the Help Desk Call Logs used. Log serial numbers should be
used for this purpose.

¥~ For the Polling Place Troubleshooting & Observation Log, refer to the Election
Logs tab.

Post election debriefing meetings should include an analysis of logs to determine issues that
need resolution and how those resolutions will take place, and to identify issues that can be
prevented in future election events.

© Hart InterCivic, Inc. Confidential and Proprietary Page 129



Hart Voting System Support Procedures Training Manual 6300-006 62D

Taking a Systematic Approach to Troubleshooting
When faced with a troubleshooting situation, apply this systematic troubleshooting approach:

1. Remain calm.

N

Identify the issue, or the symptoms, as reported.

w

Gather further information.

e Think broadly.
e Do not jump to conclusions.
o Ask questions.

B

Establish a theory to explain the source of the problem.

o

Research resolution steps, based on your theory.

e Use documentation available to you to identify the resolution steps necessary.

o

Attempt resolution.

N

Check for success.

©

Repeat.

Remember, as with all electronics systems, many equipment issues can be solved by simply
checking connections.
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eSlate Polling Place System Troubleshooting Quick Reference

Problem:

Resolution Steps:

Reference:

AC power fails
without battery
backup

When AC power returns, refer to the JBC
“Aborted Access Codes” report to print new
access codes for voters.

O Power fails
O Aborted Access Code
report

AC power fails,
but battery
power takes
over

No resolution needed. Be aware that the JBC
may get warm if running on battery for an
extended period of time.

O Battery operations
O Power fails
O Power status

Audio card
removed

A. If the card is in the DAU card slot, push
to ensure that it is fully engaged. Restart
the system.

B. If the card is missing, restart the system
without the card. Call the local elections
office and inform them of the missing
card.

DAU audio card
removal/error

Batteries do
not work

A. Check that the batteries are present.

B. Check that the batteries are connected
correctly.

C. Check that the batteries are fresh.
Batteries should have a power indicator
1-7, and a date tested. Low readings or
test dates over 3 months old may
indicate low batteries.

0 Connecting eSlate
batteries

0 Connecting JBC
batteries

O When eSlate or JBC
batteries do not work

D. If necessary, request new batteries.
Batteries shut A. Remove the JBC battery key.
off before close B. Turn the JBC over on a soft surface.
polls reports C. Disconnect the battery connections. JBC and eSlate battery
are done. D. Wait a minute then reconnect. power when closing polls
E. Replace the JBC battery key.
F. Finish printing reports.
Close Polls A. In Early Voting, restart the system.
button pushed B. On Election Day, replace the JBC. ?Iose Flellis [stiom puE e
00 early
too early
A. If the unit has been in direct sunlight, or
in a closed vehicle, move it to a shaded,
Darkened cooler, area. Darkened eSlate or JBC

display screen

B. Check that the JBC is not running on
battery power alone, if AC power is
accessible.

screen

eSlate or DAU
eSlate does
not work (one,
or several in a
series)

Verify firmware/software versions on eSlates
and JBC. Look at the “Network
Configuration” report and check that the
correct firmware/software versions are
installed. (Check with jurisdiction for correct
versions.) If the versions are incorrect
contact the jurisdiction for replacement
equipment.

eSlate or DAU eSlate does
not work
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eSlate Polling Place System Troubleshooting Quick Reference

Problem: Resolution Steps: Reference:
eSlate or DAU A. Check the JBC booth status lights, and
eSlate does check cable connections to the booth of
not work (one, the first problem eSlate and from the
or several in a back of the booth to the eSlate. Look for
series) bent pins at connections, starting with the
eSlate before the one exhibiting
If a condition problems. If bent pins exist, either
exists where 1. Bypass that connection if possible
one or more (directly to the eSlate, bypassing | O eSlate or DAU eSlate
eSlates are the booth), or does not work
displaying 2. Pull that piece of equipment, or 0O eSlate replacement
error or alert 3. Straighten the pins with needle-
messages, nose pliers.
there is B. Restart the system. If there was an
probably a Internal Alert error on the malfunctioning
bent pin equipment, disconnect that unit’s battery
somewhere in pack after powering off the JBC and
the line. reconnect the battery pack, then power
on the JBC.
A. Wait for current voters to finish voting
eSlate and restart JBC. “Unavailable” screen
unavailable B. When prompted by the JBC screen display on eSlate
message, press ENTER on each eSlate
to assign booth numbers.
A. On the back of the extra access code,
Extra access write a note explaining what happened.
B. File the access code in the appropriate Extra Access Codes

codes

envelope. The access code will appear
as Expired on the end-of-day reports.

Headphones Check that volume control on headphones is
and Tactile pushed up and that connection to headphone DAU headphones or Tactile
Input Switches | jack and tactile input switches jack is secure. Input Switches do not work
do not work
Invalid card Replace the JBC. Invalid card

A. Check cable connections from the JBC

JBC does not
work

(including power). Look for bent pins. If
bent pins are found, straighten the pins
with needle-nose pliers.

JBC does not work
JBC fuse replacement
JBC replacement

O 000D

B. Restart the system. Restarting JBC
C. If necessary, replace the JBC.
A. Check for bent pins at the Booth Out
connection on the back of the JBC.
Straighten any bent pins with all power 0 Screen on JBC or
JBC is hot or off, and restart the system. eSlate is dark
smells hot B. Verify that the battery pack is connected | O Power status
correctly, not in reverse polarity. 0 JBC replacement
C. If problem persists, replace the JBC and

restart the system.
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eSlate Polling Place System Troubleshooting Quick Reference

Problem: Resolution Steps: Reference:
A. Check connections and restart the
MBB error system. MBB error
B. Call the Elections Office or Help Desk.
The eSlate was not reset at the warehouse
between election events.
“Old Election A. Close the booth atop the offending unit.
Data” display B. Make certain that all current voters have | “Old Election Data”

on the eSlate
screen

finished voting.
C. Power off the system.
D. Disconnect and pull the offending booth.
E. Tag the booth with an Out of Service tag.

message on eSlate

Printer error

Check paper orientation
A. Check feed lever
B. Check that printer is enabled

0 Printer errors/Disabled
printer
0 Printer paper, changing

Reports after
closing polls
and powering
off

If you must restart the JBC to print “Tally”,
“Access Code”, or “Write-In” reports after polls
are closed:
A. Enter the Polls Close Password and
press the P> next to Accept.
B. From the JBC Polls Closed Screen,

press the P next to Print Tally, Access
Code Report, or Print Write-In Report.

Reports, printing

VBO error
messages

A. Check power connection at top of VBO
printer and at wall.

B. Check eSlate data connection on back of
eSlate (re-seat eSlate in booth).

C. Replace VBO printer, if necessary.

o VBO error codes and
resolution steps

o VBO printer, field
replacement

Voter issues

(Not equipment issues, may not be applicable to
troubleshooters)

O Voter enters wrong
language choice

0 Voter gets wrong ballot
style

0 Voter needs DAU
features

0 Voter’s precinct I.D. on
the JBC

0 Voter requests a receipt

Warning
message
displays on
eSlate when
going curbside

Poll worker did not enter Access Code before
disconnecting eSlate from the daisy chain.
A. If less than five minutes have passed,
reconnect the eSlate to the system.
B. Enter the curbside voter’s access code.
C. Take the eSlate with the ballot to the
curbside voter.

¥~ |f more than five minutes have passed
since you disconnected the eSlate
from the daisy chain, the eSlate
screen is blank. Refer to “Curbside
eSlate errors” on page 140.

Curbside eSlate errors
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eSlate Polling Place System
Troubleshooting Guide

Aborted and Recovered Access Code reports

Steps: Details:
Date: 04-24-2001
Aborted Time: 08:38:52
Access Aborted Codes = 2
Codes 4982
1. If all power fails, an “Aborted 8755
Access Codes” report prints —emmm==mm==m ===
when power returns. The JBC
also prints a “Recovered
Access Codes” report if any
ballots were successfully cast RECOVERED ACCESS CODES
from an eSlate with battery Date: 04-24-2001
backup while the JBC had no Recovered | Time: 08:38:52
power. Call the Elections Access Recovered Codes = 2
Office or Help Desk if power Codes
fails. 1130
1980

Booth Controller
Pub Count = 0000007
Pvt Count = 0000416

Find the voters with the
aborted access codes that
appear in the “Aborted Access
Codes” report and print new
access codes for them.

Do not print new access codes for any voters holding
those access codes that appear in the “Recovered
Access Codes” report.
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Steps:

Details:

3.

If backup power engages for
the JBC, an “Aborted Access
Codes” report does not print.
Check access codes for voters
who were on eSlates that did
not have battery backup and
issue a new code if the status
of the original is reported as
“Canceled.” Ballots that were
not cast when power failed
appear as canceled codes on
the end-of-day “Access Code”
report (part of the Suspend
and Close Polls tapes).

File “Aborted Access Codes”
and “Recovered Access
Codes” reports in the
appropriate envelope. File all
JBC tapes from restarting in
the appropriate envelope.

Support steps: None needed.
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Battery operations

The JBC and eSlate batteries are designed to provide backup power when AC power is lost.
When AC power is lost, the JBC and any eSlates with batteries continue to function as usual.

Connecting eSlate battery packs

This step may already have been performed at the warehouse.

Once you have powered up the JBC, the eSlate runs on the AC power until it is disconnected
from the daisy chain in order to take it to the curb, or until there is an AC power failure. If
properly installed, eSlate battery packs are available to provide DC power for curbside or
emergency.

O The eSlate’s battery pack lasts for at least 18 hours.

O If needed, replace eSlate batteries while the eSlate is connected to the daisy chain.

Steps: Details:
1. If you are directed to install a new The battery pack has a slot in one of the corners
battery pack, turn the eSlate over that should go right underneath the battery plug
onto a soft surface and remove the on the eSlate. This is where the wires tuck in so

battery compartment door. that the door to the battery pack can close. The
2. Insert the battery pack with the plug | battery compartment is on the back of the eSlate,
in the upper right corner, the loop near the bottom.

facing up and on the right side (see
picture below).

3. Position the battery pack connection
so that the red and black wires are in
line with each other.

4. Connect the battery pack into its
plug and tuck the wires into the slot.

5. Close the door and continue with If the battery is set up correctly, the eSlate
eSlate setup. Access Code screen displays “Battery”.

Support steps:
Check battery power level with the Battery Tester. Replace if necessary.

In this
photo the
top wires
are red.

Battery
Pack Loop

BTN PP -
When connecting the battery pack, make certain that the red and black wires are in line.
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Connecting JBC battery packs

This step may already have been performed at the warehouse.

In order to connect the JBC battery packs, follow these steps:

Steps: Details:

1. Carefully turn the JBC over onto a
soft surface so that you can
access the battery compartments.

2. Open both battery compartments.

3. Connect the JBC battery packs to
the JBC so that the black wire is to
the left and the red wire is to the
right.

4. Close the battery compartments
and return the JBC to its upright

position. J \

Black wire Red wire

5. Plug the JBC battery key into the
Aux DC port, if it is not already
connected.

6. If the JBC is not connected to AC
power, the JBC will power on if the
batteries are connected.

If the JBC is connected to AC
power, and if the batteries are
connected correctly, the power JBC Battery Key
status on the JBC screen will read,
“BATT [OKAYT".

Support steps:
Check battery power level with the Battery Tester. Replace if necessary.
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JBC and eSlate battery power when closing polls

When operating on battery power only, JBC battery power is automatically shut off after two
minutes once the polls are suspended or closed. eSlate power is cut off immediately after
suspending/closing polls. There is no need to disconnect the eSlate batteries or the JBC
battery key.

If the JBC is running on battery power ONLY and the battery shuts off before all close polls
reports are printed:

Early Voting: Election Day:

1. Disconnect the JBC battery key. 1. Disconnect the JBC battery key.

2. Turn the JBC over on a soft surface, 2. Turn the JBC over on a soft surface, open the
open the battery compartments on battery compartments on the back of the JBC
the back of the JBC and unplug both and unplug both battery connections.
battery connections. 3. Wait a minute, and reconnect the battery

3. Wait a minute, and reconnect the connections. Close the battery
battery connections. Close the compartments.

battery compartments.
Reconnect the JBC battery key.

Reconnect the JBC battery key.

On the JBC, press P Print Write-In Report.
On the JBC, press 4 Done. On the JBC, press P Print Tally.

Press P Next. File reports in the appropriate envelope. The
Press the Close Polls button. JBC battery power will shut off automatically.
File reports in the appropriate
envelope. The JBC battery power
will shut off automatically.

NOo Ok~

©NO O

Support steps: None needed

Battery power can be verified any time of the day by checking the power status on the JBC and
eSlates.

¥~ Refer to “Power Status” on page 169.

eSlate or JBC batteries do not work

JBC battery:

1. Disconnect the JBC battery key.

2. Turn the JBC over on a soft surface, open the battery compartments on the back of the
JBC and unplug both battery connections.

3. Wait a minute, and reconnect the battery connections. Close the battery compartments.

¥~ Refer to “Connecting JBC battery packs” on page 137.
4. Reconnect the JBC battery key.

eSlate battery:

1. Open the battery compartment on the back of the eSlate and check connections

¥~ Refer to “Connecting eSlate battery packs” on page 136.
2. Press the CAST BALLOT and ENTER buttons at the same time.

If the batteries still do not work, call the Help Desk.

Support steps:
Check battery power level with the Battery Tester. Replace if necessary.
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Close Polls button pushed too early

If someone has pushed Close Polls before closing time, follow these steps:

Steps: Details:
It is not time
. . to close the polls.
1. If you are on the It is not time to
close the polls screen, press the <4 C Schmlg:f:fo:;‘rm‘;f:e: w00 |@
next to NO and continue normal )| ves @
operations. ® @
Confirm Close Polls
2. If you are on the Confirm Close A ose the poller
Polls JBC screen, press the 4« next » )
to NO and continue normal ®|ves @@
operations. » @
Polls Close Password
(ARREN
3. If you are on the Polls Close Enter the close polls password
Password screen, press the € next » @
to Cancel and you will return to the
Polls Open Menu. B Accept Clear | @)
® Cameali®)
Polls Closed
. . 19:01:04
4. Ifitis Election Day, and you are on (B )|print Wrte1n Repor @
the Polls Closed screen, call the G
Elections Office or Help Desk. (B[ Access Code Report Q)
@ Print Tally @
PVT:000986 PUB: 00267
Polls Suspended
5. Ifitis an Early Voting day and you il e
are already on the Polls 17:01:35 @
Suspended screen, disconnect the »
JBC from all power sources. Then (B)|suspend Report )
power on the JBC, assign booths, () |paily Detail Report @
and continue processing voters. PVT: 000742 PUB:000314
File all tapes printed in the appropriate envelope.

Support steps:

&~ Refer to page 159 for JBC replacement procedures.

For step #4 above, the JBC must be reset or replaced in order to continue processing
voters. If it is the beginning of the election and no voters have cast ballots to that JBC,
it may be reset. NEVER RESET EQUIPMENT IN THE FIELD. If the JBC contains any cast
votes, it must be replaced. Check for cast votes by looking at the PUB count in the
lower right corner of the JBC screen.
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Curbside eSlate errors

The curbside eSlate was disconnected before entering the voter’s access code

If the eSlate has been disconnected for less than five minutes:
1. A warning message appears on the eSlate screen. If the screen is blank, refer to the
steps in the following section.

Warning!
Disconnected from Network

An Access Code has not been entered.
If Curbside Voting, reconnect to
the voting system and enter a
valid Access Code.

Reconnect the eSlate to the system.

Wait for the Select Language or Access Code page to reappear.
Enter the curbside voter's access code.

Take the eSlate with the ballot to the curbside voter.

arON

If the eSlate has been disconnected for more than five minutes:
1. The eSlate screen is blank.
2. Plug the curbside eSlate back into the daisy chain.
3. Wait until all voters currently on eSlates have finished voting and unplug the JBC from all
power sources (AC and battery key). DO NOT CLOSE POLLS.

4. Plug the JBC back into all power sources. File all reports that print in the appropriate
envelope.

5. Reassign booth numbers to the eSlates.

6. Enter Open Polls Password.

7. Re-enter the access code into the curbside unit.

8. Disconnect the curbside eSlate from the daisy chain and take it to voter.
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The curbside eSlate was disconnected and does not have battery power

1. Check the eSlate battery connection. Make sure it is connected correctly.
¥~ Refer to “Installing the eSlate battery pack” on page 136.

2. Check that the battery backup is working by pressing CAST BALLOT and ENTER. Ifitis
not working, replace the battery with a new one.

Plug the curbside eSlate back into the daisy chain.

Wait until all voters currently on eSlates have finished voting and unplug the JBC from all
power sources (AC and battery key). DO NOT CLOSE POLLS.

Plug the JBC back into all power sources. File all reports printed in the appropriate
envelope.

Reassign booth numbers to the eSlates.

Enter Open Polls Password.

Issue a new access code for the voter. Enter the access code into the curbside unit.
Disconnect the curbside eSlate from the daisy chain and take it to voter.

o

o

©ooNS

Support steps:
Check battery power level with the Battery Tester. Replace if necessary.
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DAU audio card error

Steps:

Details:

1.

If a DAU audio card error occurs,
make sure that the DAU audio card
is in the slot, and then push on it to
make sure it is fully engaged.

If the DAU audio card is missing,
make sure that the eSlate in
question is supposed to be used as
a DAU eSlate, and locate the DAU
audio card. Proceed to step 5.

goes into the
DAU eSlate.

This side UP. “‘
This end

S DO NOT DROP, BEND OR CRUSH '
KEEP AWAY FROM MOISTURE b=

= KEEF CONNECTOR CLEAN
8 AVOID HIGH TEMPERATURES US. Patent ¢ 8
=% AND DIRECT SUNLIGHT 6250548 51 [

.',;{e.-,'-cuqu:ua 1=t firticle
v

If “Audio Card is an MBB” appears
on the eSlate, remove the MBB from
the DAU eSlate and locate the
correct DAU audio card. Proceed to
step 5.

This card was written with election data and
contains no audio files.

If “Audio Card Election Mismatch”
appears on the eSlate, remove the
audio card from the DAU eSlate and
locate the correct DAU audio card.
Proceed to step 5.

This card contains audio files for another
election and cannot be used with the current
election.

Insert the DAU audio card with the
female (pin holed) end into the slot
on the side of the DAU eSlate
(between the headphone and tactile
input switch jacks). Firmly push the
card until it snaps and is secure.

Make certain all voters currently on
eSlates have finished, disconnect
the JBC from all power sources, (AC
and battery key).

File all reports printed in the appropriate
envelope.

Plug the JBC back into all power
sources. File all reports printed in
the appropriate envelope.

¥~ Refer to “Restarting the JBC” on
page 173.

Reassign eSlate booth numbers.

Enter Open Polls Password.

. Turn the SELECT wheel on the

DAU eSlate to check that the
headphones produce sound.

Support Steps: None needed
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DAU audio card removal

Headphones Jack

DAU audio card Slot
with card inserted

Tactile Input Switches Jack

DAU audio card Slot

Steps: Details:

1. ONLY PERFORM THIS
PROCEDURE IF YOU HAVE BEEN
DIRECTED TO REMOVE THE DAU
AUDIO CARD. Grasp the DAU
audio card between your fingers and
gently but firmly pull (as if you are
removing an ATM card).

The DAU audio card slides out with some
resistance.

Support steps:

the functionality to be activated.

error reoccurs.

The DAU audio card has to be inserted before the DAU eSlate is powered on in order for

Perform the JBC restart steps, with the DAU audio card installed, if the DAU audio card
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DAU headphones or Tactile Input Switches do not work

Steps:

Details:

1.

If the headphones or tactile input
switches do not work, first push the
DAU audio card in to make sure it is
fully engaged.

Check to make sure that the
headphones and tactile input
switches are plugged in to the
correct jacks.

The headphones jack has a picture of a pair of
headphones next to it 9 .

The tactile input switches jack has a wheelchair
symbol next to it é} .

Push the plugs to make sure they
are fully inserted into the jacks.

If the tactile input switches have a Y
connector, push the Y-connector on
the tactile input switches together to
make sure that jacks and plugs are
completely connected.

If there still is no response from the
headphones or tactile input
switches, try trading out headphones
or tactile input switches with another
set.

If accessories still do not function, try
restarting the system. Wait until all
voters currently on eSlates have
finished voting and unplug the JBC
from all power sources (AC and
battery key). Wait a minute, and
then plug the JBC into all power
sources. Reassign booth numbers
to the eSlates and enter the Open
Polls password. Re-test accessories.

File all reports printed in the appropriate
envelope.

Support steps:
Replace faulty equipment, starting with the headphones, switches, and Y cable. If this
does not work, replace the DAU eSlate. Perform JBC restart procedures.
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eSlate or DAU eSlate does not work

Steps:

Details:

1.

If a voter is using an eSlate or
DAU eSlate that stops working
correctly, first find out what the
voter was trying to do.

The voter may just be confused on how to operate
the eSlate. A poll worker should offer assistance.

The JBC booth status lights could be:

2. Check the JBC booth status lights | 0 Off, and the eSlate is off.
for the eSlate that is out of O On, but the eSlate is off.
service. 0 On, but the eSlate displays an error message
(e.g., “Unavailable”).
3. Check cable connections to the Make certain that the eSlate cable connections are
booth, but do not disconnect it. seated and connected firmly.
4. Check the JBC booth status lights
again.
5. If the eSlate is still non-
responsive try restarting the
system. Wait until all voters If the eSlate shows an Internal Alert you will
currently on eSlates have finished have to disconnect and reconnect that
voting and unplug the JBC from eSlate’s battery pack before going to the
all power sources (AC and battery next step.
key).
6. Reconnect all power, reassign
booths and enter Open Polls
password. If the eSlate in
question works, go to Step 9. If
the eSlate still does not work, go
tostep 7.
|
Jurisdiction Title
Election Title
Date
7. Verify firmware/software versions Foling Fiace

on eSlates and JBC. Look at the
“Network Configuration” report
and check that the correct
firmware/software versions are
installed. (Check with jurisdiction
for correct versions.) If the
versions are incorrect contact the
jurisdiction for replacement
equipment.

[Metwork Confiquration

Diate: 11-07-2002
Timne: 06:59:58

Booths Configured =2

Booth Controller
Serial Mumber = CO0016
Software Wer =DM HWN NN <
Fub Count = 000000
Pyt Count =012535879

Booth (1)
Serial Mumber = AD0003
Software Ver =LK NN €——

Fub Count = 00000
Pt Count =012532
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eSlate or DAU eSlate does not work

Steps:

Details:

8. Unplug the JBC from all power

sources (AC and battery key).
Disconnect the malfunctioning
eSlate from the system, and then
reconnect the next booth in the
sequence in its place. Plug the
JBC into all power sources (AC
and battery key), reassign booth
numbers to the eSlates and enter
Open Polls password.

Check for bent pins on the eSlate booth and on the
eSlate itself. Also check the preceding booth and
eSlate. Bypass the booth pins or straighten pins
with needle nose pliers, if possible. After
straightening, add the booth back to the daisy
chain and restart the system.

Print new access codes for voters
who had aborted access codes.

If the JBC prints an “Aborted
Access Codes” report, file it in the
appropriate envelope.

File all reports printed in the appropriate envelope.

Support steps:
&~ Refer to the following page.
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eSlate or DAU eSlate does not work

Support Steps:

Troubleshooting a non-responsive eSlate

A non-responsive eSlate may have a dark screen, non-responsive buttons, a system
alert, or an internal alert. If one eSlate is non-responsive, other eSlates may continue to
work properly. Follow the steps below to troubleshoot non-responsive eSlates.

1. Check the booth status lights on the JBC. The booth status lights tell you if the JBC
properly recognizes eSlates in its network. A properly functioning eSlate displays a
green light when it is recognized by the JBC and not currently in use, and a red light
when it is recognized by the JBC and currently has an active ballot loaded. However, if
a colored light does not correctly correspond to an eSlate’s current status, or if a
particular booth’s status light does not appear at all, then the JBC is not communicating
properly with the eSlate. If the JBC and eSlate cannot communicate, the eSlate will no
longer be able to display ballots from the JBC or record Cast Vote Records (CVRs) to
the JBC.
2. If the non-responsive eSlate has no colored light on the JBC, then the eSlate is not
recognized in the network. Check the booth status lights on the JBC to determine
whether all other eSlates are recognized in the network.
3. If the one non-responsive eSlate is the only one offline, and if it has a ballot displayed on
the screen, have the voter step aside and instruct him/her to hold onto the access code
slip. (You will issue a new access code, below.) Record the PUB counter on the JBC.
Do not allow any new voters to vote on the non-responsive eSlate unit until the problem
has been resolved.
4. If there are voters with active ballots on the remaining eSlates in the network, wait for
them to finish voting and make sure that the PUB counter on the JBC increases by one
as each voter completes voting.
= |f the PUB counter increases, then all other voters’ CVRs (except for the one
problem eSlate) have been cast and recorded properly.

= |f the PUB counter does not increase, then have all voters step aside and ask for
their access code slips so that you can give each voter a new access code when the
problem is resolved. (See below.)

5. Once all voters with functional eSlates have completed voting, unplug all power (AC and
battery key) to the JBC to turn off the network.

6. Reconnect all power and reassign booths. Follow the JBC prompts to enter the Open
Polls password. If the non-responsive eSlate appears to be functional again (i.e. proper
status light, and Select Language or Access Code page is displayed), go to step 9. If
the problem persists, go to step 7.

7. Unplug the JBC from all power sources (AC and battery key). Disconnect and reconnect
the offending eSlate’s battery pack.

8. Power the JBC back on, reassign the booths, and follow the JBC prompts to enter the
Open Polls password.

9. Check access codes for any/all voters with previously non-responsive eSlates. Confirm
that original access codes are canceled. Issue new access codes to any voters who
have canceled or aborted codes.

10. Record the serial number of the eSlate(s) that exhibited a problem.

11. The polling place can continue processing voters.
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If an eSlate shuts down and breaks the chain:

1.

© N

If an eSlate loses all power, then all the other booths “downstream” the daisy chain also
lose power. If any of them had active ballots displayed, the voter’s access code on that
eSlate is canceled.

Have the voter or voters with non-responsive eSlates step aside while the issue is
resolved and instruct them to hold onto their access code slips.

Wait until all voters that still have working eSlates have completed voting, and then
unplug the JBC from all power sources (AC and battery key).

Once the system is turned off, remove the faulty eSlate (refer to “eSlate Replacement” on
page 149). Then reconnect the daisy chain to remaining eSlate booths.

Power on the JBC, reassign booths, and follow the JBC prompts to enter the Open Polls
password. The polling place can continue processing voters.

Check voters’ access codes to determine the status of those codes.

Issue new access codes to any voters who have canceled or aborted codes.
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eSlate replacement

An inoperable eSlate or DAU eSlate can be removed from the daisy chain without replacing it.
Simply bypass the unit, then close, seal, and tag that booth. This is the preferred solution.
Replace an eSlate only if voter turnout demands it.

Screen Shots: Steps: Details:

1.

If replacing an
eSlate, first make
certain voters have
completed voting,
then disconnect
the JBC from all
power sources and
take the inoperable
eSlate booth out of
the daisy chain.
Seal and tag the
booth.

DO NOT CLOSE POLLS
TO REPLACE
EQUIPMENT.

Remove the eSlate battery
pack if it will be used in the
replacement equipment.

If adding a replacement
DAU eSlate, it MUST have

then connect the
JBC black power
cord to an
electrical outlet. A
“JBC Initialized”
report prints.

2. Either add the new a DAU audio card installed
eSlate or DAU :
before start up in order for
eSlate to replace \
; .. | the DAU audio to work.
the inoperable unit,
%robﬁ:;lsetniit If applicable, connect the
P ' battery pack in the
replacement equipment.
3. Connect the JBC
battery key and

Leave the “JBC Initialized”
report on the JBC, to file
with the other reports.
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eSlate replacement

Screen Shots:

Booth Assignment

Press ENTER

 §

to assign this booth.

Booth number will be

01

Steps:

Details:

4. Go to the first
eSlate booth, and
press ENTER.

The number 01 is assigned to
the first eSlate booth.

5. Repeat for all
booths. Return to
the JBC when you
have finished
assigning booths.

Booth Assignment
Proceed to booth
number ONE and
follow the instructions
Press DONE when complete

NN\

@aas

6. Press the « next
to Done.

If you have 12 eSlates in the
daisy chain, the JBC skips
this screen.

Polls Open Password

Accept

NN\

Enter the open polls password

Clear

@aad

7. Enter the Open
Polls password.

Booth Assignment Complete
Press Next to continue or
press Start Over to re-assign

PVT: 000742

@/@\@

Start Over

PUB: 000000

@aad

8. Confirm that you
have finished
assigning booth
numbers by
pressing the
next to Next.
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eSlate replacement

Screen Shots: Steps: Details:

R T T T P S

Jurisdiction Tile
Election Title

oo m‘gaf;im This report shows the booths
J 9. The JBC prints a assigned to the JBC.
Matwaork Configuration “Network
Date: 04-24-2004 Configuration” Leavg the .“N%twork .
Tirne: 06:59:58 report. Configuration” report to file

, with the other reports.
Booths Configured =2

Booth Controller
Serial Number = CO0016
Software Wer = BLNK.NM

PAAAARAADASADSAAABBBABAANAANANRN

Polls Open 07:07:22
Election Name
Codes Active: 00000 10. The JBC Polls
Open Menu
appears. Check
power status on

Add Voter Check Code the JBC
PVT: 000?4m PUB: 000000

JBC Polls Open Menu

You are now ready to add

Other voters.

NN/
«@@a

11. Complete the
support log, as
applicable.

File all reports printed in the
appropriate envelope.
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Extra Access Codes

When extra access codes are printed by the JBC, they must not be entered into an eSlate. The
following steps ensure that any extra access codes printed will expire, and also document the

reason an extra access code was printed.

Steps:

Details:

1. On the back of the extra access
code, write a note explaining what
happened.

2. File the access code in the
appropriate envelope.

3. Print a correct access code for the
voter, if needed.

Support steps: None Needed.
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Firmware mismatch

Steps:

Details:

1.

If a voter is using an eSlate or
DAU eSlate that stops working
correctly, first find out what the
voter was trying to do.

The voter may just be confused on how to operate
the eSlate. A poll worker should offer assistance.

Check the JBC booth status lights
for the eSlate that is out of
service.

The JBC booth status lights could be:

o Off, and the eSlate is off.

O On, but the eSlate is off.

0 On, but the eSlate displays an error message
(e.g., “Unavailable”).

3. Check cable connections to the Make certain that the eSlate cable connections are
booth, but do not disconnect it. seated and connected firmly.
4. Check the JBC booth status lights

again.

If the eSlate is still non-
responsive try restarting the
system. Wait until all voters
currently on eSlates have finished
voting and unplug the JBC from
all power sources (AC and battery
key).

If the eSlate shows an Internal Alert you
must disconnect and reconnect that eSlate’s
battery pack before going to the next step.

Reconnect all power, reassign
booths and enter Open Polls
password. If the eSlate in
question works, go to Step 9. If
the eSlate still does not work, go
to step 7.

Verify firmware/software versions
on eSlates and JBC. Look at the
“Network Configuration” report
and check that the correct
firmware/software versions are
installed. (Check with the
jurisdiction for correct versions.)
If the versions are incorrect,
contact the jurisdiction for
replacement equipment.

Junsdiction Title

Elaction Title
Date
Folting Flace

Metwork Confiquration

Drate: 11-07-2002
Time: 0&6:59:58

Booths Configured =2

Booth Controller

Serial Mumber = CO0016

Saftware Ver = b NKN NN €—————
Pub Count = 000000
Pyt Count =01253579

Boaoth (1)

Serial Mumber = AD0003

Softwears Var =0 b NN €L
FPub Count = 00000
Pt Count = 012535

Support steps:
&~ Refer to “JBC Replacement” on page 159 and “eSlate Replacement” on

page 149.
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Invalid card

Steps:

Details:

Security Mismatch Alert. MBB signing key
does not match the JBC signing key.
Replace JBC.

Warehouse Personnel:

1. Replace MBB with MBB from current
election.

2. Replace JBC with JBC from current
election. Return original JBC to
warehouse.

3. Program signing key to JBC using
SERVO if it is to be used in this
election.

NN\

Please Remove Invalid Card

Security Mismatch Alert

“@@®

Security Invalid Alert. JBC has failed to
verify signature of the eSlate MBB ballot
data. Replace JBC.

Warehouse Personnel:

1. Replace MBB with MBB from current
election.

2. Replace JBC with JBC from current
election. Return original JBC to
warehouse.

3. Program signing key to JBC using
SERVO if it is to be used in this
election.

NN

Please Remove Invalid Card

Security Invalid Alert

“@a

Security Missing Alert. JBC does not
contain a signing key. Replace JBC.

Warehouse Personnel:

1. Replace JBC with JBC from current
election. Return original JBC to
warehouse.

2. Program signing key to JBC using
SERVO if it is to be used in this
election.

NN\

Please Remove Invalid Card

Security Missing Alert

@« aa
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Invalid card

Steps: Details:

MBB Not For This JBC. JBC has been
previously opened with another MBB. Insert
the same MBB that was originally used to
open the JBC.

NN\

Please Remove Invalid Card
MBB Not For This JBC

aaa

NO PVS Ballot Data. PVS format was not
generated and written to the MBB and
cannot be used in the JBC. Replace MBB.

NN

Please Remove Invalid Card
NO PVS Ballot Data

“aa@

Support steps:

¥~ Refer to “JBC Replacement” on page 159.
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JBC does not work

Steps:

Details:

1.

Check cable connections from the
JBC.

00 Make certain that the eSlate cable connections
are seated and connected firmly.

00 Check the AC power connection on the back of
the JBC and at the wall.

0O Check the JBC battery pack connections.

2. Ifthe JBC shows an error or alert If the JBC shows an Internal Alert you will
message, try restarting the & have to disconnect and reconnect that
system. Unplug the JBC from all JBC’s batt ks bef ina to th
power sources (AC and battery S batlery packs betore going fo the
key). next step.

3. Reconnect all power, reassign
booths and enter Open Polls
password.

Check for bent pins on the JBC, eSlate booth, and
on the eSlate itself. Bypass the booth pins or
straighten pins with needle nose pliers, if possible.

4. If the problem persists, check for | After straightening, restart the system.
bent pins at the JBC “Booth Out”
port, on the first booth in the daisy
chain, and on the first eSlate in
the daisy chain.

5. If this does not work, replace the
JBC.

&~ Refer to “JBC
Replacement” on page
159.
6. Print new access codes for voters

who had aborted or canceled
access codes. If the original JBC
prints an “Aborted Access Codes”
report, file it in the appropriate
envelope.

File all reports printed in the appropriate envelope.

Support steps:

&~ Refer to “JBC Replacement” on page 159.
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JBC Early Voting question answered incorrectly

While opening the polls, the poll worker may answer the question “Are you performing Early
Voting today?” on the JBC (see screen below). If the poll worker answers this question
incorrectly, s/he may go back to correct the error on the next JBC screen.

Follow these steps if the poll worker:
a. Answered “Yes” to the Early Voting question, but is working an Election Day

event.
OR
b. Answered “No” to the Early Voting question, but is working an Early Voting
event.
Steps: Details:

1. After you are asked “Are you
performing Early Voting
today?” the Polling Place
name and “Is this correct?”
question appear on the JBC
screen.

Press the € next to No.

@

The JBC returns to the Polling
Place ID screen.

4. Enter the Polling Place ID, and
answer the Early Voting
question correctly.

5. Continue opening the polls.

6. If you have already incorrectly
confirmed Early Voting or the
Polling Place, call the Elections

Office or Help Desk.

Support steps:
This JBC needs to be replaced if

the poll worker is at step number 6.

YES

NN

Are you performing
Early Voting today?
Press YES or NO

NO

aa@ @
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JBC fuse replacement

Steps:

1.

If the JBC blows a fuse,
disconnect the JBC from AC
power.

Details:
If troubleshooting in the field, ascertain

& the field or to have the entire JBC replaced

and the fuse replaced post-election.

whether the jurisdiction governing the
election wishes to have the fuse replaced in
O Check that pins are not touching each other or
the wall of a port.

2. Check the pins on all JBC ports. 00 Check that there is not a short due to the AC
A blown JBC fuse is an indicator cable being frayed.
of an electrical short. 0 Check extension cords, surge protectors, and the
AC outlet for signs of an electrical short. If any of
these are suspect, bypass it when reconnecting.
3. After correcting the issue that '
caused the short, pull the JBC
fuse drawer, remove the blown
fuse, and replace it with the new
fuse.
4. Reconnect all power, reassign
booths, and enter Open Polls
password.
5. If this does not work, replace the
JBC
¥~ Refer to “JBC
Replacement” on page
159.
0O Attach a note to the JBC box, recording that part
#1001 172 must be replaced (the 2 amp, 250
volt replacement fuse).
6. Print new access codes for voters

who had aborted or canceled
access codes. If the original JBC
prints an “Aborted Access Codes”
report file it in the appropriate
envelope.

File all reports printed in the appropriate envelope.

Support steps:

¥~ Refer to “JBC Replacement” on page 159.
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JBC replacement

Screen Shots:

Steps:

Details:

DO NOT CLOSE
POLLS TO REPLACE
EQUIPMENT.

1. If replacing a JBC,
first disconnect all
power sources and
remove, box, and
tag the inoperable
JBC.

Remove JBC battery packs if
they will be used in the
replacement equipment.

& |f replacing an
eSlate, refer
to page 149.

2. Setup the
replacement JBC
and connect the
Booth Out cable to

the first eSlate.

If applicable, connect JBC
battery packs in the
replacement equipment.

3. Connect the JBC
battery key and

then connect the
JBC black power
cord to an
electrical outlet. A
“JBC Initialized”
report prints.

Leave the “JBC Initialized”
report on the JBC, to file with
the other Open Polls reports.

Start-up Password

Enter the start-up password

Y@@

Clear

@aa@

4. Enter the
password provided
by the Elections
Office using the
keypad on the right
side of the JBC,
and then press the
P next to Accept.

Pomng Place I.D.

IERERERN
Enter the Polling Place I.D.

Accept )}

Y O®

Clear

@@ a@

5. Use the keypad to
type in the Polling
Place Identification
(ID) number and

press the P next

to Accept on the
JBC Screen.

If you do not know the Polling
Place ID, call the Elections
Office or Help Desk.
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JBC replacement

Screen Shots:

Steps:

Details:

Are you performing
Early Voting today?
Press YES or NO

YES

NN

NO

6. Press the P> next
to YES if you are
opening for Early
Voting or 4 NO if
you are opening
for Election Day.

@aa@

This screen may not appear
unless the polling place has
both Early Voting and
Election Day use.

Pomng Place Location
YOUR POLLING PLACE'S NAME
Is this correct?

NN/

YES NO

7. Press the P> next
to YES if the
polling place name
is correct.

«a@a@

The “Election Identification”
report prints. Leave this
report on the JBC, to file
with the other Open Polls
reports.

Booth Assignment

Press ENTER

§

to assign this booth.

Booth number will be

01

8. Go to the first
eSlate booth, and
press ENTER.

The number 01 is assigned
to the first eSlate booth.

9. Repeat for all
booths. Return to
the JBC when you
have finished
assigning booths.

Booth Assignment
Proceed to booth
number ONE and
follow the instructions
Press DONE when complete

NN\

10. Press the « next
to Done.

@aas

If you have 12 eSlates in
the daisy chain, the JBC
skips this screen.
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JBC replacement

Screen Shots:

Steps: Details:

Booth Assignment Complete
Press Next to continue or
press Start Over to re-assign

>
»

@a=

11. Confirm that you
have finished
assigning booth

Junsdiction Tile
Flection Title
Date
Foliing Flace

Metwark Configuration

Date: D4-24-2004
Time: 06:59:58

Baoths Configured =2

Booth Contraller
Serial Number = CO0016

Software Wer = M.NM MM

AN AL A DDA DA D AARAORN,

Start Over numbers by
pressing the »
PVT: 000742 PUB: 000000 next to Next.
i B P S B P B P P P P
I

12. The JBC prints a
“‘Network
Configuration”
report.

This report shows the booths
assigned to the JBC. Check
the heading on the report to
confirm the polling place
assignment.

Leave the “Network
Configuration” report to file
with the other Open Polls
reports.

Print Zero Tape
06:52:00

NN\

@
Enzerrr [

PVT:000742 AC[OKAY] Batt[OKAY] PUB: 000000

13. Press the 4 next
to Print Zero
Tape.

Leave the “Zero Tape” report
to file with the other Open
Polls reports.

Ready To Open Polls
06:52:00

Open Polls Print Zero Tape

NN\

PVT: 000742 ACIOKAY] Batt[OKAY{" PUB: 000000

“d@

14. Write the JBC
Public Count in the
appropriate polling
place log.

The Public Count is
found on the bottom
right side of the
screen. It says PUB
with numbers next to
it.

© Hart InterCivic, Inc.
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JBC replacement

Screen Shots: Steps: Details:

Ready To Open Polls
06:52:00

15. Press the P next

» @ t0 Open Polls A Polls Opened report prints.
@ Open Polls ) Print Zero Tape @ P .
» S)
PVT: 000742 AC[OKAY] Batt[OKAY] PUB: 000000
Polls Open Password 16. Enter the
LI password provided

Enter the open polls password

:@ Clear

by the Elections
Office using the
keypad on the right
side of the JBC,
and then press the

P next to Accept.

9@ ®
aaa

Polls Open 07:07:22

Election Name

Codes Active: 00000
Check AC and battery status

on the JBC. (AC [OK] Batt
[OK]). You are now ready to
add voters.

17. The JBC Polls
Open Menu
appears.

Other

NN\
@ aa

Add Voter Check Code

PVT: 0007 AC[OKAY] Batt[OKAY] PUB)000000

JBC Polls Open Menu

18. Complete the
support log, as
applicable.

File all reports printed in the
appropriate envelope.
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MBB error

Steps:

Details:

1. If the JBC displays an MBB error
unplug the JBC from all power
sources (AC and battery key), and
then reconnect it to all power sources
(AC and battery key).

Do not forget to disconnect the JBC battery
key to power off and then reconnect the
battery key when powering back on.

2. If you still get an MBB error, call the
Elections Office or Help Desk.

The MBB card is not pushed in all the way, or
the JBC was not reset for the election
correctly.

Do not remove the JBC wire security seal
unless directed to do so by the Elections
Office.

Support steps:

‘¥~ Refer to “JBC Replacement” on page 159.
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MBB removal

ONLY REMOVE THE MBB IF YOUR INSTRUCTIONS SPECIFICALLY CALL FOR
& THIS. Otherwise bring the ENTIRE JBC to the substation or central counting
facility.

Steps: Details:
1. To remove the MBB, break the wire
security seal securing the MBB slot

on the right side of the JBC.

2. Grasp the end of the MBB and pull
firmly.

3. Follow procedures for transporting
the MBB to a substation or central
counting station.

Support steps:

The following JBC screen appears if the MBB is removed while the JBC is still

powered on.

If the MBB has been removed accidentally, push it back in and restart the system.

File the original JBC security seal in the appropriate envelope and install a new seal.

If the MBB has been lost or stolen, isolate the JBC and eSlates and perform MBB

recovery steps with SERVO. Replace the JBC and eSlates in order to continue

voting.

&~ Refer to the SERVO Procedures and the SERVO Operations Manual on
page 271.

System Alert!
MBB Has Been Removed

NN/
a@ @
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Mode Mismatch

This occurs when the eSlate was not reset from test mode, but the JBC was reset and has been

predefined. The JBC acts normally.

Steps:

Details:

1. If the eSlate displays the message:
“‘Mode Mismatch (Election/Test)”,
unplug the JBC from all power
sources (AC and battery key).

0 Wait until voters currently voting have cast
their ballots before powering off the system.

O Itis not necessary to remove or replace the
nonfunctioning eSlate immediately if it is not
affecting voter access. eSlates before and
after the nonfunctioning unit will continue to
operate normally.

2. Disconnect the eSlate from the
daisy chain of eSlates, and replace
it with an eSlate that has been reset
and prepared for the election.

O If a new eSlate is not available, remove the
nonfunctioning eSlate and booth and move the
remaining eSlates down the daisy chain.

0 Change any signs indicating booth numbers.

3. Restart the system, assign booths,
and enter Open Polls password and
file JBC reports.

When restarting, connect both the JBC AC cord
and battery key.

4. Continue processing voters.

Support steps:

5~ Refer to “eSlate Replacement” on page 149.
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“Old Election Data” message on eSlate

& If an eSlate or DAU eSlate displays an “Old Election Data” message, you will need
to either replace the unit or remove it from the daisy chain of eSlates.

Steps: Details:

0O Wait until voters currently voting have cast
their ballots before powering off the system.

O It is not necessary to remove or replace the
nonfunctioning eSlate immediately if it is not
affecting voter access. eSlates before and

1. If the eSlate displays the message:
“Old Election Data”, unplug the JBC
from all power sources (AC and

battery key). after the nonfunctioning unit will continue to
operate normally.

2. Disconnect the eSlate from the O If a new eSlate is not available, remove the
daisy chain of eSlates, and replace nonfunctioning eSlate and booth and move the
it with an eSlate that has been reset remaining eSlates down the daisy chain.
and prepared for the election. 0 Change any signs indicating booth numbers.

3. Restart the system, assign booths, When restarting, connect both the JBC AC cord
and enter Open Polls password and

file JBC reports. and battery key.

4. Continue processing voters.

Support steps:
If necessary, reset eSlate equipment displaying the “Old Election Data” message at
the warehouse. Never reset equipment in the field during a live election event.

Page 166 Confidential and Proprietary © Hart InterCivic, Inc.



Hart Voting System Support Procedures Training Manual 6300-006 62D

Password error

Steps: Details:

1. If you get an error message on a
JBC password screen, try the
password again.

2. If you still get an error message,
call the Elections Office or Help
Desk.

Support steps:

Check that the correct password was entered using the ENTER button on the JBC
keyboard or the P Accept button next to the screen. If the error repeats even though
the correct password has been entered in the correct manner, replace the JBC.

This screen may appear:

Password is incorrect
Press CONTINUE then try again

CONTINUE

NN/
aa@ @
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Power fails

Steps: Details:

o If you have installed the JBC and eSlate
battery packs, you have backup power.

0 On backup power, only equipment connected
to batteries (i.e., the JBC and any eSlates)
operate as usual.

0O All the cast ballots remain recorded.

. . 0O To see if a voter’s ballot was cast, follow

2. Ifthe polling place has only partial Check Code steps (available via the JBC

battery backup power, when power Polls Open menu, Other menu item).
returns, disconnect the JBC from all

power sources, wait a minute, and
then plug it back into all power

1. If power fails call the Elections Office
or Help Desk and report the power
failure. Ask voters to stay at the
booths with their access codes.

&~ If the JBC prints out an “Aborted
Access Codes” report, refer to the

sources.
“Aborted Access Code Report” on
page 134.
3. Reassign eSlate booth numbers and
enter Open Polls password.
4. File the tapes printed in the File all reports printed in the appropriate

appropriate envelope. envelope.
5. If the polling place has no battery

backup, an “Aborted Access Code”

report prints when power returns.

e Reassign eSlate booth numbers.

e Find voters with aborted codes,
and print new access codes for
them.

e File the “Aborted Access Code”
report in the appropriate envelope.

Support steps: None needed.
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Power status

Polls Open

»
»

@ Add Voter

Election Name
Codes Active: 00000

PVT:000742( AC[OKAY] Batt[OKAY] PUB: 000000

07:07:22

Other

o @«

Check Code

The screen above displays power status:

Equipment: Status Indicators: Details:
The JBC is plugged in and the
AC [OKAY] surge protector/outlet is working
correctly.
The JBC is not plugged into the
JBC AC [NONE] outlet or the outlet is not

Displayed on the

working correctly.

Polls Open screen BATT [OKAY]

The JBC has batteries and the
batteries are working correctly.

BATT [NONE]

The JBC either does not have
batteries or the batteries have
no charge.

eSlate/DAU eSlate
Displayed on the
eSlate Language BATTERY
and Access Code
pages

The eSlate has batteries and
the batteries are working
correctly.

If the word “Battery” does not
appear, there are no batteries
installed and/or the batteries
are not working correctly.

Power Supply: JBC [OKAY]
eSlate/DAU eSlate | Battery [OKAY]
Displayed on the

The eSlate has batteries and
the batteries are working
correctly.

eSlate Response

Test page Power Supply: JBC [OKAY]

Battery [NONE]

The eSlate either does not have
batteries or the batteries have
no charge.

Support Steps: None needed.

A JBC running on battery power only will display:

& “AC [NONE] BATT [OKAY]”

and the JBC fan will not be running. (This fan cools the AC power
adapter, which is not needed when running on DC power.)
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Printer error/Disabled printer

This table shows possible printer error messages and steps for resolving them:

Error: Steps:
Printer Error—Add Paper = . .
to Printer Refer to “Printer paper, changing” on page 171.
1. Open the printer cover.
Printer Error—Move 2. Check and make certain that the feed lever is DOWN.
Printer Feed Lever 3. Replace the printer cover.
4. Press the P> next to Continue.

Make certain that you have checked the printer paper and the
feed lever. If the printer is still not working make certain you
have paper and a pen handy, as you need to write down the
access code numbers displayed on the JBC screen until the
Elections Office can replace the JBC.

) 1. Press the P> next to Disable Printer.

Printer Error—Check 2. The JBC returns to the Polls Open Menu, and the printer is
Printer disabled (turned off).

3. After pressing the P> next to Add Voter button, read access
codes from the JBC screen and write the access codes on

slips of paper for voters. You must still press the P next to
Print in order to activate the access code.
4. Call the Elections Office or Help Desk so that they are
aware of the problem with the printer.
1. If the printer is disabled, and you need to enabile it, first
press the « next to Other on the JBC Polls Open Menu.
Printer Disabled 2. Press the P> next to Enable Printer.
3. The JBC returns to the Polls Open Menu, and the printer is
enabled (turned on).
Support Steps: The following JBC printer error screens may appeatr:

Printer Error Printer Error
Move Printer Lever Add Paper to Printer

Continue Continue

NN\
@@

Disable Print Disable Print

@@ a
P9@
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Printer paper, changing

The printer is on the left side of the JBC. It works with a special type of thermal rolled paper.
Changing printer paper is similar to feeding paper into a typewriter or dot-matrix printer. Follow

these steps to change printer paper:

Steps:

Details:

1. Open the lid to the printer by
pressing on the tab on the back of
the lid and lifting. Before removing
the old roll, notice how the spindle
is inserted through the paper roll
and observe the routing of the
paper under the rubber roller.

2. On the right side of the printer

In order for the printer to print, it
must be DOWN. In order to
change the paper, you must lift it
UP. Lift the lever.

compartment, there is a feed lever.

3. Take the old paper off the spindle
(like changing paper towels) and
insert the spindle into the new roll
of paper. Gently peel the free end
of the paper off the roll and insert
the new roll into its place in the
printer compartment so that the
roll feeds from the bottom. The
spindle tips go into the slots (see
picture at right).

4. Slip the free end of the paper
under the rubber roller and turn
the roller by hand to feed the
paper through.

5. After you get enough paper fed
through (around the rubber roller
and past the silver shield) pull
some extra paper out, and thread
this through the slot on the printer
cover so that you have some lead
when you close the lid.

6. Push the feed lever DOWN and
close the lid. You are ready to
print.

Printer
Lever

000
S 000

00

EEEEE
MO0 00002 goo
ooooﬂ 000

00000
00000

Paper MUST roll out FROM THE BOTTOM.

Support steps: None needed.
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Reports, printing

If you must print additional copies of reports immediately after closing polls:

Steps:

Details:

1.

From the JBC Polls Closed

Screen, press the P next to Print
Tally, Print Write-In Report, or
Access Code Report.

Support steps: None needed.

If you must restart the JBC to print “Tally,

closed:

Write-In,” or “Access Code” reports after polls are

Steps:

Details:

1.

Enter the Polls Close Password
and press the P next to Accept.

2. From the JBC Polls Closed
Screen, press the P next to Print
Tally, Print Write-In Report, or
Access Code Report.
Support steps: None needed.
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Restarting the JBC

If you need to restart (cycle power to) the JBC because of an error, follow these steps.

Steps:

Details:

1.

Make certain that all voters currently
on functional eSlates have finished
casting their ballots.

2. Unplug the JBC black AC power cord
and the battery key.

3. Wait a few seconds.

4. Reconnect the JBC battery key and
the black AC power cord.

5. Assign booths.

6. Enter Open Polls password.

7. File the “Aborted Access Code”
report, if one prints, in the appropriate
envelope.

8. File all tapes that print in the
appropriate envelope.

9. Print new access codes for voters

who had their codes aborted or
canceled.

10. Continue normal operations.

Support steps: None needed.
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Screen on eSlate or JBC is dark

If the eSlate or JBC is used in direct sunlight, the screen may darken.

Steps: Details:

This darkened screen effect may also be seen
immediately after the eSlate or JBC is removed
from a hot storage area, such as a locked
automobile, if the equipment is still hot to the
touch when placed into service.

1. Move the equipment to a shaded or
indoor area. The darkening effect
will diminish completely in a few
minutes.

2. If the screen contrast does not return
to normal, check that the battery
pack is connected correctly.

Support steps: None Needed.

Reversed polarity at the battery connection may
cause undue heat.

More Information:

The Samsung LCD specifications call for 50°C maximum operating temperature. At 95°F
(35°C) indoors there will not be a problem. However, in the sun, the LCD will absorb sunlight
energy and heat up past the 50°C (122°F) mark. At this point, the LCD cells do go to black.
This is similar to leaving your pocket calculator in the car during the afternoon and then trying
to use it before it cools somewhat. This is expected behavior.
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VBO error codes and resolution steps

VBO Error Condition Detection

Error Codes and
Meanings:

Possible Conditions and Resolution:

[EVBO-101] Battery Low

0O The batteries have less than 10 minutes of continuous
print time left.

Resolution: Replace the VBO printer in the polling place.

Replace all six AA batteries.

[EVBO-102] Paper Low

0O The paper roll does not have enough paper supply to print
another set of four ballots.

Resolution: Replace VBO printer in the polling place. On

original unit, press microswitch 1, PAPERFEED, to clear

paper low error. Remove and store original printout.

Replace paper roll in the \(varehouse.

i ol g T

PAPERFEED > X o] T g
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VBO error codes and resolution steps

Error Codes and

Possible Conditions and Resolution:

Communication Error

Meanings:

O The election is not programmed to use the VBO printer.
This error message appears on the eSlate button test and
booth assignment screens. Once the booths are assigned,
the error message disappears.

O There is a bad connection between the VBO printer and the
eSlate.

Resolutions:

e Re-seat the eSlate in the booth. The data contact on
the back of the eSlate and the contact in the booth
must be aligned. Check the data cable connection
on the VBO printer. On DAU eSlates, route the
cables for the tactile input switches and
headphones to exit toward the top of the eSlate.
This helps keep the eSlate flat inside the booth.

e OR Disconnect the VBO power brick and re-seat the
eSlate in the booth. Reconnect the VBO power
brick. The error is cleared, but the VBO battery may
still be low.

e OR Disconnect the VBO from the booth. Unplug the
power and signal cables from the bottom of the
VBO. Replace the batteries and reconnect the VBO.
You can also reconnect the VBO without replacing
the batteries.

[EVBO-103]

Booth data
contact
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VBO error codes and resolution steps

Error Codes and
Meanings:

Possible Conditions and Resolution:

[EVBO-104] Paper Jam

O The paper path in the VBO printer is jammed.
Resolution: Replace the VBO printer in the polling place.
Remove and store original printout. Replace paper roll in
the warehouse.

&~ For instructions to correct a VBO paper jam,
refer to page 179.

[EVBO-105] Paper Out

O There is no paper remaining in the VBO printer.
Resolution: Replace VBO printer in the polling place.
Remove and store original printout. Replace paper roll in
the warehouse.

[EVBO-200] Internal
Communication Error

O The printer’s microprocessor and the physical printer have
encountered a communication error.

Resolution: Replace VBO printer in the polling place.

Remove and store original printout. Return the unit to Hart.

[EVBO-201] Paper
Locking Mechanism Error

O The paper locking mechanism is not engaged.
Resolution: Replace VBO printer in the polling place.
Remove and store original printout. Return the unit to Hart.

[EVBO-202] Printer Head
Overheat Error

O The internal printer head is overheated.
Resolution: Replace VBO printer in the polling place.
Remove and store original printout. Allow the unit to cool.

[EVBO-203] General Error

O There is an unknown error type.
Resolution: Replace VBO printer in the polling place.
Remove and store original printout. Return the unit to Hart.

¥~ For VBO paper replacement instructions, refer to the Equipment Maintenance
and Supplements tab.
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VBO printer, field replacement

The VBO printer prints a paper duplicate of each voter’s cast ballot. It works with a special type
of thermal rolled paper. Do not replace paper in the field. Printouts are duplicates of voters’ cast
ballots (Cast Vote Records), and should be handled as such. The VBO is a secure, self-
contained unit. Replace the entire VBO printer in the field.

¥~ For VBO paper replacement instructions, refer to the Equipment Maintenance

and Supplements tab.

Details:

VBO Data (left) and Power (right) connectors

Steps:

1. Remove the VBO printer security
seal and log the seal number.

2. Press the black button at the top of
the VBO printer. When it pops up,
twist it to either the left or the right.

3. Pull the VBO printer up from the
top, and then out of the booth.

4. Turn over the VBO printer and
remove the data and power
connections.

5. Leave the original VBO printer with
the lead poll worker.

6. Connect data and power to the
replacement VBO printer.

7. Set the bottom edge of the unit
into the VBO opening in the booth.

8. Push the top of the VBO printer
into place and push the black
button in.

9. Secure the VBO printer with a
security seal.

Support steps: None needed.
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VBO printer, paper jam

If the [EVBO-104] error message displays on the eSlate, the VBO printer is jammed. This may
be caused by a take-up spool error inside the VBO. The following procedure explains how to
repair the take-up spool in order to prevent future paper jams.

If the paper is jammed inside the VBO printer, replace the entire VBO unit at the polling
place location. Do not perform this procedure during an election event.

Steps: Details:

1. Remove the VBO from the polling &~ For VBO printer replacement

]E)Iac$ and r?/péaoce it with a instructions, refer to page 178.
unctioning .

2. Remove the back cover of the
VBO.

VBO Without Back Cover

3. Remove the circular end cap and
tubular rewind core from the black
take-up spool.

VBO With Take-Up Spool Removed

4. Remove the two silver 3/32 hex
screws on either side of the take-
up spool. These screws attach
the take-up spool to the motor.

VBO Take-Up Spool Screw
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VBO printer, paper jam

Steps: Details:

5. Slide the motor out of the
spool by pulling gently on
the white tube that sticks
out of the end of the spool.
A silver cylinder is at the
end of the white plastic
tube.

i

VBO Take-Up Spool With Screws and Motor
Removed
O If the cylinder is completely detached from the shaft,
slide the cylinder onto the shaft. Leave about 1/8 of
an inch between the white plastic cylinder and the
metal cylinder.

6. The silver cylinder is
attached to the motor shaft
with one .050 hex screw.
Remove the screw, apply a
small amount of Loctite (or
similar product), and
tighten this screw so that
the motor shaft cannot spin
freely inside the take-up
spool.

VBO Motor and Cylider N

7. Once you have tightened
the screw, reassemble the
take-up spool.

Support steps: Re-insert the VBO paper roll inside the VBO.

&~ For VBO paper replacement instructions, refer to the Equipment Maintenance
and Supplements tab.
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Voter enters the wrong language choice

Steps:

Details:

1.

If a voter enters the wrong language
choice on the first screen of the
eSlate, the voter can use PREV to
go back and change the language
choice, then resume as usual.

If a voter enters the wrong language
choice, but does not notice the error
until after the voter has entered the
access code, it is too late to use
PREV to go back. In order for the
voter to get a ballot with the correct
language you need to cancel the
booth and issue the voter a new
access code.

This is a “Spoiled Ballot”.

Record the cancellation in the Canceled Booth
Log.

Support steps: None needed.

Voter gets the wrong ballot style

Steps:

Details:

1.

If a voter gets the wrong ballot style
the booth must be canceled, and a
new access code must be printed
for the voter.

The precinct I.D. for the ballot is displayed on
the access code printout, and in the upper right
corner of the eSlate ballot screen.

2. Confirm that the voter has the
wrong ballot style. Make sure the voter actually has the wrong
precinct I.D. listed on the access code and
ballot.
3. Ifitis the wrong ballot, cancel the
booth.
This is a “Spoiled Ballot”.
4. Issue the voter a new access code.

Record the cancellation in the Canceled Booth
Log.

Support steps: None needed.
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Voter needs DAU features

If a voter needs a DAU feature and already has a ballot displayed on a regular eSlate:

Steps:

Details:

1.

If a voter is on the first two screens
of the eSlate, the voter can use
PREV to go back, choose a DAU
unit, and then resume as usual.

If a voter needs DAU features, but
has already entered their access

code on an eSlate, it is too late to
use PREV to go back. In order for
the voter to change to a DAU unit
you need to cancel the booth and

issue the voter a new access code.

3. Cancel the booth.

4.

Issue the voter a new access code.

This is a “Spoiled Ballot”.

Record the cancellation in the Canceled Booth

Log.

Support steps: None needed.
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Voter’s precinct I.D. on the JBC

To add voters using the JBC, when a polling place has more than one precinct I.D., follow
the steps below:

Add Voter
BEBRIRERIRERR
Enter Precinct I.D.

@ 101 104 (@)
»)| 102 105 |«
)| 103 106 @

PVT: 000742 PUE: 000000

For example: If the precinct I.D. you are looking for is 2410, and the JBC displays
the following 6 numbers:

» 101 104 <
» 102 105 4
» 103 106 <
Steps: Details:
1. Using the keypad, enter the full As you enter each digit of the precinct ID
precinct I.D. number/name you are number/name the numbers displayed on the JBC
looking for. change to the precinct I.D.s that most closely

match that number.

2. If you do not see the precinct you
are looking for, use the 4« or ¥
arrows on the JBC keypad to scroll
through additional pages of precinct
[.D.s until you find the desired

precinct I.D.

3. Once you see the precinct |.D. you
are searching for, press the arrow < > 2401 2510 <
or P that is next to it. » 2410 2601 <

> 2501 2610 «

4. Press the P> next to Print to print the
access code.
Support steps:
If the target precinct I.D. is truly not available on the JBC, it may have been set up with
the incorrect polling place I.D. Call the Elections Office or Help Desk to confirm.
Replace the JBC, if necessary, making certain to enter the correct polling place I.D.

© Hart InterCivic, Inc. Confidential and Proprietary Page 183



Hart Voting System Support Procedures Training Manual 6300-006 62D

Voter’'s party affiliation on the JBC

Once a precinct I.D. has been selected, follow the steps below to select the voter’s party
affiliation:

Party Selection
Select Party Affiliation

DEM LIB
REP PCE
GRN

NN/
aa@ @

For example: If the party affiliation you are looking for is GRN, and the JBC
displays the following 5 parties:

» DEM LIB €
» REP PCE «
» GRN <
Steps: Details:
1. Using the keypad, enter the full As you enter each letter of the party
Party name/abbreviation you are name/abbreviation the options displayed on the
looking for. JBC change to the party’s that most closely

match that name.

2. If you do not see the party you are

looking for, use the 4 or ¥ arrows
on the JBC keypad to scroll through
additional pages of parties until you
find the desired party

3. Once you see the party you are

searching for, press the arrow € or » DEM LIB «
P that is next to it. » REP PCE «
» GRN <4

4. Press the P> next to Print to print the
access code.

Support steps:

If the target party is truly not available on the JBC, it may have been set up with the
incorrect polling place I.D. Call the Elections Office or Help Desk to confirm. Replace
the JBC, if necessary, making certain to enter the correct polling place I.D.
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Voter registration computer does not work

If you are checking in voters with a voter registration computer connected to the JBC and the
voter registration computer stops working, then you must manually print out access codes for
each voter.

Steps:

Details:

1.

Qualify voters manually using
procedures given to you by the
Elections Office.

From the JBC Polls Open Menu,
press the P> next to Add Voter.

Type in the voter’s precinct. Press
<« or P next to the precinct number
to select it.

O This step will not be necessary at JBCs with
only one precinct assigned.

0O The Elections Office distributes voter
precinct ID numbers in a poll book or similar
document.

If you do not see the precinct you

are looking for, use the &« or =
arrows on the JBC keypad to scroll
through additional pages of precinct
[.D.s until you find the desired
precinct I.D.

Press the P> next to Print to print the
access code, and hand it to the
voter.

Support steps:
Bring voter registration computer back online and continue processing voters.
Restart the JBC after the voter registration system is back online, if necessary.
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Voter requests a receipt

Steps:

Details:

1.

An access code slip in itself can
serve as a voter’s “receipt’ (e.g.,
for school purposes).

If a voter requests a verification
that the ballot associated with the
access code was cast, then follow
steps to Check Code.

A. From the JBC Polls Open

menu, press the € next to
Check Code.

The Access Code Check screen appears
on the JBC.

Use the keypad to type in the
voter’s access code.

After you have entered the last
number in the access code, the
JBC displays the status of that

access code.

Press the P> next to Print to
print a tape showing the access
code status.

If a voter asks for verification that a ballot
was cast, print this tape and give it to the
voter.

Press the € next to Done to
return to the JBC Polls Open
Menu without printing.

After printing, the JBC returns to the Polls
Open Menu.

Support Steps:
¥~ Refer to the following page for Access Code Status Information.
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Voter requests a receipt

Support Steps/Access Code Status Information:

Access Code
Status:

Description:

Action:

Not Assigned

Code was not printed from
the current JBC.

Check the Polling Place on the Voter’s
access code tape.

It may be that the voter has an access code
tape from another polling place and/or
another JBC.

Code is "live," and it has not

:ﬁj'ggi?] yet been entered into an The voter may still vote. Give instructions.
eSlate.
Assigned gode IS assomatec_j with a O The voter should finish voting.
; allot currently active on an

and in Use eSlate. O If necessary, cancel the booth.
No action needed.

Assigned Code is associqted with a Inform the voter of the status.

and Cast ballot recorded in the

electronic ballot box. If the voter requests a receipt, press the P>

next to Print.
The Lead Poll worker and Election Office
have procedures for issuing the voter a new

Assigned Code was not entered into an | 2€C€SS code. Do not sign in the voter again,

but Expired | eSlate within time limit. Just print a new access code.
If the voter requests a receipt, press the P>
next to Print.
The voter did not cast a ballot with this
access code. The Elections Office has

Code is associated with a procedures for issuing the voter a new
Assigned access code. Do not sign the voter in again,

and Canceled

booth that was canceled prior
to casting ballot.

just print a new access code.

If the voter requests a receipt, press the P>
next to Print.
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Other JBC screens that may appear

These screens are not included in the eSlate Polling Place System Desk Reference.

After powering up this screen may appear:

System Alert

No signing key found.
Key must be assigned.

NN/
L@ @

Support Steps:
Contact the jurisdiction to have the JBC replaced. This JBC was not programmed
with a sighing key using the eCM.

Page 188 Confidential and Proprietary © Hart InterCivic, Inc.



Hart Voting System Support Procedures Training Manual

6300-006 62D

After entering the incorrect Polling Place ID this screen may appear:

Incorrect Polling Place Code

Press Continue to try again
nnnnn

Continue

VAU

After entering the incorrect Precinct I.D. this screen may appear:

Incorrect Precinct |.D.
Press Continue to re-enter

VI

Continue

® @

® @

Support Steps:
Follow prompts on the screen to Continue and try again/re-enter.
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When canceling a booth, the following screens may appear:

Request Booth is not armed

Press Continue to try again

(4)

Continue

VIV,
»oO®

Invalid Booth Number

Press Continue to try again
(40)

Continue

Y@
®®

Support Steps:
Follow prompts on the screen to Continue and try again/re-enter.
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If no more access codes are available, the following JBC screen appears:

All available Access Codes

have been issued

Continue

®
®®

Support Steps:
Replace this eSlate system. The original JBC has an MBB that has already recorded
10,000 votes. As a database precaution, this is the maximum number of cast vote

records an MBB records. Box and secure the original JBC and eSlates until the post-
election process begins.
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eScan Device Troubleshooting Quick Reference

Problem: Resolution Steps: Reference:

A. Check all power connections.
B. Call the Elections Office or Help Desk to
notify them of the situation.

AC power fails

without UPS Power fails

battery backup C. Unplug the eScan from the wall outlet.
D. Use emergency ballot slot to deposit
voters’ ballots until power returns.
A. Press the Poll Worker button to access the
Audio volume Poll Worker menu.
is set B. Press the AUDIO button and follow Volume, audio
incorrectly prompts to increase or decrease volume.
C. Press the EXIT buttons.
A. Refer to the Error Code List in either this
document or the Desk Reference. O Listing of eScan error
Error code B. Follow procedures for that specific error codes and resolution
displays code. steps
C. Check connections and restart the system. | O eScan replacement
D. Call the Elections Office or Help Desk.
eScan does A. Check all power connections. O eScan does not work
not work B. Restart the system. O _eScan replacement
A. If MBB consolidation for Election Day
tabulation was performed without including
all MBBs that should have been included,
Incomplete from the Polls Closed screen “Select an Incomplete MBB
MBB option below or turn power off when consolidation
consolidation finished”, select RETRY.

B. Follow prompts to insert other device
MBBs, reinsert the original MBB, and print
the finished “Tally” report.

A. Only remove the MBB if your instructions
specifically call for this.
B. Break the MBB door security seal.
MBB removal C. Press the MBB eject button. B FOTIOVEL
D. Pull the MBB out.
E. Follow local instructions for MBB transport.
A. Lift external scanner cover.
Paper (ballot) B. Lift internal scanner cover.
jammed in C. Removg ballot and t?low scanner path Paper (ballot) jam
eScan clean with a pressurized air canister.
D. Close covers and rescan ballot (or
replacement ballot if original spoiled).
A. Verify password.
Password does B. On error screen, press the button next to

not work CONTINUE and reattempt sequence with | - 2ssWord is invalid

correct password.
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eScan Device Troubleshooting Quick Reference

Problem:

Resolution Steps:

Reference:

O Refer to the “Election Identification” report to
confirm polling place name and type of

rgllllggdiljarce Oéotlng. O Pol!ing Placg I.D. .a.nd/or
Voting Type O Refer to any report header to confirm the _Votlng Type identified
identified Polling Place name. [l
. \ . . O eScan replacement
incorrectly e If the polling place name or voting type is
incorrect, call the Elections Office or Help
Desk to verify and replace the eScan
Polls closed A. In Early \./oting, resta_rt the system.
too early B. On Election Day, verify that a Polls Closed | Polls closed too early
screen is displayed and replace the eScan.
A. Check paper orientation. 5 Printer error
Printer error B. Check feed lever. . .
C. Select RETRY. O Printer paper, changing
A. Open the lid of the printer compartment
and note printer paper routing.
Printer paper B. Lift feed lever. ' _ _
changing ' C. Remove old paper and insert and route Printer paper, changing
new paper.
D. Push feed lever to the down position.
E. Feed paper through lid and close lid.

Reports after
closing or
suspending
polls AND
powering off

If you must restart the eScan to print reports
after polls are suspended/closed:

A. Power on the eScan.

B. Enter the password requested and press
the button next to ACCEPT.

C. In Early Voting mode, press the Poll
Worker Button and follow prompts to enter
passwords, suspend the polls, and print the
DAILY DETAIL.

OR
A. In Election Day mode, follow prompts to
CONTINUE to print the “Tally” report or to

print the DAILY DETAIL.
Follow prompts to PRINT TALLY.

Reports, printing

Restarting

>

Make certain voters have access to the
emergency slot on the eScan ballot box.
Press the power switch to OFF.

Wait 30 seconds.

Press the power switch to ON and follow
prompts on the eScan screen.

OOw

Restarting the eScan

Screen is dark

If the unit has been in direct sunlight, orin a
closed vehicle, move it to a shaded, cooler,
area.

Screen on eScan is dark

© Hart InterCivic, Inc.

Confidential and Proprietary

Page 193




Hart Voting System Support Procedures Training Manual

eScan Device Troubleshooting Guide

eScan Error Codes and Resolution Steps

MBB CONFIGURATION ERRORS

Error Codes and Meanings:

Possible Conditions and Resolution:

[ESN-100] MBB is corrupt.

0 The card header is invalid.

O The ballot data digital signature check fails.

O The signing key is not correct, but has same
key ID.

Resolution: Remove MBB, mark and set aside.

Insert another MBB. If error persists, program

correct signing key to eScan.

[ESN-101] MBB is not for this device. If
displayed during consolidation, this is
not the original MBB.

0 The eScan has already been configured, and
the current MBB is not the correct MBB for this
eScan.

Resolution: Remove MBB, mark and set aside.

Insert another MBB.

[ESN-102] MBB is for Demo eSlate
only.

O The card is a demo card. Demo cards cannot
be used in the eScan.

Resolution: Remove MBB, mark and set aside.

Insert another MBB.

[ESN-103] MBB is for audio only.

0O The card is a DAU audio card.
Resolution: Remove MBB, mark and set aside.
Insert another MBB.

[ESN-104] MBB is invalid. Signing key
mismatch

0 The signing key ID on eScan does not match
MBB signing key ID.

Resolution: Remove MBB, mark and set aside.

Insert another MBB. If error persists, program

correct signing key to eScan.

[ESN-105] MBB is invalid. Card is not
formatted for eScan.

O The MBB does not contain eScan/Ballot Now

data. Card might only have eSlate templates.
Resolution: Remove MBB, mark and set aside.
Insert another MBB.

[ESN-106] MBB is invalid. MBB is not
for this election. (MBB Consolidate)

O The MBB is not associated with current
election.

Resolution: Remove MBB, mark and set aside.

Proceed with consolidation.

[ESN-107] MBB is invalid. MBB mode
is incorrect. (MBB Consolidate)

O The MBB is not correct mode for consolidation
(Test/Election).

Resolution: Remove MBB, mark and set aside.

Proceed with consolidation.

[ESN-108] MBB is invalid. MBB is not
for this polling place. (MBB
Consolidate)

O The MBB is not associated with the current
polling place.

0o MBB is associated with different source
(Early/Election).

Resolution: Remove MBB, mark and set aside.

Proceed with consolidation.
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eScan Error Codes and Resolution Steps

MBB CONFIGURATION ERRORS (continued)

Error Codes and Meanings:

Possible Conditions and Resolution:

[ESN-109] MBB has already been
added. (MBB Consolidation)

0 MBB has already been added to consolidation totals.
Resolution: Remove MBB, mark and set aside.
Proceed with consolidation.

[ESN-110] MBB has been
removed

O The MBB has been removed from the system.
Resolution: Power off eScan. Insert MBB. Power on
eScan and follow prompts on screen.

[ESN-111] eScan contains cast
votes.

O The eScan contains CVRs during configuration. Not
reset correctly.

Resolution: Replace eScan. Return to warehouse for

SERVO backup and reset. NEVER reset in the field.

[ESN-112] MBB contains cast
votes.

O The MBB contains CVRs during configuration. Not
reset correctly.

Resolution: Remove MBB, mark and set aside.

Insert another MBB.

[ESN-113] eScan audit log not
cleared.

O The eScan audit log was not reset correctly.
Resolution: Replace eScan. Return to warehouse for
reset. NEVER reset in the field.

[ESN-114] MBB audit log not
cleared.

O The MBB audit log was not reset correctly.
Resolution: Replace eScan. Return to warehouse for
reset. NEVER reset in the field.

[ESN-115] eScan audit log full.

O The eScan audit log is full.
Resolution: Quarantine this eScan until tabulation.
Use Emergency Slot and/or another eScan.

[ESN-116] MBB audit log full.

O The MBB audit log is full.
Resolution: Quarantine this eScan until tabulation.
Use Emergency Slot and/or another eScan.

[ESN-117] eScan audit logs not
completely erased.

0O Some part of the internal logs were not erased.
Resolution: Replace eScan. Return to warehouse for
reset. NEVER reset in the field.

[ESN-118] MBB audit logs not
completely erased.

O Some part of the MBB logs were not erased.
Resolution: Replace eScan. Return to warehouse for
reset. NEVER reset in the field.

[ESN-119] MBB not for this
eScan. Card has already been
opened.

0 The eScan has not been configured, but the card

has already been opened by another device.
Resolution: Remove MBB, mark and set aside.
Insert another MBB.
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eScan Error Codes and Resolution Steps

BALLOT-RELATED ERRORS

Error Codes and Meanings:

Possible Conditions and Resolution:

[ESN-200] Ballot failed to scan
properly. (bad box)

0 eScan could not locate 1 or more boxes. (Box may

be damaged or covered with white-out)
Resolution: Rescan ballots footer first. If error
persists, spoil ballot and have voter mark another
ballot. Clean scanner surface and rollers using a
pressurized air canister.

[ESN-201] Ballot failed to scan
properly. (bad form)

O eScan could not read/decode the barcodes.
Resolution: Rescan ballots footer first. If error
persists, check barcodes for damage. Spoil ballot
and have voter mark another ballot.

[ESN-202] Ballot failed to scan
properly. (nonlinear image)

O Ballot is skewed.
Resolution: Rescan ballots footer first.

[ESN-203] Ballot failed to scan
properly. (bad image data)

0O The scanner did not send complete set of image
data.

Resolution: Rescan. If error persists, spoil ballot

and have voter mark another ballot.

[ESN-204] Ballot failed to scan
properly. (test mode not allowed)

O The ballot is a test mode and the MBB is an election
mode MBB. This only works in LAT mode.
Resolution: Spoil ballot. Follow local procedures.

[ESN-205] Ballot failed to scan
properly. (elect mode not allowed)

0O The ballot is an Election mode ballot, but there is a
Test MBB inside the eScan.

0O The systemis in LAT mode, only Test ballots
allowed.

Resolution: Scan correct ballot type.

[ESN-207] Ballot failed to scan
properly. (sample ballot not
allowed)

0O The user tried to scan a sample ballot.
Resolution: Sample ballots will not scan. Follow
local procedures.

[ESN-208] Ballot failed to scan
properly. (bad polling place)

O The ballot is not for this polling place. This could be
precinct or party invalid.
Resolution: Spoil ballot. Follow local procedures.

[ESN-209] Ballot failed to scan
properly. (bad election ID)

O The ballot is not associated with the current
election.
Resolution: Spoil ballot. Follow local procedures.

[ESN-210] Ballot failed to scan
properly. (duplicate serial
numbers)

0O The ballot has already been scanned into the
system

0 Duplicates are allowed in LAT mode only.

Resolution: Confiscate and quarantine ballot.

Follow local procedures.

[ESN-211] Ballot failed to scan
properly. (multiple feed)

O More than one ballot is being scanned at a time.
Resolution: Separate ballots and scan individually.
If damaged, spoil ballots and have voter mark
another ballot.

[ESN-212] Paper jam

O Ballot is jammed in the scanner mechanism.
Resolution: Lift scanner covers, remove all pieces
of paper, blow scanner path clean with a
pressurized air canister, rescan the ballot or spoil
and scan replacement ballot.
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eScan Error Codes and Resolution Steps

OTHER ERROR MESSAGES
Error Codes and Meanings: Possible Conditions and Resolution:

O The unit fails start-up diagnostics.
Resolution: Restart the eScan. If problem persists,
use the Emergency Slot until unit is replaced.

O The unit has no signing key programmed.

[ESN-301] No signing key found. | Resolution: Replace eScan. Return to warehouse to

have signing key programmed via SERVO.

O The MBB being used does not contain eScan
passwords.

Resolution: Ballot origination did not include eScan

[ESN-300] Power On Self Test
(POST) failure.

[ESN-302] eScan passwords not

found. passwords. Ballot must be reprogrammed in BOSS
to include eScan passwords.
00 The eScan unit does not have a valid serial number
assigned.
[ESN-303] Serial number not Resolution: Replace eScan. Return to warehouse to
found. have signing key programmed via SERVO. If

problem persists, contact Hart InterCivic
representative.
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eScan does not work

Steps: Details:

1. Check all power connections to
the eScan.

o Make certain that the eScan
cable connections are seated
and connected firmly.

o Check the AC power
connection on the back of the
eScan, at the power “brick”,
and at the wall.

e Ifthe eScan is plugged into a
switched surge protector, check

the switch. Power “Brick”

2. If the eScan shows an error or
alert message, try restarting the
device. Press the power switch to
the OFF position, wait 30
seconds, and press the switch to
the ON position.

&~ Refer to page 194 for a
list of eScan error
codes and
recommended actions.

Power Switch in “OFF” Position

Authentication Menu

Enter the Poll Worker Password or
press the Poll Worker button to exit.

[l

3. Enter the required password and Press to change the
number in the
follow prompts. highlighted box. ﬁ '

Press to move to the P~
next box. »

Press when you have
finished entering ACCEPT
the password.

e 06

4. |f the eScan still does not work,
use the ballot box emergency slot
for ballots and call the Elections
Office or Help Desk.

Support steps:
&~ Refer to “eScan Replacement” on page 199.

Ballots deposited in the emergency slot will need to be scanned at the central counting
station and/or according to local procedures.
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eScan replacement

Screen Shots:

Steps:

Details:

DO NOT CLOSE

POLLS TO REPLACE
EQUIPMENT.

1. If replacing an
eScan, first
disconnect all
power sources and
remove, box, and
tag the inoperable

eScan.

PVT: 000002

Scanning ballot...
Analizando la boleta...

PUB: 000000

2. Setupthe
replacement
eScan.

3. Connect the eScan
black power cord
to the “brick” and
then to an
electrical outlet,
and press the
power switch to

® 06

Leave the "eScan Initialized”
report on the eScan, to file
with the other Open Polls
reports.

Please wait. the ON position.

Espere por favor. An “eScan
Initialized” report
prints.

Enter the Start-Up Password.

O

Press to change the
number in the
highlighted box.

| =
LA

Press to move to the
next box,

Press when you have
finished entering
the password.

ACCEPT

4. Enter the start-up
password provided
by the Elections
Office using the
buttons on the
eScan, and then
press the button
next to ACCEPT.

Enter polling place I.D.

[

Press to change the
number in the
highlighted box.

Uine
® 0 6

Press to move to the
next box.

Press this button when
you have finished
entering the |0,

ACCEPT

5. Use the eScan
buttons to enter
the Polling Place
I.D. number and
press the button
next to ACCEPT.

0 Polling Place I.D.s are
available from the BOSS
polling place reports.

O If you do not know the
Polling Place ID, call the
Elections Office or Help
Desk.
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eScan replacement

Screen Shots:

Steps:

Details:

Select the type of voting
occurring in your polling
place,

EARLY

Press for Early Voting, VOTING

Press for Election Day ELECTION
voting. DAY

@

| ®

o/

6. Press the button
next to EARLY
VOTING if you
are opening
polls for an Early
Voting event,
OR press the
button next to
ELECTION DAY
for an Election
Day event.

This screen may not appear unless
the polling place has both Early
Voting and Election Day use.

Configuration Sequence

Confirm the polling place
configuration.

Palling place name:
[Name]

Election mode:
[Mode]

15 this information correct?

Press if the information YES
is correct.

Press to make changes. NO

e 0o e

7. Press the button
next to YES if
the polling place
name and voting
type are correct.

The “Election Identification” report
prints. Leave this report on the
eScan, to be filed with the other
Open Polls reports.

Check the polling place location
and voting type on the report in
order to confirm the polling place
assignment

Configuration Sequence

PAT: 000002 45 AM PUB: 000000

Print Zero Tape

* Press Poll Worker button
for administrator functions.

PRINT
ZERO

Press to print
a Zero Tape.

® 0 e

8. Press the button
next to PRINT
ZERO.

Leave the "Zero” report to file with
the other Open Polls reports.

Open Polls Sequence

PVT. 000002 66 AM PLIB: 000000

Ready to Open Polls

Select an option below.

* Press Poll Worker button for
administrator functions.

Press to Open OPEN
the Polls. POLLS
Press to print PRINT
a Zero Tape. ZERO

o0 6

9. Write the eScan
Public Count in
the appropriate
polling place log.

The Public Count is the “PUB”
number in the upper right corner of
the Ready to Open Polls screen.
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eScan replacement

Screen Shots:

Steps:

Details:

Open Polls Sequence

PVT: 000002 66 AM PUB: 000000

Ready to Open Polls

Select an option below,

* Press Poll Worker button for
administrator functions.

10. Press the button
next to OPEN

Leave the “Polls Open” report
to file with the other Open

Enter the Poll Worker Password or
press the Poll Worker button to exit.

[l

Press to change the A

11. Enter the Poll
Worker Password
provided by the
Elections Office,

| POLLS. Polls reports.
Press to Open OPEN
the Polls, POLLS N )
Press to print PRINT
a Zero Tape. ZERO \ )

Press the button next to A to
increase the digit to the

Ready to Scan
Listo

Insert Ballot
Inserte la boleta

LK

12. The Ready to
Scan screen
appears.

ruiobier In the \ . correct digit, and press the
hidhfohed bo ﬁ \) using the eScan button next to = to move to
Press to move to the P bUttons, and then the next bOX

pestbox @ press the button '

Press when you have . \ neXt tO ACCEPT

midein | acc

PVT: 000002 PLUE: 000000

You are now ready to scan
voters’ ballots.

13. Complete the
support log, as
applicable.

File all reports printed in the
appropriate envelope.
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Incomplete MBB consolidation

Steps:

Details:

1. If MBB consolidation for Election
Day tabulation was performed
without including all MBBs that
should have been included, from
the Polls Closed screen “Select
an option below or turn power off
when finished”, press the button
next to RETRY.

[ Polls Closed
PVT: 000316 7:02 PM PUB:000314

Select an option below or
turn power OFF when finished.

* Press Poll Worker buttton
for administrator functions.

Press to print
a Tally report.

Press to start over.

Press to print
a Detail Report.

2. Follow prompts to insert other
device MBBs, reinsert the
original MBB, and print the
finished “Tally” report.

Support steps: None needed.
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MBB removal

ONLY REMOVE THE MBB IF YOUR INSTRUCTIONS SPECIFICALLY CALL FOR
THIS. Otherwise bring the ENTIRE eScan to the substation or central counting
facility.

Steps: Details:

HART

intercivic

1. Toremove the MBB, break the
wire security seal securing the
MBB slot on the right side of the
eScan.

Mobile Ballot Box

~ DO NOT DROP, BEND OR CRUSH

KEEP AWAY FROM MOISTURE

KEEP CONNECTOR CLEAN

AVOID HIGH TEMPERATURES US. Patent #
AND DIRECT SUNLIGHT 6,250,548 B1

18 1st Article

2. Press the MBB eject button, and
then grasp the end of the MBB
and pull firmly.

3. Follow procedures for
transporting the MBB to a
substation or central counting
station.

Support steps:

O If the MBB has been removed accidentally, push it back in and restart the system.
¢ File the original eScan security seal in the appropriate envelope and install a new
seal.
O If the MBB has been lost or stolen, isolate the eScan and perform MBB recovery
steps with SERVO.

¥~ Refer to the SERVO Procedures and the SERVO Operations Manual on
page 271.
e Replace the eScan in order to continue voting.

‘¥~ Refer to “eScan Replacement” on page 199.
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Paper (ballot) jam

Steps: Details:

1. If a ballot causes a paper jam in
the scanner path, carefully lift both
the external AND internal scanner
covers and remove all pieces of
paper. Take care not to touch any
glass surfaces in the scanner path.

Paper

Lift the Inside Cover

)
5
;Ui
@ L
3
o
<
@
—
=
)

2. Using a pressurized air canister,
blow the scanner path clean of
small paper debris.

3. Replace the scanner covers, spoil
the voter’s ballot if it is damaged,
and have the voter mark a
replacement ballot.

4. Rescan either the original ballot (if
not damaged) OR the replacement Pressurized Air Canister
ballot.

5. If the problem persists, call the
Elections Office or Help Desk.

Support steps:
If it has not been accomplished, blow the scanner path clean with a pressurized air
canister.
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Password is invalid

Steps: Details:

Important Information

1. If you get an error message after
entering an eScan password, verify
the password.

The password is invalid.

2. From the error message screen,
press the button next CONTINUE
and follow screens to re-start the
sequence you were attempting to
accomplish.

Press to try again. CONTINUE

o086

Password is Invalid Screen

3. If you still get an error message,
call the Elections Office or Help You are probably using an incorrect password.

Desk.

Support steps:
Check that the correct password was entered. If the error repeats even though the
correct password has been entered in the correct manner, replace the eScan.
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Polling place I.D. and/or voting type identified incorrectly

While setting up the eScan the Polling Place 1.D. and type of voting must be set up. Follow
these steps if the wrong polling place and/or polling place type is selected.

Steps: Details:
. . Enter polling place 1.D.
1. If the incorrect Polling Place 1.D. has been

entered, on the Enter Polling Place I.D.
screen, press the button next to A to
increase the digit to the correct digit. And
press the button next to = to move to the
next box. Press the button next to
ACCEPT after entering the entire Polling
Place I.D.

[

Press to change the
number in the
highlighted box.

e

Press this button when

you have finished ACCEPT '
entering the 1D,

Press to move to the
next box.

Configuration Sequence

Select the type of voting
occurring in your polling
place.

2. If the incorrect Polling Place I.D. has
already been accepted, proceed to select D
the type of voting.
Press for Early Voting. ‘ESTF:;‘; J
r:::;or Election Day ELEBC,;PN ‘J
Caonfirm the polling place
configuration,
3. If either the incorrect Polling Place 1.D. or il secsiie
Type of Voting has been selected, select amionm;de-
the button next to NO from the Confirm (Model
the polling place configuration screen. I hisinformation correct? J
This will return you to the Enter Polling [
Press if the information YES
Place I.D. screen. @
Press to make changes. NO J
4. If the incorrect polling place and/or voting

type are already selected, use the ballot
box emergency slot for ballots and call the
Elections Office or Help Desk.

Refer to the “Election Identification”
report to confirm polling place name and
type of voting.

Support steps:
This eScan needs to be replaced if the incorrect polling place location and/or type
has already been confirmed. Refer to the BOSS Polling Place Detail report. Ballots
deposited in the emergency slot will need to be scanned at the central counting
station and/or according to local procedures.
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Polls closed too early

If someone has started the Close Polls sequence before closing time, follow these steps:

Steps:

Details:

1.

If you are on the It is too early to
close the polls screen, press the
button next to EXIT and continue
normal operations.

If you are on the Are you sure you
want to close the polls? screen,
press the button next to NO and
continue normal operations.

If you are on the Close Polls
Password screen, press the red
Poll Worker Button on the back of
the eScan and you will return to the
Poll Worker Password screen.
Next, press the button next to EXIT
to return to the Ready to Scan
ballot screen.

Important Information
PVT:000316 416 PM PUB:000314

Itis too early to close the polls.

Scheduled Close Time: 7:00 PM

Select an option below.

CLOSE
POLLS

Press to continue
closing the polls.

Press to exit. EXIT

Poll Worker Menu
PVT:000316 7:01 PM PUB: 000314

Are you sure you want to close
the polls?

Once the polls are closed,
' they cannot be re-opened!
* This operation is FINAL.

Press to close
the polls. YES

Press to exit.

Close Polls Sequence

Enter the Close Polls Password or
press the poll worker button to exit.

ENEEEE

Press to change the
number in the
highlighted box.

Press to move to the
next box.

Press when you have
finished entering
the password.

ACCEPT
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Polls closed too early

Steps:

Details:

5. Ifitis Election Day, and you are on a
Polls Closed screen, call the
Elections Office or Help Desk.

Polls Closed

PVT:000316 7:02PM PUB: 000314

Ready to prepare Tally Report.

Select an option below.

* Press Poll Worker button for
administrator functions.

Press to continue. CONTINUE ’

Press to print PRINT
a Detail Report. DETAIL

6. Ifitis an Early Voting day and you
are already on the Polls
Suspended screen press the eScan
power switch to the OFF position,
wait 30 seconds, then press it to the
ON position, enter the required
password, follow screen prompts,
and continue processing voters.

Polls Suspended

PVT:000316 7:01 PM PUB: 000314

The polls have been suspended.

Print Detail Report

OR

To shut down properly,
turn power OFF.

* Press Poll Worker button for administrator
functions.

Press to print PRINT
a Detail Report. DETAIL

® 06

7. File all tapes printed in the
appropriate envelope.

Support steps:

corner.

If polls have been closed in Election Day mode, the eScan must be reset or replaced in
order to continue processing voters. If it is the beginning of the election and no voters
have cast ballots to that eScan, it may be reset. NEVER RESET EQUIPMENT IN THE
FIELD. If the eScan contains any cast votes, it must be replaced. Check for cast votes
by looking at the PUB count on the eScan “Polls Closed” screen in the upper right

¥~ Refer to “eScan Replacement” on page 199.
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Power fails

Steps: Details:
1. Check all power connections to the
eScan.

e Make certain that the eScan cable

connections are seated and Power Connection on back of eScan
connected firmly.

e Check the AC power connection
on the back of the eScan, at the
“brick”, and at the wall.

e Ifthe eScan is plugged into a
surge protector that has a switch,
check the switch.

-

Connection at Power “Brick”

A

If power to the facility fails call the
Elections Office or Help Desk and
report the power failure.

3. Have voters use the emergency slot
in the eScan Ballot Box until power
resumes.

4. Unplug the eScan from the outlet, in
order to avoid a power surge to the
device when power returns.

5. File the tapes printed upon restart in
the appropriate envelope.

Support steps:
Ballots deposited in the emergency slot will need to be scanned at the central counting
station and/or according to local procedures.
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Printer error

Steps: Details:
Important Information
Printer error.
Check the printer.
1. If the Printer error screen displays, After checking,
check the eScan printer. selectan option below.

Press to try printing
again.

RETRY

Press to cancel CANCEL
this print job. PRINT ! )

2. Open the printer cover and check the
paper path.

& Refer to “Printer paper,
changing” on page 211.

3. Verify that the printer feed lever is in
the DOWN position and close the
printer cover.

4. Press the button next to RETRY.

5. If the printer error message continues
to display press the button next to
CANCEL PRINT and call the Continue operations.
Elections Office or Help Desk and
report the problem.

Support Steps:
The eScan will continue to function properly for all tasks other than report printing. If
deemed necessary, replace the eScan.
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Printer paper, changing

The printer is on the right side of the eScan. It works with a special type of thermal rolled paper.
Changing printer paper is similar to feeding paper into a typewriter or dot-matrix printer. Follow
these steps to change printer paper:

Steps:

Details:

1.

Open the lid to the printer
compartment. Before removing the
old roll, notice how the spindle is
inserted through the paper roll and
observe the routing of the paper
under the rubber roller.

On the right side of the printer
compartment, there is a feed lever.
In order for the printer to print, it
must be DOWN. In order to
change the paper, you must lift it
UP. Lift the lever.

Take the old paper off the spindle
(like changing paper towels) and
insert the spindle into the new roll
of paper. Gently peel the free end
of the paper off the roll and insert
the new roll into its place in the
printer compartment so that the
roll feeds from the bottom. The
spindle tips go into the slots.

Printer
Lever

Slip the free end of the paper
under the rubber roller and turn
the roller by hand to feed the
paper through.

After you get enough paper fed
through (around the rubber roller
and past the shield) pull some
extra paper out, and thread this
through the slot on the printer
cover so that you have some lead
when you close the lid.

Push the feed lever DOWN and
close the lid. You are ready to
print.

eScan Printer Compartment
Paper must roll out from the bottom.

Feed Paper through Slot in Cover

Support steps: None needed.
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Reports, printing

If you must print additional copies of reports immediately after closing polls:

Steps:

Details:

In Early Voting mode, from the
eScan Polls Suspended screen,
press the button next to DAILY
DETAIL.

OR

In Election Day mode, if on the
Ready to prepare Tally Report
screen, press the button next to
CONTINUE.

Polls Suspended
PVT:000316 7:01 PM PUB: 000314

The polls have been suspended.

Print Detail Report

OR

To shut down properly,
turn power OFF.

* Press Poll Worker button for administrator
functions,

Press to print PRINT
a Detail Report. DETAIL

Early Voting Polls Suspended Screen

Polls Closed
PVT:000316 7:02 PM PUB: 000314

Ready to prepare Tally Report.

Select an option below.

* Press Poll Worker button for
administrator functions.

’ Press to continue, CONTINUE

Press to print
a Detail Report.

Election Day Ready to prepare Tally Report
Screen

2.

In Election Day mode, if on the
Select an option... screen, select
either PRINT DETAIL or PRINT
TALLY and follow prompts.
(Select RETRY only if re-
attempting to consolidate MBBs.)

Polls Closed
PVT:000316  7:02 PM PUB: 000314

Select an option below or
turn power OFF when finished.

* Press Poll Worker buttton
for administrator functions.

Press to print
aTally report.

Press to start over.

Press to print
a Detail Report.

Support steps: None Needed.
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Reports, printing

If you must RESTART the eScan in order to print “Daily Detail” and/or “Tally” reports after polls
are closed/suspended:

Steps: Details:
i Enter the Close Polls Password or
1. In Early Votlng mode, after press the poll worker button to exit.
restarting, enter the Poll Worker D
Password and press the button
next to ACCEPT.

Press to change the

| A\
OR number in the T
highlighted box.

In Election Day mode, after st '
restarting, enter the Close Polls -
Py h ha
password and press the button next mdiianodl a—
to ACCEPT. the password,
Election Day Screen
PVT: 000316 7:01 PM PUB: 000314
The polls have been suspended.
Print Detail Report
. OR
2. In Early Votlng mode: To shut down properly,
a. Press the Poll Worker Button turmn power OFF. \-)
to access the Poll Worker
PaSSWO rd . ;u:r:sﬁsn:zll Worker button for administrator )
b. Follow prompts to enter
asswords and suspend the frassiopint PRINT )
p p a Detail Report. DETAIL \
polls.

c. From the eScan Polls
Suspended screen, press the
button next to PRINT DETAIL.

Early Voting Polls Suspended Screen

Polls Closed

PVT:000316 7:02 PM PUB: 000314

OR
Ready to prepare Tally Report.
In Election Day mode, from the
Ready to prepare Tally Report
screen, press the button next to
CONTINUE and follow prompts to * Press Poll Worker button for \)
prln'[ a “Ta”y” repOI’t or press the administrator functions,
button next to PRINT DETAIL.

Press to continue. CONTINUE J

Select an option below.

Press to print PRINT
a Detail Report. DETAIL N )
Election Day Ready to prepare Tally Report
Screen

Support steps: None Needed.
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Restarting the eScan

If you need to restart (cycle power to) the eScan because of an error, follow these steps:

Steps: Details:
1. Make certain that all voters currently
voting have access to the emergency
ballot slot on the eScan Ballot Box.

2. Press the eScan power switch to the
OFF position.

Power Switch in “OFF” Position

3. Wait 30 seconds.

4. Press the eScan power switch to the
ON position.

Authentication Menu

Enter the Poll Worker Password or
press the Poll Worker button to exit.

Press to change the

5. Enter the required password. number in the
highlighted box.

next box.

Press to move to the @

Press when you have

finished entering ACCEPT
the password.

® 06

Password screens displayed will vary

6. File all tapes that print in the
appropriate envelope.

7. Continue normal operations.

Support steps:

Ballots deposited in the emergency slot will need to be scanned at the central
counting station and/or according to local procedures.
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Screen on eScan is dark

If the eScan is used in direct sunlight, the screen may darken.

Steps:

Details:

1.

Move the equipment to a shaded or
indoor area. The darkening effect
will diminish completely in a few
minutes.

This darkened screen effect may also be seen
immediately after the eScan is removed from a
hot storage area, such as a locked automobile, if
the equipment is still hot to the touch when
placed into service.

Voters may use the emergency
ballot slot in the eScan Ballot Box
while troubleshooting steps are
taking place.

If the screen contrast does not return
to normal, call the Elections Office or
Help Desk and request replacement
equipment.

Support steps:
Ballots deposited in the emergency slot will need to be scanned at the central
counting station and/or according to local procedures.

Further Information:
The LCD specifications call for a maximum operating temperature. At a 95 °F indoors
there will not be a problem. However, in the sun the LCD will absorb sunlight energy
and heat up past the maximum operating temperature. At this point, the LCD cells do
go to black. This is easily demonstrated by leaving your pocket calculator in the car
during the afternoon and then trying to use it before it cools somewhat. This is
expected behavior.
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Volume, Audio

The eScan volume for audio alerts is automatically set to OFF when the device started up.
Follow these steps to change the audio volume settings:

Steps: Details:

Poll Worker Menu

PVT:000316 7:01 PM PUB:000314

Select an option below.

From the Ready to Scan screen,
press the Poll Worker button, enter

* Press Poll Worker button for administrator

functions.

the Poll Worker password when T a—
prompted, and then press the button volume, AUDIO \ )
next to the AUDIO option in the Poll
Worker Menu. Press to close CLOSE
the polls. POLLS d
Press to exit
the Poll Worker menu. 2o 5 )
Audio Volume

Select option below to adjust
audio volume,

Audio level: LOW

2. Inthe Audio Volume screen, press

the button next to INCREASE OR

DECREASE to change volume. The Press to make the

.‘ . , o 9T e it INCREASE

Audio level:” reading indicates the '

current volume setting.
Press to make the )
audio softer. DECREASE \ )
Press to exit this EXIT l
menu.

3. When finished setting the volume,
press the button next to EXIT on the
Audio Volume screen, and press
the button next to EXIT on the Poll
Worker Menu screen in order to
return to the Ready to Scan screen.

Support steps: None needed.
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Notes

Notes:

© Hart InterCivic, Inc. Confidential and Proprietary Page 217



Hart Voting System Support Procedures Training Manual 6300-006 62D

Notes

Notes:
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Reading Device Reports

eSCAN

Pre_clnct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction
Reading and understanding JBC and eScan device reports is an important skill for support staff,

especially those handling post-election report and reconciliation processing tasks. This section
explains report data using sample JBC and eScan reports.

Judge’s Booth Controller (JBC)

Verifiable Ballot Option printer (VBO)

eScan with Ballot Box
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Reading JBC Device Reports

JBC Powerup Report

This report is printed automatically when the JBC is powered on.

P
Date: 11-07-2006 e

Time: 06:59:08 — Device serial number and

Dev Ser No= CNNNNN ~ 4— software version

SW Version = N.NN.NN

Power on*?EgrSl%siifs: -« Self-diagnostic test results

JBC Election Ildentification Report

This report prints after the polling place site is confirmed.

/ If MBB is Test Mode, that is identified here.

| “TestMode™ | I If MBB is Election Mode, this line is blank.

Jurisdiction Title

Election Title | _—| A printout of the election definition precedes
«—
Date the report.
Polling Place
Election Identification \
Date: 11-07-2006 4// Date and time report was printed
Time: 06:59:57 (24-hour clock)

Pub Count = 0000000
Pvt Count = 0000380

Jurisdiction Name:
Jurisdiction

Election Name:
Election

Election Date:

Date
Polling Place: .
Location Precincts:
Polling Place Type: / 0 In EARY VOTING, the tape lists the
Election Day Voting/ number of precincts that are assigned to
Early Voting / the polling place.
. 00 On ELECTION DAY, the tape lists the
Number of Precincts o .
Enabled = N specific precinct numbers/names that are
assigned to the polling place.
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JBC Network Configuration Report

Reading JBC Device Reports

This report prints after all booths have been assigned.

***Test Mode™™* 4

Jurisdiction Title

Election Title

Date |

Polling Place

Network Configuration
Date: 11-07-2006 «— |
Time: 06:59:58

Booths Configured =2 o |

Booth Controller

Serial Number = CNNNNN

Software Ver = N.NN.NN
Pub Count = 00000
Pvt Count =0125397

™

Booth (1)

Serial Number = ANNNNN

Software Ver = N.NN.NN
Pub Count = 00000
Pvt Count =01253

Booth (2)

Serial Number = ANNNNN

Software Ver = N.NN.NN
Pub Count = 00000
Pvt Count =01259

/

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

A printout of the election definition precedes
the report.

Date and time report was printed
(24-hour clock)

Number of eSlates connected in daisy chain

Equipment List of the JBC and each booth

assigned

O The JBC (Booth Controller) is listed first

O Serial Number is listed for each piece of
equipment

O Software version is listed for each piece
of equipment

0 Public Count = votes cast for this voting

event on this machine. On the first day

of Early Voting, and on Election Day, the

Public Count should be zero.

Private Count = total votes cast in the life

of this machine (counter only)

Each eSlate (Booth) is listed, in order
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JBC Zero Tape Report

Reading JBC Device Reports

This report prints before you open polls to verify that there have been no votes cast on the

system prior to the start of the election.

[ *“TestMode™ | Diecesmm If MBB is Test Mode, that is identified here.

Jurisdiction Title
Election Title

If MBB is Election Mode, this line is blank.

Date -
Polling Place
Zero Tape Report ]
Date: 11-07-2006 |
Time: 06:59:59

sk 3k >k 3k 5k 5k 5k 3k 5k >k >k 3k >k >k %k 5k >k %k %k
Includes N precincts

>k 5k 5k >k >k 5k >k >k 5k %k >k 5k >k %k 5k >k %k >k >k

Contest Title

-- Candidate : :
0 are assigned to the polling place and
- Candidate prints a per-contest zero list for each
0 precinct.
-- Candidate
0
Contest Title
-- Candidate
0
-- Candidate
0
-- Candidate
0
o : Ballot Summary:
Proposition Title O In EARY VOTING, the tape lists the
0 total ballots voted in the tally.

-- Against
0
Ballot Summa

Total ballots voted in

this Tally =0 __
\ The Zero Tape Report lists the contest title

Election Official
Signatures

__—| Date and time report was printed

| __———| Precincts:

A printout of the election definition
precedes the report.

(24-hour clock)

O In EARY VOTING, the tape lists the
number of precincts that are assigned
to the polling place.

O On ELECTION DAY, the tape lists the
specific precinct numbers/names that

O On ELECTION DAY, the tape lists the
total ballots voted in the precinct after
each precinct and the total ballots
voted in the tally.

and contestants. Look for all zeros for
all contests. If this report does not list all
zeros call the Elections Office or Help
Desk.
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Reading JBC Device Reports

JBC Polls Opened Report
This report lists the date and time that polls were opened.

/ If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.
Jurisdiction Title - : —
Election Title «— A printout of the election definition precedes
Date the report.
Polling Place
:
SRR __—| Date and time polls were opened and report
Date: 11-07-2006 «— was printed (24-hour clock)
Time: 07:00:00

Pub Count = NNNNN
Pvt Count = NNNNNNN

Polls are open.
Ready to accept Ballots.
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JBC Access Code Report

Reading JBC Device Reports

This report lists the total number of Issued, Voted, Expired, Canceled, and Active Access
Codes, and it can be printed any time during the day after opening polls and before closing

polls.

***Test Mode***

Jurisdiction Title

!

Date
Polling Place

Access Code Report
Date: 11-07-2006 —

Time: 11:24:26

Access Code Totals:

Issued = 750 .
Voted = 747
Expired = 1
Canceled = 1
Active = 1

<

Election Title | _—

—

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

A printout of the election definition precedes
the report.

Date and time report was printed
(24-hour clock)

Access Code Totals:

0O Lists the number of access codes
Issued, Voted, Expired, Canceled and
Active at the date and time printed.

0O This report can be printed at any time
after opening polls and before closing
polls.
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JBC Polls Suspended Report

This report is printed automatically when the polls are suspended for Early Voting.

**Test Mode*** AJ/

Jurisdiction Title
Election Title

| —

Reading JBC Device Reports

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

A printout of the election definition precedes
the report.

Date and time report was printed
(24-hour clock)

Date |
Polling Place
Polls Suspended Report L
Date: 11-02-2006 /
Time: 20:01:01
| —
Booth Controller <
Dev Ser No = CNNNNN
SW Version = N.NN.NN
Pub Count = 01996
Pvt Count = 0125390
Booth (1)
Dev Ser No = ANNNNN
SW Version = N.NN.NN
Pub Count = 01053
Pvt Count = 02553
Booth (N)
Dev Ser No = ANNNNN
SW Version = N.NN.NN
Pub Count = NNNNN
Pvt Count = NNNNN

Daily Summary A

Access Code Totals:

Issued
Voted
Expired
Canceled

NNNNN
NNNNN
NNNNN
NNNNN

Equipment list of all connected equipment
when the polls were suspended

0 The JBC (Booth Controller) is listed first
O Serial Number is listed for each piece of
equipment

Software version is listed for each piece
of equipment

Public Count = votes cast for this Early
Voting event on this machine (Cast Vote
Records (CVRs) stored)

Private Count = total votes cast in the life
of this machine (count only)

Each eSlate (Booth) is listed, in order

O

The Daily (access code) Summary reports
the number of access codes Issued, Voted,
Expired, and Canceled for the current day of
Early Voting. The count is based on
calendar days, not on JBC on/off or
open/close cycles. This report also indicates
the number of precincts voted.

Precincts Voted = N
Cumulative Summary

Access Code Totals:

Issued = NNNNN
Voted = NNNNN
Expired = NNNNN
Canceled = NNNNN

Precincts Voted = N

The Cumulative (access code) Summary
reports the number of access codes Issued,
Voted, Expired, and Canceled. This report
also indicates the number of precincts voted.
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Reading JBC Device Reports

JBC Daily Detail Report

This report provides a detailed account of Early Voting activity by precinct. This report can be
printed on demand after the polls have been suspended.

- - __—| fMBBis Test Mode, that is identified here.
« If MBB is Election Mode, this line is blank.
Jurisdiction Title
Election Title A printout of the election definition precedes the
Date " regort. P
Polling Place 4|
Voters By Precinct |__—| The date and time report was printed
Date: 11-02-2006  — | (24-hour clock)
Time: 20:01:05
Precincts Issued =2 «——1—— | Number of precincts voted on the current day of
Early Voting
Precinct
Name Issued Vo?e\d\\
123-100 List of each Precinct, the number of access
0059 0059 codes issued, and number of votes per precinct
123-200 (For example: Precinct 123-100 had 59
0081 0081 codes issued and 59 codes voted)
Daily Summary
Acgzig Ode=TOtg,|536 D B— The Daily (Access Code) Summary reports the
Voted = 647 number of access codes Issued, Voted, Expired,
Expired = 2 and Canceled for the current day of Early
Canceled = 1 Voting. The count is based on calendar days,
Active =0 not on JBC on/off or open/close cycles. This
report also indicates the number of precincts
Precincts Voted = 2 voted.
Cumulative Summary
Access Code Totals: \
Issued = NNNNN \
Voted = NNNNN The Cumulative (Access Code) Summary
Expired = NNNNN reports the number of access codes Issued,
Canceled = NNNNN Voted, Expired, and Canceled. This report also
Active = NNNNN indicates the number of precincts voted.

Precincts Voted = 2
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Reading JBC Device Reports

JBC Polls Closed Report

This report prints when you close the polls on Election Day.

_—| IfMBB is Test Mode, that is identified here.
4 If MBB is Election Mode, this line is blank.
Jurisdiction Title
Election Title <+—7— | A printout of the election definition precedes
Date the report.

Polling Place

| Date and time report was printed
/ (24-hour clock)

DATE: 11-07-2006
TIME: 20:01:01

|| Equipment list of all connected equipment

Booth Controller ] when the polls were closed
DevSerNo = CNNNNN 0 The JBC (Booth Controller) is listed first
SW Version = N.NN.NN 0 Serial Number is listed for each piece of
Pub Count = NNNNN equipment
Pvt Count = NNNNNNN 0 Software version is listed for each piece
of equipment
Booth (1) 0 Public Count = votes cast for this Early
DevSerNo = ANNNNN Voting event on this machine (Cast Vote
SW Version = N.NN.NN
Pub Count = NNNNN Records (CVRs) stored)
Pvt Count = NNNNN 0 Private Count = total votes cast in the life
of this machine (count only)
Booth (N) 0 Each eSlate (Booth) is listed, in order
Dev Ser No = ANNNNN
SW Version = N.NN.NN
Pub Count = NNNNN
Pvt Count = NNNNN
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Reading JBC Device Reports

JBC Tally Report

This report prints when you choose the “Tally” report option on the JBC after closing the polls on
Election Day. It is the final tabulation from that JBC.

‘l/ If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.
Jurisdiction Title
Election Title

Date
Polling Place «—
Unofficial
Tally Report by Precinct

«—

Date: 11-07-2006
Time: 06:59:58

MBB IDs included
in Tally Report:
I.D. #N

Precinct:
123

Contest Title \
-- Candidate

NN
-- Candidate

NN
-- Candidate

NN
Contest Title
-- Candidate

NN
-- Candidate

NN
-- Candidate

NN
Proposition Title
-- For

NN
-- Against

NN

Totals DO NOT include N provisional

ballot(s). V\

Access Code Summary

Access Code Totals:
Issued NNNNN
Voted NNNNN
Expired NNNNN

Canceled NNNNN

Election Official
Signatures

A printout of the election definition precedes the
report.

Date and time report was printed
(24-hour clock)

List of all MBBs included in the report by the
number assigned when written in BOSS

Precinct and Polling Place

First Contest Name
1% Contest Option/Candidate 1

Total Number of Votes
1% Contest Option/Candidate 2

Total Number of Votes
1% Contest Option/Candidate 3

Total Number of Votes

Second Contest Name
2" Contest Option/Candidate 1

Total Number of Votes
2" Contest Option/Candidate 2

Total Number of Votes
2" Contest Option/Candidate 3

Total Number of Votes

Provisional ballot count:

O Indicates number of provisional ballots either
included, or not included, in JBC tally report,
according to how election was set up.

The Access Code Summary:

O Reports the number of access codes Issued,
Voted, Expired, and Canceled. Account of
eSlate provisional ballots IS included in the
access code Summary.
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Reading JBC Device Reports

JBC Write-In Report (General Election)

This report prints when you choose the “Write-In” report option on the JBC after closing the polls
on Election Day. It lists the number of write-ins recorded on that JBC by precinct then contest.

- - J If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

Jurisdiction Title

Election Title — . . .
Date - A printout of the election definition precedes the

Polling Place report.
Write-In Report
— | Date and time report was printed
Date: 11-07-2006 — (24-hour clock)
Time: 06:59:58

iiaioiobehiohiobicioieiooiohioboieicboiehs — | Precinct and Polling Place

Precinct: 123 4/

Polling Place Name

*hkkkkkhkhkhkhkhkhkkkhhkhhkhkhhhkhhhhhkhhhkkkhk

- First Contest Name

INCL 1% Contest Option/Candidate 1
Contest 1 Total Number of Votes
- Candidate 1% Contest Option/Candidate 2

NN Total Number of Votes

-- Candidate
NN
\ . . 0 . . .
—— | Contest 2 did not contain write-in options, so it
Contest 3
- Candidate does not appear.
'&
Sont¢ti ™| Contest 3 had write-in options, but they were not
BLANK '\2 selected.
Precinct: 124 ™~ | Contest 4 had two write-in options. Both options
Polling Place Name were selected, but neither have text associated.
ool (No write-in name was entered.)
Contest 1
-- Candidate
NN

- This is printed if the election has been configured

Polling Place o to exclude provisional ballots.
Provisional Summary

Provisional Ballots Not Included

Election Official Signatures |

—— | These lines at the end of the report may be used
for signatures, if necessary.
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Reading JBC Device Reports

JBC Write-In Report (Primary Election)

This report prints when you choose the “Write-In” report option on the JBC after closing the polls
on Election Day. It lists the number of write-ins recorded on that JBC by precinct, then party,
and then contest.

- - 4 If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

Jurisdiction Title

Election Title «—— | Aprintout of the election definition precedes the

Date
Polling Place report.
Write-In Report
— | Date and time report was printed
Date: 11-07-2006 — (24-hour clock)
Time: 06:59:58

Fedededdekddkdkodddokokdkkdodkdododeokkkk ok ok ko ke kokok | _— PreCInCt and Polllng PIaCe

Precinct: 123 4/

Polling Place Name
*kikk ik | Parties are listed in the order they are defined in

INCL BOSS.
REP ol
Contest 1
-- Candidate
NN
DEM Note: Crossover write-in selections are
Contest 1 included in the tally of the party that the
—- Candidate non-partisan voter chose (for example, REP
NN or DEM). They are not tallied separately
kkkkkkkkhhhhkkkrkhhhdhhhrrrrrdhhdhhhhk (for example’ NP_DEM or NP_REP)
Precinct: 124
Polling Place Name
REP
Contest 1
-- Candidate This is printed if the election has been configured

to exclude provisional ballots.

NN
Polling Place /

Provisional Summary

Provisional Ballots Not Included | These lines at the end of the report may be used

Election Official Signatures &~ | for signatures, if necessary.
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Reading Verifiable Ballot Option (VBO) Printer Reports
VBO Power Up Report

This report is printed automatically when you power on the VBO.

Power Up Report

Software Version: NN.NN.NN
Serial Number: V1234F
Power On Diagnostics: ** PASS **
Battery Status: LOW
Power Source: AC power

The Power Up Report displays:

O The software version of the VBO printer
The VBO printer serial number

Power on diagnostics PASS or FAIL

Battery Status LOW, OKAY, or NONE

If the printer is running on AC power, the
power source displays AC.

If the printer is running on battery power, the
power source displays BATTERY.

Oooood

O
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VBO Test Page Report

Reading VBO Printer Reports

Test Page
Battery Status: 7.6V OKAY

LTPV series Interface

PTVOOPO1l [ Ver. 1.07 ]
29.Aug.2005

Copyright©® : SII

Ted NN dehdd NS Ndh Nl NdNddNdd

Mechanism: LPTV445
112mm, 5v, 8dot/mm
* DIP SWITCH 1%*
1. .2) Data 1input: Parallel
* DIP SWITCH 2
2) Legacy mode: Enable
3) Page rotation: Disable
4) Mechanism select: Automatic
* Extend RAM: 128Kbyte
* Gaiji Font enable
* pown-load Font enable

* TEST PRINT *
17#$%&" () *+,-./0123456789: ; <=>?@ABCDEFGHIJKLMNOPQRS
TUVWXYZ[\]A_ abcdefghijkImnopqrstuvwxyz{|}~Cliéddadcé
€62TT1AAE®£GO0GUYOUCEYPsfaTOoURNRC s —lalh | «»EEHE {41734 |52
7 U b it P = trr b s et el PR T T=0pTO00000EN=

#2><[]+x"e-/"2m
e e e e e e e e e e e e e e " e e " e e e " e

The Test Page Report

displays:
O Battery Status LOW,
OKAY, or NONE

0 Data and test patterns
to demonstrate that the
internal printer is
functional
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Reading VBO Printer Reports

VBO Connection Report

This report prints whenever the eSlate successfully communicates with a VBO printer after
losing communication with that printer for more than 30 seconds. The eSlate identifies that it is
the same VBO printer by checking the public serial number of the VBO printer. The VBO printer
prints a Connection Report whenever a new printer is swapped in. The eSlate identifies that it is
a different VBO printer by checking the public serial number of the printer.

Connection Report

Printer Ser. Number: V1234F Printer Software Version: 1.7.5
eSlate Ser. Number: A1234F eSlate Software Version: 4.2.3
Battery Status: OKAY Power Source: AC Power

The Connection Report displays:

The VBO printer serial number

The software version of the VBO printer

The connected eSlate serial number

The eSlate software version displays.

Battery Status LOW, OKAY, or NONE

The source of power to the VBO printer

e If the printer is running on AC power, the
power source displays AC.

¢ If the printer is running on battery power,
the power source displays BATTERY.

Ooooooo
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VBO Polls Opened Report

Reading VBO Printer Reports

This report prints whenever the eSlate transitions into a polls opened state or whenever a new
Printer is installed after the polls have been opened.

Polls Open Report

Date: 11-07-2006

Printer Ser. Number: V1234F
eSlate Ser. Number: A1234F
eSlate Public Count: 00000
Election:

Election ID:

Jurisdiction:

MBB ID:

Polling Place:

Polling Place ID:

Type of Voting:

Time: 6:59:33

Printer Software Version: 1.7.5
eSlate Software Version: 4.2.3
eSlate Private Count: 12345

O Ooooooood

Oooooooo

The Polls Opened Report displays:

The current date when printed

The current time when printed

The VBO printer serial number

The software version of the VBO printer
The connected eSlate serial number
The eSlate software version

The Public count (CVRs) of the connected
eSlate

The Private count (historical data) of the
connected eSlate

The Election Title

The Election ID

The Jurisdiction Title

The MBB ID

The Polling Place name

The Polling Place ID

The Type of Voting: Early Voting or Election Day
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VBO Polls Closed Report

This report prints whenever the eSlate transitions into a polls-closed state.

Polls Closed Report

Date: 11-07-2006

Printer Ser. Number: V1234F
eSlate Ser. Number: A1234F
eSlate Public Count: 12345
Election:

Election ID:

Jurisdiction:

MBB ID:

Polling Place:

Polling Place ID:

Type of Voting:

Time: 19:01:49

Printer Software Version: 1.7.5
eSlate Software Version: 4.2.3
eSlate Private Count: 67890

Reading VBO Printer Reports

O Ooooooood

Oooooooo

The Polls Closed Report displays:

The current date when printed

The current time when printed

The VBO printer serial number

The software version of the VBO printer
The connected eSlate serial number
The eSlate software version

The Public count (CVRs) of the connected
eSlate

The Private count (historical data) of the
connected eSlate

The Election Title

The Election ID

The Jurisdiction Title

The MBB ID

The Polling Place name

The Polling Place ID

The Type of Voting: Early Voting or Election Day
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VBO Ballot Verification Page Report

Reading VBO Printer Reports

This report prints whenever a Paper Verification Page displays on the eSlate.

Official Ballot
Election:
Ballot Key: 12345678
Polling Place Type:
Provisional Ballot: YES Ballot Code:

Precinct: NNNNNNNNNN-NNN
eSlate Ser. Number: A1234F

Party: XXX

110233

Printer Ser. Number: V1234F

Faper YWerification Fags

Contesl Salaected

Secretarny Aladin

Sheriff Mo sslachons
Flsmning Cormmitkee Cindarsls

Flsmnirg Cormmitkee

Flamning Sommitbee
Felow=hip Committas
Fedowship Commmitias
Propoaition 1
Propoagition 1.4
Propoaition 2
Ciractor of Photographny - Soutih D
Ciractor of Music - South Deatrict
Ciractar of Music - South DEatrict
Set Manager - Santral Cistrict

BALLOT ACCEPTED

ot

=

Mo aslachons
Mo sslacbons
Mo sslactbons
Mo aslacbhons
Mo aslacbons
Mo aslactbons
Mo aslacthons
Mo aslacbons
Mo aslactions
Mo aslacions
Mo aslacbons

—

d

The header displays:

0 “Official Ballot”

The Election Title

A unique Ballot Key
The Polling Place Type;
Early Voting or Election
Day

If the ballot is a
provisional (or
retrievable) ballot, YES,
and the Ballot Code
display.

The Precinct ID

If a closed or modified
closed primary, the
Party displays.

The connected eSlate
serial number

The VBO printer serial
number

Ooo0oo

The voter’s choices, as
shown on the current
eSlate Paper
Verification Page
display.

If the voter casts the
ballot, BALLOT
ACCEPTED and a 2-D
bar code including
ballot information print.
The printer scrolls all
printed information out
of view.

If the voter rejects the
ballot, BALLOT
REJECTED and a 2-D
bar code that includes
the Ballot Key and
“rejected” print.
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Reading eScan Device Reports

eScan Powerup Report

This report is printed automatically when the eScan is powered on.

eScan Powerup

Date: 11-07-2006
Time: 06:59:08

Dev Ser No = NNNNNN
SW Version = N.N.N

/

«—

/

Power On Diagnostics:
** PASS **

Date and time the eScan was
powered on (24-hour clock)

Device serial number

Self-diagnostic test results
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Reading eScan Device Reports

eScan Election Ildentification Report

This report prints after the polling place site is confirmed and after cycling power.

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

—TT—

Jurisdiction Title

Election Title —| A printout of the election definition precedes the
Date ] report.
Polling Place

Election Identification [

Date: 11-07-2006

Date and time report was printed

«— (24-hour clock)

Time: 06:59:57

Public Count = votes cast for this voting
event on this machine. On the first day of

—
/ i

Pub Count = NNNNNNN

Pvt Count = NNNNNNN — \ _
Absentee or Early Voting, and on Election
Jurisdiction Name: Day, the Public Count should be Zero.
Jurisdiction 0O Private Count = total votes cast in the life of
Elect , this machine, including embedded LAT
ection Name:
Election (counter only)
0O Jurisdiction Name
Election Date: 0 Election Name
Date 01 Election Date
Polling Place: 0 Poll!ng Place Name .
Location 0 Polling Place Type: Absentee, Early Voting,
or Election Day
Polling Place Type:
Type
Number of Precincts «— | Precincts:
Enabled = N 0 In ABSENTEE and EARLY VOTING, the
tape lists the number of precincts that are
O On ELECTION DAY, the tape lists the

specific precinct numbers/names that are
assigned to the polling place.
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Reading eScan Device Reports

eScan Zero Tape Report

This report prints before you open polls to verify that there have been no votes cast on the
system prior to the start of the election.

If MBB is Test Mode, that is identified here.
[ *“*TestMode™ | P If MBB is Election Mode, this line is blank.

Jurisdiction Title
Election Title

Date /

Polling Place

Zero Tape Report ]

A printout of the election definition
precedes the report.

Date and time report was printed
(24-hour clock)

VN

Date: 11-07-2006
Time: 06:59:59 rd ,
Precincts:
sk sk sk sk sk 5k sk sk 5k sk sk 5k sk sk ok 5k sk 5k 5k 0 In ABSENTEE and EARLY VOTING,
Includes N precincts / the tape lists the number of precincts
ookokokokokokskokoskokokokok ok ko ok ok that are assigned to the polling place.
00 On ELECTION DAY, the tape lists the
Contest Title specific precinct numbers/names that
— Candidate are assigned to the polling place and
0 prints a per-contest zero list for each
-- Candidate precinct.
0
-- Candidate
0
Contest Title
-- Candidate
0
-- Candidate
0
-- Candidate
0
Pr|2§:>3|t|on Title The Zero Tape Report lists the contest title
0 and contestants. Look for all ZEROS for
_- Against all contests. If this report does not list all
0 zeros call the Elections Office or Help
Desk.
Ballot Summary
Total ballots voted in /
this Tally =0
Election Official
Signatures
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eScan Polls Open Report

Reading eScan Device Reports

This report is printed automatically when the polls are opened and after power is cycled.

Jurisdiction Title
Election Title
Date
Polling Place

Polls Open

Date: 11-07-2006
Time: 20:01:01

***Test Mode*** K

Pub Count = NNNNNNN
Pvt Count = NNNNNNN

Polls are open.
Ready to accept Ballots.

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

the report.

—— | A printout of the election definition precedes

(24-hour clock)

e Date and time report was printed

| — | eScan data:

CVRs, stored)

(count only)

readiness

O Public Count = votes cast for this event
on this machine (Cast Vote Records, or

O Private Count = total votes cast in the life
of this machine, including embedded LAT

O Statement of polls open and device
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eScan Polls Suspended Report

This report is printed automatically when the polls are suspended for Absentee or Early Voting.

e If MBB is Test Mode, that is identified here.
K| If MBB is Election Mode, this line is blank.

Jurisdiction Title
Election Title -— | A printout of the election definition precedes
«— p p

Date the report.
Polling Place

Polls Suspended Report |~ | Date and time report was printed

(24-hour clock)
Date: 11-02-2006

Time: 20:01:01

|_— | eScan data:

Dev SerNo = NNNNNN 4| 0 Serial Number

SW Version = N.NN.NN O Software version

Pub Count = 0000200 01 Public Count = votes cast for this event

Pvt Count = 0005200 on this machine (Cast Vote Records, or
CVRs, stored)

O Private Count = total votes cast in the life
of this machine, including embedded LAT
(count only)
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eScan Detail Report

Reading eScan Device Reports

This report provides a detailed account of voting activity by precinct. This report can be printed

on demand after the polls have been suspended or closed.

***Test Mode***

Jurisdiction Title
Election Title
Date
Polling Place

Detail Report

A

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

report.

A printout of the election definition precedes the

VoA

The date and time report was printed

Date: 11-02-2006 | (24-hour clock)
Time: 20:02:05
Precinct DAILY TOTAL &— ; :
1 50 200 List of:
2 100 150
O
Total 150 350 o
J

cumulative

0 Precinct numbers included

Daily ballots processed per precinct
Cumulative ballots processed per precinct
Total ballots processed this day and
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Reading eScan Device Reports

eScan Polls Closed Report

This report prints when you close the polls on Election Day.

/ If MBB is Test Mode, that is identified here.
A If MBB is Election Mode, this line is blank.
Jurisdiction Title - ) .
Election Title <«—— | A printout of the election definition precedes
Date the report.
Polling Place
Polls Closed / Date and time report was printed
(24-hour clock)
Date: 11-07-2006 /
Time: 20:01:01 S dat
_— | eScan data:
Dev SerNo = NNNNNN 4| 7 Serial Number
SW Version = N.N.N 0 Software version
Pub Count = NNNNNNN 0 Public Count = votes cast for this Early
Pvt Count = NNNNNNN Voting event on this machine (Cast Vote

Records, or CVRs, stored)
S —— O Private Count = total votes cast in the life
of this machine, including embedded LAT
(count only)

Page 246 Confidential and Proprietary © Hart InterCivic, Inc.



Hart Voting System Support Procedures Trai

ning Manual

6300-006 62D

eScan Tally Report

Reading eScan Device Reports

This report prints when you choose to print the “Tally” report on the eScan after closing the polls
on Election Day. It can be printed for either the eScan device alone, or consolidated devices.

***Test Mode*** o

If MBB is Test Mode, that is identified here.
If MBB is Election Mode, this line is blank.

Jurisdiction Title
Election Title
Date

-

A printout of the election definition precedes the
report.

Polling Place

Unofficial VZ

Tally Report by Precinct

Date and time report was printed
(24-hour clock)

Date: 11-07-2006
Time: 06:59:58 e

MBB ID included
in Tally Report:
I.D.# N

List of MBBs included in the report and the total
number of MBBs. This allows you to distinguish
between consolidated and eScan-only tally
reports.

Total number of MBBs:

N e

Precinct

Precinct:

123 //

Contest Title

First Contest Name
1% Contest Option/Candidate 1

Total Number of Votes
1% Contest Option/Candidate 2

Total Number of Votes

Second Contest Name
2" Contest Option/Candidate 1

Total Number of Votes
2" Contest Option/Candidate 2

Total Number of Votes

-- Candidate
NN
-- Candidate
NN
Contest Title «—
-- Candidate —
NN
-- Candidate
NN
Proposition Title
-- For
NN
-- Against
NN L~

/

Precinct Ballot Summary

The Precinct Ballot Summary reports the number
of ballots voted per precinct.

Total Ballots voted in
this Precinct = NN

Ballot Summary «— |

Total Ballots voted in
this Tally = NN

Election Official
Signatures

The Ballot Summary reports the number of ballots
voted cumulatively (all precincts).

In a consolidated Tally (JBC and eScan), the
number of “Total Ballots” does NOT include eSlate
provisional ballots unless otherwise programmed
in BOSS.
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MBB Processing and
Election Night Procedures

eSCAN

Precinct Digital Ballot Imaging Direct Record Electronic Voting

Hart Voting System

System Version 6.2 Series
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Introduction

This section serves as a guide for MBB processing procedures at Rally Substations and

at a Central Counting Station during Early Voting and Election Day.

The MBB Transfer Envelope label goes on the MBB Transfer Envelope after the MBB
& is removed from the device. The envelope contains the MBB, the device seal, and the
Ballot & Seal Certificate. After processing, the envelope goes to the counting station.

Labels print 2 X 3 on the Avery label stock #5164.

HART

intercivic

1st Article

Mobile Ballot Box

DO NOT DROP, BEND OR CRUSH
KEEP AWAY FROM MOISTURE
KEEP CONNECTOR CLEAN
AVOID HIGH TEMPERATURES U.S. Patent #
AND DIRECT SUNLIGHT 6,250,548 B1

Hart Voting System Mobile Ballot Box, or MBB

¥~ For a complete set of standard Hart Voting System logs and labels, refer to the
tabs in this binder.
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MBB Processing and Election Night Procedures
MATERIALS AND SUPPLIES NEEDED

[ ] Paperwork from Predefine process of devices for checking seal and serial numbers
[ ] SERVO laptop with cables for backing up JBCs and eScans

[] Two Events created in SERVO, 1 for Early Voting and 1 for Election Day

] Extra paper for Tally printing (In case JBC or eScan has no paper)

[ ] Pens, black and red permanent markers, and Post-It™ Notes

[] Surge strips and extension cords

[] Folding tables and chairs

Nooh~wN =~

EARLY VOTING BALLOT BOARD (or the equivalent)

1. [] Receive sealed devices, Reconciliation Logs, Canceled Booth Logs, and the
appropriate envelopes from Early Voting sites no earlier than the close of Early Voting in
person.

2. [] Verify Access Codes Voted/Ballots Cast on JBC or eScan tape (cumulative summary
report from last day of Early Voting device tape left on device) matches the expected
count, total number voters checked in (signatures). If tape was not left on device, power
up and print tape.

3. []If Access Codes Voted/Ballots Cast on the JBC or eScan report and total number of
voters checked in does not match, reconcile using the daily device reports and the
device Reconciliation Log from the polling place.

4. [] Record total Access Codes Voted/Ballots Cast (Cast Vote Records) on Mobile Ballot
Box transfer envelope.

5. [] Record the number of Cast Vote Records in black permanent marker on each JBC or
eScan device tape (pull extra tape through and mark).

6. [] Record total number of Access Codes Issued, Voted, Expired, and Canceled, and/or
eScan Ballots Cast, on Ballot & Seal Certificate.

7. [] Verify seal numbers from Device/MBB Tracking Log, and record seal numbers on

Ballot & Seal Certificate; Collect signatures; Make a copy to go in the MBB transfer

envelope, keep the original certificate with Early Voting Ballot Board records.

[] Break device seal and remove MBB from device; Place MBB in transfer envelope.

[ ] Place broken device seal into the MBB transfer envelope.

0. [] Receive by-mail device MBB, if applicable, from by-mail voting along with device

reports (for Ballot Now; “Scanned Ballots By Batch”, “Election”, and “Audit Log” reports).

11. [] Verify that the by-mail device Public Counter record and Total Accepted Ballots
record agree (for Ballot Now, compare the “Election” report and the total of the “Scanned
Ballots by Batch” reports’ ballots written to MBB).

12. [] Place the by-mail MBBs in an MBB transfer envelope along with a copy of the device
reports. Keep original copies of device reports with the Early Voting Ballot Board
Records.

13. ] Deliver MBBs to Central Counting Station or secure storage area until Election Day.

14. [] Store JBC, eScan, and eSlate equipment securely, and in isolation from Election Day
equipment, until Election Day.

S©®
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MBB Processing and Election Night Procedures

ELECTION DAY BACKUP OF EARLY VOTING EQUIPMENT

1.
2.

[ ] In SERVO, create Early Voting event for the election.

[] Obtain Early Voting suspend reports from equipment and read Public Count numbers
to know number of cast vote records you are expecting to be backed up into SERVO per
device, or read off of device tapes/notes as devices are received.

[ ] In SERVO, go to the Device menu and click Backup and Reset. Select the checkbox
under Backup Data.

[] Attach SERVO cable to back of a powered on JBC or eScan. This should only take a
few seconds. You will see the numbers of CVR and Audit Logs from the device on the
SERVO screen, and you will hear an audible “ding” indicating that the device has been
backed up. Wait five seconds after the “ding” before you remove the SERVO cable.

[ ] Unplug backed up device from power, place check mark on device tape in red
permanent marker, and move device to a secure “backed up devices” area.

[ ] Repeat until complete.

ELECTON DAY MBB PROCESSING

1.

2.

11.

[ ] Receive sealed devices from Election Day sites no earlier than the close of Election
Day polls OR receive MBBs and seals from Election Day sites in MBB transfer envelope.
[] Verify Access Codes Voted/Ballots Cast on JBC or eScan tape (report from the
device tape left on device) matches the expected count, total number voters checked in
(signatures). If tape was not left on device, power on and print tape.

[ ] If Access Codes Voted/Ballots Cast on the device report and total number of voters
checked in does not match, reconcile using the device reports and the device
Reconciliation Log from the polling place.

[ ] Record total Access Codes Voted/Ballots Cast on MBB transfer envelope.

[ ] Record the number of Cast Vote Records in black permanent marker on each JBC or
eScan device tape (pull extra tape through and mark).

[] Record total number of Access Codes Issued, Voted, Expired, and Canceled and/or
eScan ballots cast, on Ballot & Seal Certificate.

[] Verify seal numbers from Device/MBB Tracking Log, and record seal numbers on
Ballot & Seal Certificate; Collect signatures; Make a copy to go in the MBB transfer
envelope, keep the original certificate with official records.

[ ] Break device seal and remove MBB from device; Place MBB in transfer envelope.

] Place broken device seal into the MBB transfer envelope.

.[_] Deliver MBBs and associated documentation to Rally PC at Substation or to Tally PC

at Central Counting Station.

[] Deliver eScan and/or JBC devices, along with a notation (on device tape, in black
permanent marker) of the number of Cast Vote Records per device, to the SERVO
station.
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MBB Processing and Election Night Procedures

ELECTION DAY RALLY AND/OR CENTRAL COUNTING (Tally) STATION

1.
2.

7.
8.

9.

[] Print Tally (and Rally) zero report(s).

[ ] Open MBB envelope; Inspect original device seal numbers and confirm with Ballot &
Seal Certificate, which also serves as receipt (for by-mail system printed report in
envelope serves as receipt).

[] Read Early Voting in person (and by-mail, if applicable) MBBs into Tally. Return
MBBs to envelopes after they are read; mark MBBs and envelopes “processed”.

[ ] After each MBB is read, print “Polling Place Status” and/or “MBB Status” reports to
verify that the total number of votes cast match the number of Access Codes
Voted/Ballots Cast (optional step).

[ ] Read and process Election Day MBBs in Tally (and/or Rally). Mark MBBs
“processed”. Return MBBs to envelopes after they are read; and mark envelopes
“processed”.

[] After each MBB is processed in Tally, print “Polling Place Status” and/or “MBB
Status” reports to verify that the total number of votes cast matches the number of
Access Codes Voted/Ballots Cast (optional step).

] Process Write-In votes in Tally, if applicable.

[] Print cumulative results reports to be certified and signed by Central Count Station
Official.

[] Print and prepare Tally application reports. Verify Rally reports.

10. ] Read and process late by-mail MBBs in Tally, if applicable, process provisional

ballots, and print final official “Canvass” reports at the appropriate date and time.

BACKUP OF ELECTION DAY EQUIPMENT

1.
2.

[ ] In SERVO, create Election Day event for the election.

[] Obtain Election Day device tally reports from equipment and read Public Count
numbers to know number of cast vote records you are expecting to be backed up into
SERVO per device, or read off of device tapes/notes as devices are received.

[ ] In SERVO, go to the Device menu and click Backup and Reset. Select the checkbox
under Backup Data.

[ ] Attach SERVO cable to back of powered on JBC or eScan. This should only take a
few seconds. You will see the numbers of CVR and Audit Logs from the device on the
SERVO screen, and you will hear an audible “ding” indicating that the device has been
backed up. Wait five seconds after the “ding” before you remove the SERVO cable.

[ ] Unplug backed up device from power, place check mark on device tape in red
permanent marker, and move device to a secure “backed up devices” area.

[ ] Repeat until complete.

[] Backup SERVO database to CD when complete, BEFORE YOU LEAVE ELECTION
NIGHT.
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Glossary of Terms

RALLY SERVO

THE

HART VOTING SYSTEM

Accurate. Scalable. Trusted.

Hart Voting System

System Version 6.2
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Term:

Definition:

Abandoned Ballot

A ballot that the voter did not cast into the ballot box before leaving the polling
place. On an eSlate, this is a ballot that the voter did not cast by pressing the
CAST BALLOT button and the voter is not present. Local election rules dictate
dispensation of an abandoned ballot.

Absentee Ballot

An official ballot issued to a voter who will be "absent" from the polling place
on Election Day.

Absentee Voting

A voting method by which people can cast their ballots without going to the
polling place on Election Day. Early Voting is sometimes referred to as
"Absentee-in-person," and by-mail voting is sometimes referred to as
"Absentee-by-mail."

Access Code

The four-digit number given to each voter that indicates to the eSlate system
which precinct and ballot style to display to the voter on the eSlate voting unit.
The Access Code is printed on a slip of paper printed on the JBC.

Access Code
Status Report

A JBC report that is printed on-demand. It lists the number of Access Codes
issued, voted, expired, canceled, and active.

Access Code
Summary

A JBC report that is printed with the “Tally” report when polls are closed on
Election Day. It lists the number of Access Codes issued, voted, expired, and
canceled.

Americans with
Disabilities Act
(ADA)

A 1990 federal act (Public Law 101-336) that established comprehensive
standards for the treatment of persons with disabilities in employment, public
accommodations, and other programs, including those operated by state and
local governments.

ATA Advanced Technology Attachment; a disk drive implementation that integrates
the controller on the disk drive itself.
Audio Card Used in a DAU eSlate, the PC card that contains the audio prompt recordings

for an election. Formerly also called a “DAU Card”.

Audit Log, Audit
Trail, Audit Report

Recorded information that allows elections officials to view the steps that
occurred on the equipment included in an election to verify or reconstruct the
steps followed without compromising ballot or voter secrecy.

Authentication

The verification of the identity of a person or process. In a communication
system, authentication verifies that messages really come from their stated
source, like the signature on a (paper) letter.

Ballot Box, eScan

A secure receptacle for the eScan that collects scanned paper ballots and that
has an emergency compartment for temporary storage of voted ballots in case
the eScan is disabled.
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Ballot Box
Security Seal

The seal attached to the MBB door on a JBC or eScan to secure the installed
MBB. Also, the seal attached to the lid/receptacle junction of the eScan ballot
box.

Ballot Code

A unique number assigned to either a provisional ballot or an Early Voting
retrievable ballot to enable swift retrieval of that ballot from the Hart Voting
System Tally application by election officials.

Ballot Format

The arrangement of the ballot created in BOSS. Ballots may be formatted for
the eSlate or for Ballot Now.

Ballot
Instructions

Instructional text that appears at the top of the ballot. There are two separate
types of Ballot Instruction text: (1) eSlate and (2) Ballot Now. There is also
separate audio instruction associated with the eSlate ballot instruction.

Ballot Key

The unique alphanumeric identifier associated with each VBO cast vote
record. This identifier aids in reconciling votes in case of a manual recount.

Ballot Now ™

The Hart Voting System software application that prints paper ballots on
demand and then digitally images the voted ballots to save for delivery to Tally.

Ballot Now Image
Processor

Ballot Now Image Processor (BNIP) is an application that runs in parallel with
Ballot Now. After scanning ballots, BNIP processes ballot images.

Ballot Origination
Software
System™ (BOSS)

The software application used to build an election database and create ballot
styles. BOSS is used to write the MBB, Audio, Solo, and Demo cards used in
Hart Voting System equipment.

Ballot Style

One of any number of specific ballot configurations issued to the appropriate
precinct. At minimum, ballot styles differ from one another in content. They
may also differ in size of type, in language used, or in method of presentation
(e.g., visual or audio).

A ballot with a unique collection of contests to be used in the election. Every
precinct’s (or split precinct’s) ballot is linked to one ballot style and there may
be several precincts with the same ballot style. The ballot style information is
carried on the MBB. A ballot style barcode is printed on the ballot.

Ballot Text

Instructional text embedded in the ballot. Ballot Text is often used to identify a
section of the ballot.

Bar Code

A printed horizontal strip of vertical bars of varying widths, groups of which
represent decimal digits. In the Hart Voting System, bar codes are required in
order for paper ballots to be correctly scanned. Ballot Now uses bar codes to
represent a ballot page’s election identifier (ID), party ID, language ID, precinct
ID, sheet ID, serial number (if applied), page number, ballot type, and duplex
code.

Card Device

The PC-card drive for reading and writing Hart Voting System data and audio
cards.
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Cast Vote Record
(CVR)

An anonymous record of the contest options that a voter selected on his/her
cast ballot. In the Hart Voting System, Cast Vote Records are stored in
electronic format. One Cast Vote Record is equivalent to one ballot.

Challenged Ballot

Terminology and rules for “challenged ballots” or “challenged voters” vary by
state. In general, a challenged ballot results when a voter’s right to cast a
ballot in a certain jurisdiction is challenged for various procedural reasons. If
the challenge stands, the voter may, in most cases, vote provisionally.

Contest A choice to be made on the ballot; a race. Contest types include offices,
issues, referendums, propositions and questions.

Credentials Authentication information that enables access to operations in the system or
associated databases. Credentials typically include user IDs and passwords.

Cumulative A summary on the JBC “Suspend Report” or “Daily Detail Report” that lists the

(Access Code) Access Codes issued, voted, expired, and canceled for the entire session of

Summary Early Voting.

Cumulative The votes for each candidate in an office contest are replicated as many times

Voting as the number of valid choices.

Cyclic A continuous test of each transfer of data within a system to ensure that the

Redundancy data received at the end of the transfer is the same as the data originated by

Check the source.

(Daily) Detail A report that the JBC or eScan prints when the polls at an Early Voting site are

Report suspended. This report identifies the number of ballots cast per precinct.

Daily (Access
Code) Summary

A summary on the JBC “Suspend Report” and “Daily Detail Report” that lists
the Access Codes issued, voted, expired, and canceled for only the current
day of Early Voting.

Daisy Chain

Items connected in a series. The eSlates are daisy chained, one to another,
with one plugging into the JBC.

Damaged Contest

In Ballot Now, a mark requiring resolution because the option box has been
erased or partially erased (damaged). A damaged contest may be resolved for
voter intent or confirmed. If confirmed, a damaged contest will register as no
choice for that selection. This may result in fewer selections than allowed for
that contest; i.e., an undervote.

Database

A storage point for information (data).

Demo Card

An ATA memory card that contains both ballot and audio data for use in a
Demonstration eSlate.
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Demonstration
eSlate (Demo)

An eSlate set up for voter education purposes, to allow voters to practice using
the eSlate buttons and interface (including headphones and adaptive devices,
if desired) on a functioning unit that cannot record votes. A Demonstration
eSlate does not require a JBC in order to display ballots because it uses a
special ATA memory card that contains both ballot and audio data.
Demonstration eSlates are also known as “demo units.”

Digital Signature

An encrypted digital code appended to data, making it possible to require
authentication before allowing access to that data.

Direct Record
Electronic (DRE)

The election industry term for an electronic machine at which a voter can view,
vote, and cast a ballot.

Disabled Access
Unit™ (DAU)

An eSlate that includes accessory components so that disabled persons can
vote independently and privately. DAU eSlates include a module that accepts
audio cards so that voters can listen to the ballot with headphones. DAU
eSlates also have jacks for tactile input switches or “sip and puff” devices so
that voters with limited mobility have alternatives to the SELECT wheel.

District

A selection of precincts and/or split precincts that determine a voting group.

Duplicate Ballot

During scanning, if serial numbers were printed on ballots, Ballot Now will
search the database for an identical ballot serial number every time a ballot is
scanned, and disallow the ballot if it is a duplicate.

Duplex

Two-sided. In Ballot Now ballots are printed and scanned on both sides of the
ballot sheet. The eScan scans both sides of the ballot sheet.

Early Voting

In the Hart Voting System, the term for votes cast in-person prior to Election
Day. Nomenclature for “Early Voting” varies from state to state in the U.S.A.
(Absentee In-Person, Absentee Walk-In, etc.). Totals are not available from
the polling place during the Early Voting period (i.e., no “Tally” report
available).

Early Voting
Retrievable Ballot

Ballots cast on the eSlate at Early Voting polling places that can be retrieved
by Ballot Code from the Tally tabulation application by election officials. The
Ballot Code is printed on the Retrieval Stub for an Early Voting retrievable
ballot. A checkbox in BOSS must be selected in order to identify eSlate ballots
cast during Early Voting as retrievable.

eCM

eSlate Cryptographic Module; a highly secure peripheral USB device provided
by Hart InterCivic. The eCM contains the signing key, the key ID, and the eCM
PIN required to perform certain functions in the Hart Voting System
applications.

eCM Manager

The Hart InterCivic software application that manages approved security
functions for use in the Hart Voting System. eCM Manager is used to create a
signing key, and then write the signing key, key ID and eCM PIN to the eSlate
Cryptographic Module (eCM).
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eCM PIN eSlate Cryptographic Module Personal Identification Number; a password
selected by the jurisdiction system administrator before any signing keys are
written. This PIN is used to access functions requiring the eCM.

EDX Election Definition XML (eXtensible markup language); a format for election
information data exchange.

Election An independent federal commission that serves as a national clearinghouse

Assistance and resource for the compilation of information and review of procedures with

Commission respect to the administration of federal elections.

(EAC)

Election ID An election identification code that is unique for every election. The election ID
is used internally by the software applications.

Election A report that the JBC or eScan prints when the polling place ID is selected.

Identification The report contains the current date and time, jurisdiction name, election

Report name, election date, polling place, and number of precincts enabled for the
polling place. For Election Day, shows the name of all precincts enabled for
the polling place.

Election A set of processing functions and databases within a Voting System that

Management define, develop and maintain election databases; perform election definition

System (EMS)

and setup functions; format ballots; count votes; consolidate and report results;
and maintain audit trails.

Encryption

Any procedure used in cryptography to convert plaintext into ciphertext
(encrypted message) in order to prevent any but the intended recipient from
reading that data.

eScan™

Hart InterCivic’s precinct paper ballot scanning device. A paper ballot printed
from Ballot Now can be scanned and recorded on this device.

eSlate®

Hart InterCivic’s direct record electronic (DRE) voting device. An electronic
ballot can be viewed, voted, and recorded on this device.

Event

In SERVO, a specific backup of a set of devices in SERVO. An Election MBB
is required to create an Event. Each Event relates directly to either an Election
or a Test Election.

FEC

Federal Election Commission, an independent federal regulatory agency.
Voting systems regulation formerly assigned to this body have been
transferred to the Elections Assistance Commission (EAC).

Finalized

In BOSS, the database status that prevents further data modification and
writing of MBBs to make it available to Tally. In Tally, the database status that
prevents further reading of votes from MBBs into Tally.
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FireWire

A personal computer and digital video serial bus interface standard offering
high-speed communications and isochronous real-time data services. FireWire
(also known as i.Link or IEEE 1394) can be considered a successor
technology to the SCSI Parallel Interface. FireWire is capable of transfer
speeds of up to 400 megabits per second.

Firmware

Computer programs (software) stored in read-only memory (ROM) devices
embedded in the system and not capable of being altered during system
operation. For purposes of applying the Standards, firmware is considered a
form of software.

Flash Memory

Reprogrammable, read only memory that is used in PC cards or MBBs. Flash
Memory does not require continuous electric power to operate. It is a system
that can store more data and work faster than a traditional floppy disk.

Fractional
Cumulative
Voting

A voter selects at least one candidate in a contest that allows votes for multiple
options, but selects fewer than the number of options allowed. The unvoted
options that were allowable are distributed equally to the voted options.

Functionality Test

Testing of hardware functionality (e.g., testing to see that an eSlate button
responds when pressed).

Fusion™

A supplemental Hart Voting System software application used to integrate
data, as from Tally and another voting system, and/or to provide custom
reporting.

Hart Voting
System

The full suite of Hart InterCivic’s election software and hardware products,
covering everything from ballot creation to tabulation. Includes: BOSS, Ballot
Now, eScan, JBC, eSlate, Rally, Tally, utility products, and SERVO. Previously
referred to as the ‘eSlate Electronic Voting System.’

Hash

Algorithm that maps a bit string of arbitrary length to a fixed-length bit string.
Approved hash functions satisfy the following properties: (a) it is
computationally infeasible to find any input that maps to any prespecified
output, and (b) it is computationally infeasible to find any two distinct inputs
that map to the same output.

HAVA

The Help America Vote Act, signed into law October, 2002. HAVA intends to
assist states in the administration of federal elections and establishes
“‘minimum standards for states and units of local governments with the
responsibility for the administration of federal elections.”

Incomplete Ballot

A multi-sheet ballot being scanned in a scan batch that has its first sheet, but
is missing following sheets.

Infusion™

A supplemental Hart Voting System software utility used to extract data, as
from another voting system or voter registration system, and/or to provide
ballot data formatted for import into BOSS.
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Initialized Report

A report printed from the JBC and eScan any time the device is powered on.
This report shows a timestamp, firmware version, and diagnostic test result. A
self-diagnostic test is run on the system, and the result is indicated as
“*PASS**” on the report.

Judge’s Booth
Controller™

The control unit of the eSlate system, through which a poll worker distributes
electronic ballots to the eSlate and DAU eSlate.

(IBC)

Jurisdiction A precinct or group of precincts managed by a single organization.

Key GUID Key Globally Unique Identifier. A unique, system-generated value assigned to
each signing key in the eCM Manager.

Key ID A user-selected identification number that prompts the eCM Manager

application to generate a new 128-bit encrypted signing key. Allowed values
are from 1 to 99.

Locked Ballot

In Ballot Now, a ballot that is currently checked out in the resolve process for
editing by a user.

Logic and
Accuracy Test
(L& A or LAT)

In the context of an election, a test to check the accuracy of a piece of voting
equipment. An LAT is accomplished by feeding test ballots for which the
results are already known (i.e., a “test deck”) through the ballot counting
system and comparing the results with the expected results. If an error occurs
(i.e., the actual test deck count does not match the expected count), then the
problem is investigated and corrected, and the test is repeated.

MBB, Election An MBB used to collect votes for an election. The Election MBB can only
contain information from Election ballots.

MBB, Test An MBB used for test purposes when validating the eSlate system before an
election. The Test MBB can only contain information from Test ballots.

Mobile Ballot A PC card that holds all of the ballot information for the Hart Voting System. An

Box™ (MBB)

MBB is placed in the JBC unit, the eScan device, and/or in the Ballot Now
computer. Cast Vote Records are also stored on MBBs, which are read into
Tally. Audio is not stored on an MBB.

Network
Configuration
Report

A report printed on the JBC after booths are assigned. The report contains the
serial number, software version, PUB count, and PVT count for the JBC and
each eSlate unit.

Non-partisan
Office

An elected office for which candidates run independent of political party
affiliation.

Orphan Ballot

A multi-sheet ballot being scanned in a scan batch that has missing leading
sheets.

Overvote

The generally prohibited practice of voting for more than the allotted number of
options for a given contest.
On the eSlate it is not possible to overvote.
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Party

A political party, for example Democratic or Republican.

PC Card

An information storage device that is about the size of a credit card. Similar to
a USB memory stick. It is also called a “PCMCIA” card. In the Hart Voting
System it is called a Mobile Ballot Box (MBB), an audio card, or a demo card.

Persistence

A property of a programming language where created objects and variables
continue to exist and retain their values between runs of the program.

Polling Place

The area within the polling location where voters cast ballots.
Often a single polling place supports several precincts.

Polls Closed
Report

Report printed by the JBC, VBO and/or eScan when the polls are closed. This
report includes a timestamp indicating the date and time printed.

Polls Open Report

Report printed by the JBC, VBO and/or eScan when the polls are opened. This
report includes a timestamp indicating the date and time printed.

Poll Worker A button, located on the back panel of the eScan device, used to access poll
Button worker and administrator functions.
Precinct A jurisdiction subdivision for election purposes.

Precinct Voting
System
(PVS)

A legacy term for those components of the Hart Voting System that are used
for election activities at individual polling places.

Provisional Ballot

A ballot provided to individuals who claim they are eligible to vote but whose
eligibility cannot be confirmed when they present themselves to vote. Once
voted, such ballots are not included in the tabulation until after the voter’s
eligibility is confirmed.

Provisional Ballot
Stub

A report that prints below the Access Code when a provisional ballot is
requested during the “Add Voter” procedure on the JBC. This stub includes the
Ballot Code used for ballot retrieval during the tabulation process. The stub
must be separated from the Access Code and kept for ballot tracking purposes
for this unique type of ballot.

Provisional
Parsing

The process of selectively reporting on a provisional ballot only those contests
in which a provisional voter is eligible to vote, based on his/her precinct of
residence. Provisional parsing becomes necessary when the provisional voter
has cast a ballot outside of his/her correct precinct, and the voted ballot style
includes contests for which the voter is not eligible to vote. When the Tally
software application is installed, users have the option to enable a provisional
parsing interface. If enabled, once the Tally application has selectively
identified (i.e., “parsed”) those contests on a provisional ballot for which voted
options shall be reported, election officials can choose how to report results:
cast votes may be associated with the original precinct in which the provisional
ballot was actually cast, or they may be reassigned to the voter’s correct
precinct.
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Provisional Voter

A voter whose eligibility is yet to be determined at a given polling place. A
provisional voter is allowed to vote on a “provisional ballot” under conditions
set by state election law. Because the voter is “provisional”, his/her ballot must
be retrievable by election officials under certain conditions that vary from state
to state.

PUB (Public)
Count

Also called the “ballot counter”. A six-digit number, shown on the JBC and
eScan configuration reports and Polls Open screen, and in the Ballot Now
window, that indicates how many votes have been counted, and CVRs
recorded, on that machine for the current election. The public count of a device
is reset to “zero” during warehouse operations between elections.

PVT (Private)

A six-digit number, shown on the JBC and eScan configuration reports and

Count Polls Open screen, and in the Ballot Now window, that indicates how many
ballots have been cast on that machine in its lifetime. CVRs are not associated
with the private counter. The private counter cannot be zeroed.

Rally ™ The Hart Voting System application that reads, stores, and transfers CVRs via

local area network or modem connection to a PC running the Tally application.

Replacement
Ballot

A ballot that is designated by the election authority to be a replacement for a
spoiled ballot.

Resolution

The Ballot Now task of assigning the voter’s intent to votes on ballots that
contain an undervoted contest, an overvoted contest, or a contest with a
selected write-in. Resolution may also exclude a completely blank ballot or a
damaged ballot.

Sample Ballot

A ballot printed as a sample of the real election ballot. Sample ballots contain
a special barcode which prevents them from being included as a CVR in an
MBB.

Scan Batch A group of ballot sheets to be scanned. Each scan batch has certain number
of sheets. Ballot Now assigns and prints a sequence number when the ballots
are printed. The user can assign comments to a scan batch in the Scan
Ballots window prior to scanning the batch of ballots.

Select Wheel The rotary wheel on the eSlate and DAU eSlate that allows a voter to navigate

the ballot and highlight choices by turning the wheel.

Serial Number

A barcode and/or human-readable number placed on the ballot stub and/or the
sheets of a ballot that uniquely identifies the ballot in order to prevent duplicate
scanning of paper ballots.

SERVO™ The eSlate application used as a System for Election Record Verification and
Operations. This application is used for polling place equipment cast vote
record backup, recovery, recount, and resetting.

Sheet In reference to Ballot Now paper ballots, one piece of paper printed on both

sides, i.e., duplex. Ballot Now ballots can consist of no more than 9 sheets.
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Signing Key A true 128-bit random number used to cryptographically protect data, making it
possible to require authentication before allowing access to the data. In the
Hart Voting System, the signing key is written to the eCM, JBCs, eScans, and
MBBs.

Sip-and-Puff A voter’s personal input device that connects to the DAU eSlate in the disabled

access jack. This enables disabled voters with extremely limited mobility to
vote with a mouth-controlled device.

Split Precinct

The smallest division of a precinct for election purposes.

Spoiled Ballot A ballot that has been rendered invalid by a voter who is still present at the
polling place, making it necessary to give the voter a new ballot. With the
eSlate, a ballot is spoiled if the voter gets the wrong ballot style, the wrong
language, or is not on the DAU eSlate but needs to be.

SSL Secure Sockets Layer; a protocol developed by Netscape for transmitting

private documents via the Internet. SSL works by using a private key to
encrypt data that is transferred over the SSL connection.

Straight Party
Voting

A voting method that presents a contest that allows selection of a single
political party in order to automatically select candidates of that party in
contests that allow straight party voting.

Suspend Report

A JBC or eScan report that automatically prints when polls are suspended in
Early Voting. For the JBC, the report lists the PUB count and PVT count of the
JBC and eSlate units, a Daily (Access Code) Summary, and a Cumulative
(Access Code) Summary, as well as a timestamp.

Tactile Input
Switches

HNTH

Also called “dual mode switches,” “jelly switches,” or “buddy buttons,” these
red and green “paddles” enable voters with disabilities to vote without using
the SELECT wheel and ENTER button on the eSlate. Voters without fine motor
control may use these. The red tactile input switch allows voters to navigate
through the ballot, similar to turning the SELECT wheel in a clockwise
direction. The green switch is similar to pressing the ENTER button.

Tally™

The Hart Voting System tabulation software. After an election, the Tally
software counts the votes on the MBB(s) and produces reports on those cast
votes.

Tally Report Tape

An Election Day report that may be printed on a JBC or eScan after polls are
closed. It includes the date, time, precinct, a tally of votes for each contest, and
an Access Code or ballot summary. BOSS includes a setting for allowing, or
disallowing, this report to be printed from the JBC or eScan after close of polls
on Election Day.

TRANS

Translation, Recording, and Audio Normalization System; an eSlate
application for translating multi-language ballot text and for recording all audio
(including English) to be imported into the BOSS database.
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Undervote The practice of voting for less than the total number of election contests listed
on the ballot, or of voting for less than the number of options allotted for a
given contest.

UPS Uninterruptible Power Supply.

USB Universal Serial Bus; an external peripheral interface standard for
communication between a computer and other devices. In the Hart Voting
System, an eCM connects to a USB port.

VBO Verifiable Ballot Option; the Hart Voting System VVPAT (Voter-Verified Paper

Audit Trail) device that can be connected to the eSlate or Demonstration
eSlate inside the voting booth in order to print a paper record of each ballot
cast.

Voter Registration

An electronic poll book sometimes known as a “thin client” or “VR Computer.”

Computer

VVPAT Voter-Verified Paper Audit Trail; Implemented in the Hart Voting System by the
VBO (Verifiable Ballot Option) device.

WAV file A file format (.wav) used for storing digital audio. TRANS audio is stored in
.wav file format.

Write-in A name of a candidate entered by the voter in order to vote for a candidate

that is not listed on the ballot.

Write-in, certified

A candidate that has been certified by the election authority as being a valid
write-in candidate for the election.

Write-in Voting

A means to cast a vote for an individual not listed on the ballot.

XLIFF XML Localization Interchange File Format. A file type (.xIf) used by BOSS and
TRANS for language text translation.
XML eXtensible Markup Language. A structured, extensible, text-based data

definition and data exchange format. TRANS uses an .xml file as a manifest,
or index, to associated audio .wav files.

Zero Tape Report

A JBC or eScan report that prints out when polls are opened on the first day of
Early Voting and on Election Day. This report lists the timestamp, the number
of precincts at the polling place, the contests and candidates on the ballot, and
verifies that the number of votes for each candidate or option is zero.
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SERVO Procedures
and Operations Manual

Data Backup and Inventory Software

Hart Voting System

System Version 6.2
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Introduction

SERVO (System for Election Records and Verification of Operations) is an election records and
recount management system for the Hart Voting System.

Following is a brief set of SERVO training procedures checklists and the SERVO Operations
Manual.

Since the Hart Voting System Support Procedures Training Manual supports all Hart
& Voting System products, not all of the procedures in this document apply to all

implementations. You must identify applicable procedures for the voting devices
implemented.

Admin Reset permission should be given to a very limited number of users.

¥~ Refer to page 291 for the SERVO Operations Manual.
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SERVO Tasks Requiring the eSlate Cryptographic Module (eCM)

What is the eCM?

The eCM is a physical USB security device provided by Hart InterCivic. It is required for access
to secure functions in the BOSS, Ballot Now, Tally, Rally, and SERVO applications. The eCM
must be generated using the eCM Manager application.

When is the eSlate Cryptographic Module Used?

In a given election, the signing key on the eCM is used by the BOSS application to accept the
ballot formats for the election, and a matching signing key must also be present in the eCM(s)
used in the Ballot Now, Tally, Rally, and SERVO applications.

The simplest way to use an eCM is to keep the device handy (e.g., on a lanyard on your person)
and to insert the eCM token into a USB port on an election PC each time that PC is being used,
removing the eCM when finished.

When the eCM is accessed, Ballot Now requires the operator to enter the eCM PIN (a password
selected by a jurisdiction administrator before any signing keys are generated).

In SERVO, the eCM is used to:

0 Prepare each JBC to accept an MBB for the election (Program Key)
Prepare each eScan to accept an MBB for the election (Program Key)
Create an Event for storing an election’s CVRs and audit logs

Create Recovery MBB(s)

Create Recount MBB(s)

O0oo0ono

eCM Management

The eCMs should be closely managed. The number of eCMs being used for an election and
their PIN(s) should be logged in a secure location. eCMs should be labeled with the election
name or similar information, but NOT with the eCM Key ID or PIN. eCMs should be stored in a
secure location, separate from election MBBs.

© Hart InterCivic, Inc. Confidential and Proprietary Page 275



Hart Voting System Support Procedures Training Manual 6300-006 62D

SERVO Equipment Checklist

SERVO Equipment

Equipment: Explanation:

O One .xmlimport file with certified device

- . For device firmware verification
firmware version data

SERVO requires the eCM before:
0 Preparing each JBC and eScan to accept an
O One eCM token with the election’s MBB for the election
signing key data O Creating an Event
O Recovering MBBs
00 Creating recount MBBs

SERVO requires an Election Mode MBB to add
Absentee, Early Voting, and Election Day Events

O One unvoted Election Mode MBB that will capture backup CVRs (if capturing CVRs for
a test, you may use a Test Mode MBB). This MBB
may be reused as a recount MBB.

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records For creating JBC-based Early Voting recount MBBs
(CVRs) for Early Voting in person.

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records For creating JBC-based Election Day recount MBBs
(CVRs) for Election Day.

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records
(CVRs) for Early Voting in person.

For creating eSlate-based Early Voting recount
MBBs

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records
(CVRs) for Election Day.

For creating eSlate-based Election Day recount
MBBs

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records For creating eScan-based Absentee recount MBBs
(CVRs) for eScan Absentee voting.

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records
(CVRs) for Early Voting in person.

For creating eScan-based Early Voting recount
MBBs

O One unvoted 128 MB Election Mode
MBB per 65,000 cast vote records
(CVRs) for Election Day.

For creating eScan-based Election Day recount
MBBs

For each device that requires a Recovery MBB to
be created, to replace a lost, stolen, or destroyed

O One Non-Election MBB (minimum) original Election MBB. A Non-Election Mode MBB
is required. This MBB is NOT written from the BOSS
election database.

To increase the volume indicating that a SERVO

O One Set of PC speakers function (add device, backup, reset, reset clock) has
been completed on a unit.

O One parallel cable (male/female) For connecting from the SERVO PC to a JBC

O One network crossover cable For connecting from the SERVO PC to an eScan

MBBs should be labeled as they are created in
BOSS. Mark labels with specific information in order

O Standard and Recovery MBB labels to avoid confusion.

&~ Refer to the Election Labels tab for
label templates.
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SERVO Election Sequence Checklist

SERVO Election Sequence

Timeframe:

SERVO Function:

Notes:

When Acceptance Testing
new equipment and/or when
Functionality Testing existing
equipment

O

Program signing key onto
JBCs and/or eScans
Reset JBC and/or eScan
clocks

Reset equipment and
MBB CVRs and audit
logs after testing

Verify device firmware

eCM required

Resetting via the Backup
and Reset window resets
clocks and clears CVRs
and logs for equipment
only (not MBBs), one
device at a time. This also
adds devices to the
equipment list.

Resetting via the Admin
Tools menu, Device Reset
menu item resets clocks
and clears CVRs and logs
for the eScan, JBC, up to
12 daisy-chained eSlates,
AND installed MBBs. This
does NOT add devices to
the equipment list.

During Training

Reset equipment and
MBB CVRs and audit
logs between classes
and/or between
simulations within
classes

Resetting via the Admin
Tools menu, Device Reset
menu item resets clocks
and clears CVRs and logs
for the eScan, JBC, up to
12 daisy-chained eSlates,
AND installed MBBs.
Resetting via the Admin
Tools menu, MBB Reset
menu item clears CVRs
and logs for the MBB
installed in the PC card
reader/writer.

DO NOT RESET LIVE
ELECTION MBBs.
Admin Reset
permission should be
given to a very limited
number of users.
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SERVO Election Sequence Checklist

Timeframe: SERVO Function: Notes:
O Each time the signing
key is changed, JBCs
and/or eScans must be 0 eCM required
re-programmed with new | O Absentee, Early Voting and
Before an Election signing key Election Day Events may
O Resetequipment be added before an
O Verify device firmware (if Election, rather than after.
not verified in recent
functionality testing)
O eCM required
O Recover lost, stolen, or O For each device that
destroyed MBB from a requires a Recovery MBB
JBC or eScan to be created to replace a
During an Election, if an MBB & Refer to the lost, stolen, or destroyed
is lost, stolen or destroyed Election original Election MBB, a
Labels tab for Non-Election Mode MBB is
Recovery required. This MBB is NOT
MBB Labels. written from the BOSS
election database.
O Add Absentee-in-Person,
Early Voting, and
Election Day Events in
SERVO, if not already
accomplished
O Verify device firmware o eCM required
After an Election - ?I?\f:nl:?seaqulig)r?;in;ally - Unvqted Ele_ct|on MBB
forced when backing up required. This MBB can be
. . reused as a recount MBB.
equipment if the Event
has not yet been added)
O Resetequipment
(optional, depending on
local procedures for next
election preparation)
. . 0 eCM required
After an election if an MBB is O Create Recovery MBB 0 Unvoted Non-Election MBB

lost, stolen or destroyed

required
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SERVO Election Sequence Checklist

Timeframe:

SERVO Function:

Notes:

After an Election, if a full
recount is called

O Build recount MBBs from
all JBCs and/or eScans
included in the election
event and/or from all
eSlates included in the
election event.

O eCM required
0 Use unvoted Election
MBBs; one 128 MB, MBB
per 65,000 CVRs
e 1 MBB for Early Voting
JBC recount
e 1 MBB for Election Day
JBC recount
e 1 MBB for eSlate Early
Voting recount
e 1 MBB for eSlate
Election Day recount
e 1 MBB for eScan
Absentee Voting
recount
e 1 MBB for eScan Early
Voting recount
e 1 MBB for eScan
Election Day recount

After an Election, if a partial
recount is called

O Print Cast Vote Records
by precinct (“Device Vote
Records by Precinct”
report) or by Polling
Place (“Device Vote
Records” report)

O Reports can be exported
for use in spreadsheets.

Election MBB required initially
to create Event.

After all Election data has
been backed up

O

Reset equipment

Atfter all election-related
SERVO operations are
completed

O

Import Device Data from
other SERVO PCs to one
“‘Master” SERVO
database (designate one
SERVO PC as the
“‘Master”).

After all Election devices have
been reset

O Print SERVO Audit Log
to verify reset (device
erase), etc.
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SERVO Event Naming Conventions

SERVO Event Naming

0 SERVO Events should be named with similar naming conventions used for BOSS and Tally
databases.

O If Test equipment is being backed up, the Event should include the term “TEST” in the event
name. This will help users to keep backup data organized. In general, there is no need to
back up test data.

0O Each Event should be named with the Election name, election date, and “Absentee”,
“Election Day” or “Early Voting”. This will help users to keep backup data organized.

& Absentee Voting, Early Voting or Election Day MUST be selected to match the Event
type of the equipment to be backed up.

x
Add Event P

Thiz dialog allows vou to create an event where information backed up from ‘ E
wour devices may be stored.

Dezcribe the Event- Enter a dezcriptive name for the event.

GEMERAL 11.8.05 Election Day Wating

Select the made Select the Election Saurce
+ Election Mode * Election Dray
{~ Early %ating

" Test Mode {~ Abzentes Woting

Inzert MBB

Once pou have entered a dezscription of the event, inzert an MBE into pour AT 4 flazh device. The
header and ballot data of the MBB will be read and stored for the event, and uzed as a baszis for
report generation,

[HE Cancel

SERVO Add Event Window with Example Event Naming Convention
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SERVO Hardware Interface Settings and Troubleshooting

SERVO JBC Hardware Interface Settings

SERVO connects to a JBC via a PC extended capabilities port (ECP) or extended parallel port
(EPP). To check port settings in SERVO, go to the Settings menu, Hardware Interface menu
item. The “Hardware Interface Settings” window appears:

Hardware Interface Settings

Interfacing Hardware

Thiz dialog alloves you to configure the parallel port uzed to interface with JBEC
devices.

3 ECP Printer Port [LPT1)

Besource settings:

Parallel Port Address

From the Device kanager within \WwWindows,
look. at the parallel port address for the port pou
wizh to uge and enter that value here.

| Resource type | ing
W [ riput/O utput Rangef 0375} 037F
| nput/Output Range -077F

378

e caneel |

Verify the parallel port address in the Windows Device Manager. The path to the port settings in
Windows is Start/Settings/Control Panel/Administrative Tools/Computer Management/Device
Manager/Ports/<Port Name>/Resources. The following example shows the port setting for a
laptop with a Quatech SPP-100 card installed to communicate as a parallel port between
SERVO and a JBC. The parallel port address in SERVO’s “Hardware Interface Settings” window
matches the Input/Output Range setting in the Device Manager. If these do not match, change
the parallel port address in SERVO or call Hart Support.

&~ Refer to “Troubleshooting Parallel Port Setup for SERVO” on page 282 for more
detailed information.

Administrative Too i ] 9]
J HBack - = - | @hsearch [YFolders ¢4 | s Or »
JAddress I Administrative Taols j o |J File *
1 [ | | Mame #
I‘@ |- Eﬂ Component Services
- o %Computer Management
LI Computer Mal M=l puatech spP-100: 1 Parallel Port {LPT1) Pr 2l
Act Wi T Al &
J getion ylew |J e = | | | = J | = Genetall Port Settings | Driver  Resources |
Tree | =42, PLICHTENHELD-LT
=] Compter Managemert (La -8 Batteries Quatech SPP-100: 1 Parallel Part (LPT1)
Computer Management Lo
. I:I--- Computer
Hm Syster Toals X .
[]__@ Event Viewer [+ Disk drives - -
I:I---% Syskem Information - Displayy adapters il
b [#--L5) DYDJCD-ROM drives | Resource type | Setting
[]---ﬁ Performance Logs "
(50 shared Folders [+-%2s Floppy disk controllers W Intenupt Request 07
_____ B Device Manager [#l-52 IDE ATAATAPT controllers 8 Irput/Output Rangs 0373 - D37F
o [ i5% Kevhoards
[+-#%5 Local Users and Gre - o .
EI@ Storage I:I--- Mice and other pointing devices
& Mad - —
..... (221 Disk Management S Mzn;ronrss Setting based on: IEunent configuration j
----- &*. Disk Defragmenter e
=t —— [+--EE} Metwark adapters
e~ " (-4 PCMCIA adapters
[]"@ Bemm"ad = Stfrage B, Ports (COM & LPT) [T Use automatic settings Change Setting... |
D"& SRS L S néyi Communications Port {COML) o L
r,é’i ECF Prirter Port (LFTZ) Conflicting device list:
[ néyi Quatech SPP-100: 1 Parallel Port {LPT1) Mo conflicts. ;I
-4 SCSI and RAID controllers
[#-G}> Sound, video and game controllers
I:I--- System devices LI
[#--8 Universal Serial Bus contrallers
4 | | »
| _I | ok I Cancel |
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The following steps are fairly technical. Call Hart Support for assistance, if necessary.

If SERVO is not working, disconnect the PC from the JBC, restart both the PC and the JBC, and
attempt to connect to the device again. If this does not work, check the PC settings as follows:

Check PC BIOS

Check the PC BIOS to see if the onboard parallel port supports EPP or not. If EPP is not
supported, then a Quatech card will be needed. In general, desktop PCs support EPP, most
laptops (including all Dell Latitudes and late model Inspirons) do not. The following instructions
assume EPP is not supported and therefore a Quatech card is being used.

Set the onboard parallel port to LPTZ2

Right-click the My Computer icon and choose Manage.

In the left pane, select Device Manager.

In the right pane, expand Ports.

Right-click the ECP Printer Port and choose Properties.

Click the Port Settings tab.

5.1. The “Filter Resource Method” should be “Never use an interrupt”.
5.2. Uncheck “Enable legacy Plug and Play detection”.

5.3. Change the LPT Port Number to LPT2.

aokronN=

ECP Printer Port (LPT2) Properties

General Port Settings l Driver ] Hesuurces]

Filter Resource b ethod

" Ty not ko use an intermupt

{« Mever use an interupt

" |lze ary interrupt azzigned ta the port

[ Enable legacy Plug and Play detection

LPT Paort Humber: LFTZ -
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6. Click the Resources tab.

6.1.
6.2.

6.3.

6.4.
6.5.
6.6.

Uncheck “Use automatic settings”.

Click the “Setting based on” drop-down menu and choose one of the basic
configurations. Find one that does not use Input/Output Range 0378 — 037F, and is
not already in use. Try Basic configuration 0002 first, but if it is in use, try Basic
configuration 0004.

ECP Printer Port {LPT2) Properties EHE3 |

Generall F'u:urtSettingsI Driver Resources I

3 ECF Frinter Part [LPT2]

Rezource settings:

Resource hpe | Setting
8 [nterupt Fequest 7
8 | nput/Output Range  03BC - 03BF
8 | nput/Output Range  OFBC - OFBF

Setting baged on:

[ Use automatic settings Change Setting... |

Conflicting device list:
Mo conflicts. ;I

=l
k. I Cancel |

The Interrupt Request line will have a question mark in it. Double-click that line.
Increase or Decrease the Value as needed until you find an interrupt with no devices
conflicting.

Click OK.

Click OK again.

If a dialog box about creating a forced configuration appears, click Yes to continue.

Install the Quatech Card (laptop), if not already installed

aokronN=~

Insert the Quatech card into the PCMCIA slot.

If the card has not previously been installed, the Found New Hardware Wizard appears.
Choose the option to “Search for a suitable driver for my device”.

Choose “Specify a location” for the option search location.

Browse to the location of the driver files. The default location Hart setup is C:\Drivers\Card

Drivers\Quatech Drivers.

No

Click OK to start the install.
Click Finish when the wizard is completed.
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Check Quatech Port Settings (laptop)

_ioix
J Action  Wiew |J¢' -P|||@ |J A
Tree | =2, PLICHTENHELD -

Q Computer Management (Local)
B- ﬁ& System Tools

I @ Ewvent Viewer

-G System Information

I ﬁ Performance Logs and Alerts
I -£ 7] Shared Faolders

E-, Device Manager

-7 Local Users and Groups

+ E Batkeries

+ Camputer

) Disk drives

Display adapters

48] DYDYCD-ROM drives

--ﬁ Hurnan Interface Devices
-5 IDE ATA[ATAFT controllers

I 78 Keyhoards

= ﬁ Mice and other poinking devices

[—]@ Storage

-] Disk Managemerk

----- E Disk, Defragmenter
=3 Logical Drives

I @ Removable Storage
EJ--@ Services and Applications

3 E Manikors

I Hﬁ Mebwork adapkers
- @ PCMCIA adapters
WA Forts (COM & LPT)
- Communications Port (COM1)

- ' ECP Printer Port (LPTZ)

= ny‘ Quatech SPP-100: 1 Parallel Pork (LPT1)
e % Smart card readers

I {B\ Sound, video and game controllers

-3 System devices

-8 Universal Serial Bus controllers

----- :‘; Generlc IJSE Hub LI
| |

Right-click the My Computer icon and choose Manage.

In the left pane, select Device Manager.

In the right pane, expand Ports.

Right-click the Quatech SPP-100 Parallel Port and choose Properties.
Click the Port Settings tab and set up as follows:

alrown=

Quatech SPP-100: 1 Parallel Port (LPT1) Properties

General Paort Settings | Diriver I Hesnurcesl

— Filter Resource kethod

= Ty not to uze an interupt

¥ plever uge an intermupt

" Usze any intenmupt aszigned ta the port

[T Enable legacy Plug and Flay detection

LFT Port Humber: I LFT1 - I
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6. Click the Resources tab.

6.1. Uncheck the “Use automatic settings” checkbox.
6.2. Settings should be as follows:

Quatech SPP-100: 1 Parallel Port (LPT1} Properties EE |

Generall F'u:urtSettingsI Driver Fesources I

(3 Guatech SPP-100: 1 Parallel Port [LFT1]

Rezource settings:

Rezource bpe | Setting
8 [nput/Output Range 0378 - 037F

Setting bazed on:

[ Use automatic settings Change Setting... |

Conflicting device hst:

Mo conflicts. :I

6.3. Click OK.
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Check that TVicHWA40 is installed

Eg Add/Remove Programs -0 x|
Currently installed proagrams: Sork I:uy:l Marme ;I
ange or | I [
R e i) Sonic Recordiow! Plus
Programs ﬁl Sonic Update Manager
E Spybat - Search & Destroy 1.3 Size 11.4MB
& Symantec Antivirus Size 93.6ME |
J:l.ljd r L) o . .
e "L) Symantec Ghost Consale Client Size 13.7MEB
B TwicHW3:2 4.0 Size 1.00ME LI

1. Go to the Control Panel/Add-Remove Programs and check to verify that TVchWa32 is

installed.

2. If not installed, the default location for the executable, on a PC Hart has set up, is

C:\Drivers\Utilities\TVicHW32.

3. Double-click TVicHW40.exe to run the install, choosing all defaults during setup.

4. Attempt the SERVO connection again.
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SERVO connects to an eScan via a PC network interface connection (NIC) port.

The Local Area Network (LAN) properties/TCP/IP Properties must be set up for compatibility with
the eScan IP address. The following settings should be compatible:

Internet Protocol {TCP/IP) Properties 2] x|

General |

r'ou can get [P zettings aszigned automatically if pour netwark, supports
thiz capability. Othenwize, you need to ask your network: administrator for
the appropriate P zettings.

" Obtain an IP address automatically

—{%" sge the following |P address:
IP address: I 192 168 . 0 . 10

Subnet mask: I 2hh . 2Bh S50

Default gateway: I

' Obtain DS server address automatically

¥ Uze the following DMS zerver addresses:

Frefered DMS server: I

Altermate DMS zerver: I

Advanced... |
F, I Cancel |

&~ Refer to “Troubleshooting IP Address Settings for SERVO” on page 288, for
more detailed information.

If connectivity with the eScan device remains problematic, call Hart Support in order to check the
SERVO registry IP address settings.
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The following steps are fairly technical. Call Hart Support for assistance, if necessary.

If SERVO is not working, disconnect the PC from the eScan, restart both the PC and the eScan,
and attempt to connect to the device again. If this does not work, check settings as follows:

1. Select the Local Area Connection (LAN) (Start/Settings/Control Panel/Network and Dial-
up Connections) and right-click to select the Properties.

Y Network and Dial-up Connections _ 0] x|
File Edit View Favorites Tools Advanced Help ﬁ
d=Back v = - | Qi search [4Folders ¢4 | FEgLr S ) | Ed~
Address I Metwork and Dial-up Connections j f?Go
Mame | Type | Status Dievice Mame
] Make Mew Cannection

@AT&T Global Metwark Client Dial-up Disconnecked COM-MEGAHERTZ 2C

-—tJjIncoming Connections Incorming Disconnected

: LaM Enabled 3Com 3C920 Integrate

H-RedCreek vl Disable LaM Enabled RedCreek YPM Adapter

Status

Create Shorbouk
Delete

Rename

1

Q‘ Displays the properties of the selected conmection.

A =

2. Select “Internet Protocol (TCP/IP)” and click Properties.

General | Shating I

Connect uzing:
I BE 2Com 3C320 Integrated Fast Ethernet Controller [3C305C-

Components checked are used by thiz connection:
Client far Microsoft Metworks

Dieteminiztic Metwork Enhancer

le and Printer Sharing for Micrazaft Metwarks
ternet Protocol [TCPAP)

Install Uninztall Froperties

Local Area Connection Properties 2] x|

— Description
Transmizsion Contral Protocal/lnternet Pratocol. The default
wide area netwaork protocol that provides communication
acioss diverse interconnected netwarks.

™ Show icon in taskbar when connected

oK Cancel
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3. Select the “Use the following IP address:” option.
4. Enter the IP address of 192.168.0.10 (which is compatible with the eScan IP address,

192.168.0.1).
5. Click OK and exit LAN setup.
Generall

ou can get P zettings assighed automnatically if vour netwark, supparts
this capability. Otherwize, vou need to ask pour network. administrator for
the appropriate IP settings.

 Obtain an IP address automatically
—&% se the following IP address:

IP address: 182168 . 0 .10
Subhet mask: I 285 . 285 285 . 0
Default gateway: I . . .

7 Obtair DS server address automatically

—% Lze the following DNS server addresses:

Freferred DMS server: I . . .
Alternate DMS server I . . .

Advanced... |
ak I Cancel |

6. Attempt SERVO connection again. If necessary, contact Hart Support and verify that the
SERVO IP address registry entry is set up correctly.
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Notes

Notes:
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O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
0 All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:
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DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

Confidential and Proprietary



Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:
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Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Confidential and Proprietary



OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:.

Equipment S/N:

Technician:

Description of Problem:

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:.

Equipment S/N:

Technician:

Description of Problem:

F1_TSequipOOS_TAG_rev6.06.05

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:

Equipment S/N:

Technician:

Description of Problem:

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:

Equipment S/N:

Technician:

Description of Problem:

Confidential and Proprietary



Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Confidential and Proprietary



Hart Voting System Computer and Peripheral Devices
Acceptance Test Documentation

Inspector(s): Representing: Date:

Requirements:

1) No shipping damage; 4) Hart application version is correct (Help/About menu) 7) Card device functions correctly;
2) Serial Number correct per hardware list; 5) Laser printer prints test page, if applicable; 8) eCMdriver installed and eCM device recognized;
3) Hart application(s) open(s); 6) Line printer prints, if applicable; 9) Scanner operates, if applicable.
Inspection Results: J
= Item OK
Application/Device Device S/N 1 2 3 4 5 6 7 8 9 Comments:

G1_Support eSlatePC_ATchecklist_rev8.29.06.doc
Confidential and Proprietary



G0°zZ'8nal” Alreuonound odr uoddns z9

Sleniu| 1030adsu)

JaqWINN [elas ad1Aad

Port pins OK

Battery key

Booth Status Lights

Printer

Screen display

Alphabetical buttons

Numeric buttons

» & « buttons

Space button

W or # button

N or ¥ button

Back button

Enter button

Printer feeder button

Contrast Up

Contrast down

Close polls

Verify Firmware Version

SIUBWWOD / UOIDY

Confidential and Proprietary
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G0'ZZ 8Nal” Alljeuonoun4 ueasa uoddns €9

sleniu| 1010adsu|

JaquINN [elas ad1naq

USB Connection OK

Modem Connection OK

LAN Connection OK

Printer

Screen display

® Top button

® Middle button

® Bottom button

Scanner Optics

Scanner Rollers

eScan Ballot Box

Pollworker button

On/Off Switch

Power Connection Port

Verify Firmware Version

SJUBWWOD / UONOY

Confidential and Proprietary
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G0'ZZ'gnal” Allfeuonound are|se uoddns™H

s[eniu| J010adsuj

JaquinN [elias a91naq

Select wheel left

Select wheel right

Prev

Next

Enter

Help (once)

Help (twice)

Cast Ballot

Battery backup

Port Pins OK

Verify Firmware Version

SIUBWWOD / UOIDY

Confidential and Proprietary
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Date/Time:

VBO Printer Functionality Test Documentation

‘/ = ltem OK

Inspector Initials

Device Serial Number

Microswitch 1 — Paper Feed

Microswitch 2 — Paper Feed

Microswitch 3 - Test Print

Microswitch 4 — On/Off

Battery Power

AC Power Connections
Scrolls Voted Ballot
Verify Firmware Version

Prints

Action / Comments

H2_Support VBOXx Functionality rev9.11.06.doc
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50°ZZ 88l Aleuonound Nya Hoddnsg ™|

sleniu| 1010adsu|

JaquINN [elas ad1naq

Select wheel left

Select wheel right

Prev

Next

Enter

Help (once)

Help (twice)

Cast Ballot

Battery backup

Port Pins OK

Audio in headphones

Curbside

Red Tactile switch (opt)

Green Tactile switch (opt)

Verify Firmware Version

SIUBWWOD / UOIDY

Confidential and Proprietary
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sleniu| 1010adsu|

JaquINN [elias adlAaq

Port Pins OK

AC Power On

Select Wheel Left

Select Wheel Right

Prev

Next

Enter

Help (once)

Help (twice)

Cast Ballot

AC Power Off (pull plug)

Battery On (CB/Enter)

Audio/Headphones

Red Tactile Switch (opt)

Green Tactile Switch (opt)

Battery off (Prev/Next/Enter)

Verify Firmware Version

Sjuswwo) / uonody

Confidential and Proprietary
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eSlate Voting Booth Acceptance Test Documentation — Soft Panel Booth

Requirements:

1) Booth has four legs with spring buttons and end caps 6) Booth has two snaps on front that attach lid to base
2) Booth has four leg extensions with spring buttons 7) Assemble booth. Booth must stand without support required
3) Two Velcro tabs secure legs to booth, one Velcro tab secures cross 8) Open booth top and extend locking hinge so that it supports the top
brace to booth 9) Assemble booth privacy screen by following attached instructions
4) Cross brace has assembly instructions attached 10) eSlate area has four brass buttons and a VBO connector
5) Booth has two black feet 11) Port pins OK (booth and eSlate, if installing unit)
Inspection Results:
P V' =itemok
Date Time Inspector D123 4) 5) 6) 7 8) 9 10 |11 Affix 1D # Action / Comments

J1_eSlateBoothAccepTestSOFT_rev8.25.06.doc
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eScan Voting Booth Acceptance Test Documentation

Requirements:

1) Booth has four legs 5) Open booth top and extend locking hinge so that it supports the top
2) Legs securein storage area 6) Assemble booth privacy screen by following attached instructions
3) Light functions 7) Solid panel covers eSlate cavity for flat surface

4) Booth stands without support required

Inspection Results: J: ltem OK

Date Time Inspector D12 4) 5) 6) 7 Affix ID # Action / Comments

J2_eScanBoothAccepTest_rev8.25.06.doc
Confidential and Proprietary



eScan Ballot Box Acceptance Test Documentation

Requirements:

1
2)
3)
4)
5)
6)

Side Access Door opens, closes, locks, unlocks

Two sets of keys are included

Emergency Ballot Slot opens, closes, locks, unlocks
Emergency Ballot Receptacle is present, slides in, out
Top Ballot Drop Slot is unobstructed

Casters roll (lock, unlock, if applicable)

7) eScan fits atop eScan Ballot Box in locked position

8) Stabilizer feet are intact, extend and retract

9) Ballot feeds through eScan and into Ballot Box unobstructed
10) No sharp edges or points

11) No shipping damage

12) Lid fits in place, locks, unlocks

Inspection Results:

‘/=|tem0|<

Date Time Inspector

516 |7 8 9| 10 | 11 | 12 Affix ID # Action / Comments

J3_eScanBallotBoxAccepTest_rev8.25.06.doc
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eSlate Booth “Caddy I1” Acceptance Test Documentation

Requirements:

1) No shipping damage 6) Plastic end caps in place at the top of the caddy
2) Caddy door rotates freely around its hinge 7) Caddy sits upright
3) Door latch handle not loose 8) Pallet jack, forklift and/or industrial grade hand truck slides under caddy freely
4) Door latch holds door firmly in place 9) Female caster receptacles on bottom of caddy
5) Separators are straight and not loose 10) (Optional) All caster wheels spin freely and brakes lock
Inspection Results:
P V' =itemok
) |23 4|5 |6 7|8 |9 |10 11) Affix ID # Action / Comments

Date Time Inspector

J4_eSlateCADDY2AccepTest rev8.25.06.doc
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eSlate Booth Preparation Checklist

| Inspector:

Election:
Date:

4100q 8yl 8so|D

uo29l1dS
91e|S8 8y} uea|d

juswredwod
abelois yiooq ayl
01Ul 9|ged Yy100q
ay1 oM AjeaN

1unidioo]
yiooq ay1 ui ase|d
0lul 81e|S3 81 4007

yiooq ayi

ul a|qeo .|reibid,
ay1 01 uod jeuas
9le|S9 ayl 19suu0)

Jlamod

A1aneq xo3yd
yoed Alsneq ayl
108UU0D puUe |[e1su|

1un ay) punoJe
woJj 8]ged yiooq
21e|Sa ay) deamun

Serial Number

t rev8.25.06.doc

p eSlate Booth Checklis

K1 _Pre
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DAU eSlate Booth Preparation Checklist

| Inspector: |

usalds
91e|S8 8y} ues|D

wswpedwod
abelols

yiooq ayj ol
a|ged yiooq ayl
pue sauoydpeay
ay1 oM AjeaN

1uidioo)
yiooq ayx ui ase|d
01Ul 31e|Sa 3yl %207

yiooq syl

ul a|jqeo .|reibid,
ay1 01 uod jeuas
9le|S9 ayl 19suu0)

yoel auoydpeay
a1 01 sauoydpeay
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Jlamod

Kisneq %29yD
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108UU0J puUe |[e1su|
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Election:
Date:

Serial Number
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VBO Printer Preparation Checklist

| Inspector:

usa49s Ja1und
OdA 8yl ues|D

Alddns Jamod
OdA 8yl alois

laquinn
[e11as piooay

®
eas A111n2as |[e1su|

yiooq ul
Jo1und OgA |eisul

1io0d
Jlamod ayjy 01 9|ged
Jamod ayj 198uUU0)

1iod
elEp 9y] 01 9|ge?d
Blep ayl 108Uuod

AVMO — 1amod
A1aneq xo3yd

(e# youmsoioIw)
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dijo Aieneq
108UU0D pUe |[eISU|

¢lind
— 104 Jaded 29y

Election:
Date:

VBO Printer
Serial Number

Confidential and Proprietary
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eScan Booth Preparation Checklist

| Inspector:

100q 8yl 8so|D

4100q 8yl ues|d

juswlredwod
abelols

yiooq ayj oul
a|qed Jamod 1ybij
ay1 oM AjeaN

wawiredwod yiooq
ay) u1 aoe|d ojul
[oued 1e|)} 9yl %207

V4/SSvd
yb11saL

Election:
Date:

Booth Serial
Number

t rev8.25.06.doc

p eScan Booth Checklis

K3_Pre
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JBC Preparation Checklist

| Inspector: |

Election:
Date:

usalos
Jdrayi ues|o

odr a8yl joapis ay)
uo SpJ02 Yyjo0Q pue
Jamod ay1 aoe|d

xoq SII

ul aoe|d pue suasul
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2dr ay3 199101d
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AJa1eq Jjo uin 0}

ADH ssaid HO Ao
A1aneq ayl bnjdun

(reuondo)
29r ayi sulepald

‘60| arenndoidde
9yl ul pioday 'D4dr
9yl ul gdiN ayl [eas

ddIN 8yl 1esu|
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odr 01 Aoy
Buiubis welibolid

Aoy
Aianeq ayy ui Bnid

yoed Alaneq ayl
109UU0D pUe |[elSu|

Serial Number
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eScan Preparation Checklist

| Inspector: |

¢papnjout
SpJ0od Jamod

11odsuel 10j
Xog 10|jeg ul aoe|d
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yred Jauueas ues|d
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ul pJ029Yy 'UeISad
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"(ONY3S)
ueoSa 0] Aoy
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uo JIamod

Election:
Date:

Device Serial
Number

t rev8.25.06.doc

p eScan Checklis

K5 Pre

Confidential and Proprietary



Logic and Accuracy Test Documentation
Follow Hart Voting System LAT procedures. Complete and sign the following form as

documentation of the LAT.

o Tally Zero Report 0 eScan Summary Report from

0 JBC Open Polls diagnostic suspending polls

o JBC Zero Report o Ballot Now Printed Ballots, Scanned

0 JBC Summary Report from suspending Ballots, Election and Audit Trail reports
polls o Official reports from Tally

o Full Verifiable Ballot Option printout 0 Test MBBs

0 eScan Open Polls diagnostic 0o Tally Audit Log printout

0O eScan Zero Report

Election Title:

BOSS folder (file path):

MBB ID

Number: LAT Date:

Testing group agrees: Logic and Accuracy Test is complete and accurate.

Title

Printed Name and Initials

LAT Manager

Team 1 member

Team 1 member

Team 2 member

Team 2 member

Team 3 member

Team 3 member

Team 4 member

Team 4 member

Team 5 member

Team 5 member

Team 6 member

Team 6 member

Team 7 member

Team 7 member

Team 8 member

Team 8 member

Team 9 member

Team 9 member

Team 10 member

Team 10 member

Team 11 member

Team 11 member

Team 12 member

Team 12 member

L_LATlog_rev8.28.06.doc
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Jurisdiction:

Voting Device and MBB Tracking Log

Election:

BOSS Database Name/Description:

Date MBB Created

(from BOSS Media Production
List)

MBB ID Number
Assigned by BOSS

Polling Place Name
and ID (from BOSS Polling Place reports)

Installer Initials and Date Installed
into Device

Device Serial Number

Device Seal Serial Number

M_MBBTrackingLog_rev8.29.06.xls

Confidential and Proprietary



Ballot & Seal Certificate — JBC Only

A copy of the Ballot & Seal Certificate accompanies the Mobile Ballot Box (MBB) and the JBC from the
warehouse to the polling place and then to the Counting Station.

Polling Place I.D.:
Polling Place Name:
JBC Serial Number:

Seal Information

The MBB door of the Judge’s Booth Controller (JBC) was secured with a numbered seal. The door seal
number, and initials of the technician who placed the seal on the door, are recorded on this form. A record of
the seal numbers assigned to each location is kept by the Administrative Offices. The seal on the MBB door
remains on the JBC until removed by the MBB processors.

The seal number placed on the JBC prior to the election to detect unauthorized opening of MBB slot was:

Seal Number: Installer’s Initials:

Ballot Information

We, the undersigned election officials, do hereby certify that the JBC was transferred to the counting station, or
the MBB was placed in the transfer envelope to be transferred to the counting station, and the above is a true
and correct list of the seals used. The number of Access Codes on the JBC, read from the tape still attached
to the JBC, was as follows:

Issued: Voted:

Canceled: Expired:

On completing this certificate, the presiding official shall place the original in the envelope/container used to
store the MBB(s). The presiding official shall retain a copy of the certificate and preserve it for the state-
mandated period for preserving the precinct election records.

Signature of Presiding Official Signature of Poll Watcher (if present)

Signature of 2" Official Signature of Poll Watcher (if present)

N1_BallotSealCert_eSlate _rev8.29.06.doc
Confidential and Proprietary




Ballot & Seal Certificate — eScan and JBC

A copy of the Ballot & Seal Certificate accompanies the Mobile Ballot Box (MBB) and the voting device from
the warehouse to the polling place and then to the Counting Station.

Polling Place I.D.:
Polling Place Name:

eScan Serial Number:
JBC Serial Number:

Seal Information

The MBB door of the voting device was secured with a numbered seal. The door seal number, and initials of
the technician who placed the seal on the door, are recorded on this form. A record of the seal numbers
assigned to each location is kept by the Administrative Offices. The seal on the MBB door remains on the
VOTING DEVICE until removed by the MBB processors.

The seal number placed on the eScan prior to the election to detect unauthorized opening of MBB slot was:

‘ Seal Number: ‘ Installer’s Initials:

The seal number placed on the JBC prior to the election to detect unauthorized opening of MBB slot was:

‘ Seal Number: ‘ Installer’s Initials:

Ballot Information

We, the undersigned election officials, do hereby certify that the voting device was transferred to the counting
station, or the MBB was placed in the transfer envelope to be transferred to the counting station, and the above
is a true and correct list of the seals used. The number of Ballots Voted on the eScan only, read from the
eScan tape and/or public count, was as follows:

| Number of Paper Ballots Voted:

The number of Access Codes on the JBC, read from the tape still attached to the JBC, was as follows:

Issued: Voted:
Canceled: Expired:

On completing this certificate, the presiding official shall place the original in the envelope/container used to
store the MBB(s). The presiding official shall retain a copy of the certificate and preserve it for the state-
mandated period for preserving the precinct election records.

Signature of Presiding Official Signature of Poll Watcher (if present)

Signature of 2™ Official Signature of Poll Watcher (if present)

N2_BallotSealCert HVS rev8.29.06.doc
Confidential and Proprietary




JBC & eSlate Serial Numbers Log

Election: Polling Place:
Date/Time Out: Date/Time In:
Sign or Initial: Sign or Initial:
JBC Serial # JBC Seal # eSlate Serial #s Backup Date & Time Reset Date & Time

OO |N|O|O|A|W[IN]|F- RPlIRP|IRP|O|o|N[O|O|R|WIN|F-
NP |O

O1_JBCeSlate_Serial Numbers Log_rev8.29.06.xls
Confidential and Proprietary



JBC, eSlate, and VBO Serial Numbers Log

Election: Polling Place:
Date/Time Out: Date/Time In:
Sign or Initial: Sign or Initial:
JBC Serial # JBC Seal # eSlate Serial #s Reset Date & Time | Backup Date & Time
1
VBO Serial # VBO Seal #
2
MBB ID #
3
4
JBC Serial # JBC Seal # eSlate Serial #s Reset Date & Time | Backup Date & Time
1
VBO Serial # VBO Seal #
2
MBB ID #
3
4

Confidential and Propriet;
onidlential and Froprietany 0O1B_JBCeSlateVBO_Serial Numbers Log_rev9.12.06.xls



eScan Serial Numbers Log

Election:

Polling Place:

Date/Time Out:

Date/Time In:

Sign or Initial:

Sign or Initial:

eScan Serial #

eScan Seal #

Backup Date & Time

Reset Date & Time

02_eScanSerial Numbers Log_rev8.29.06.xls
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eSlate Reconciliation Log — Early Voting
Attach this log to the eSlate Main Envelope. Complete one form per polling place.

Election Polling Place
Open Polls Close Polls Daily Summary Report Comments
Lead | Startof | End of Total # # of # of # of # of
Date Poll Day Day Voters | Access | Access Access Access ;T} ;%tfés#svcgct)(ejress (\:/r;etggesdhgblznﬂ;?fh
Worker | Public | Public | Checked | Codes | Codes Codes Codes If not. exolain here '
Initials | Count | Count In Issued | Voted Expired Canceled » SXP '
1. Enter the date and your initials.
2. Enter the Start of Day Public Count from the PUB COUNT on the JBC Screen (bottom right hand corner, after PUB).
3. Atthe end of the day, enter the End of Day Public Count, and the Total # of Voters Checked In (including provisionals).
2. After you have printed the Summary Report, enter the # of Access Codes Issued, Voted, Expired, & Canceled from the Daily

Summary Report.

o

P1_eSlatereconciliationlog_EV_rev8.29.06.doc

Confidential and Proprietary

The Total # Voters Checked In and the # of Access Codes Voted should match. If not, explain in the Comments section.




eSlate Early Voting Reconciliation Log Explanation

Time Field More Information
. Enter information regarding the Election (e.g., November General
Election Election 2002)
First Day of '
Early Voting Polling Place | Enter the polling place name (e.g., Dulles High School).
Date Current date
Fields to fill Initials Enter the Lead Poll Worker’s initials for each day of Early Voting
out when According to the JBC screen and JBC Network Configuration
opening and Start of Day Report, record the Public Count (PUB COUNT) before adding any
rerz)o en?n Public Count | voters for the day. Complete this field right after printing the
pollz 9 Network Configuration Report.
' End of Day According to the JBC screen (PUB COUNT), how many voters
Public Count | voted? Complete this field after suspending the polls.
Total # Voters | According to a combination of the poll book and provisional voter
Checked In envelopes, the number of voters checked in for the day.
# of Access
. , Codes Issued, | Copy these numbers from the Daily Summary Report. This
Fields to fill . .
Voted, explains any differences between the number of access codes
out when ; ) .
. Expired, and issued and the number of voters checked in.
suspending Canceled
polls. The Total # Voters Checked In and the # of Access Codes
Voted should match. If not, explain in the Comments section.
Comments g S .
Note: This reconciliation assumes that provisional ballots are
cast on the eSlate system, and NOT on paper ballots.
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eSlate Reconciliation Log — Election Day
Attach this log to the eSlate Main Envelope. Complete one form per JBC.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand
corner, after PUB).

Lead Pollworker Initials

Start of Day Public Count (from JBC)

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand corner, after PUB).
Using county records, enter the Number of Voters Checked In.

1. End of Day Public Count (from JBC)

(lower right corner of JBC screen)

2. Number of Voters Checked In

(including provisionals)

FROM ACCESS CODE REPORT/SUMMARY

Enter the Number of Access Codes Issued, Voted, Expired, and Canceled from the Access Code (Summary)

Report,

3. Number of Access Codes Issued

4. Number of Access Codes Voted

(same as line 1)

5. Number of Access Codes Expired

6. Number of Access Codes Canceled

The Number of Voters Checked In and the Number of Access Codes Voted should match (lines 2 and 4). If they do
not, please explain below in Comments.

Comments:

Signature Date
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eSlate Reconciliation Log — Election Day
Attach this log to the eSlate Main Envelope. Complete one form per JBC.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the PUB COUNT on the JBC screen (bottom
right hand corner, after PUB).

Lead Pollworker Initials JBC #1 JBC #2 JBC #3 Total

Start of Day Public Count (from JBC) + + -

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count from the PUB COUNT on the JBC screen (bottom right-hand corner, after PUB).
Using county records, enter the Number of Voters Checked In.

JBC #1 JBC #2 JBC #3 Total
1. End of Day Public Count (from JBC) + + -
(lower right corner of JBC screen)
2. Number of Voters Checked In + + —
(including provisionals)

FROM ACCESS CODE REPORT/SUMMARY

Enter the Number of Access Codes Issued, Voted, Expired, and Canceled from the Access Code (Summary)
Report.

JBC #1 JBC #2 JBC #3 Total
3. Number of Access Codes Issued + + =
4. Number of Access Codes Voted + + =
(same as line 1)
5. Number of Access Codes Expired + + =
6. Number of Access Codes Canceled + + =

The Number of Voters Checked In and the Number of Access Codes Voted should match (lines 2 and 4). If they do
not, please explain below in Comments.

Comments:

Signature Date
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eSlate Reconciliation Log — Election Day Explanation

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General

Election 2006).

Polling Place

What polling place does this log pertain to (e.g., Dulles High

School).
Date Enter the date.
Lead Poll Worker Initials | Initial here.

Start of Day Public Count

Enter the PUB COUNT before the first voter votes. The PUB
COUNT can be found in the bottom right-hand corner of the JBC
Polls Open Menu Screen.

END OF DAY

1. End of Day Public
Count

After closing the polls, what is the PUB COUNT? The PUB COUNT
can be found at the bottom right-hand corner of the JBC screen.

2. Number of Voters
Checked In

What is the number of registered voters who signed in? This
includes provisional voters.

3. Number of Access
Codes Issued

How many Access Codes were issued? You can find this
information on the “Access Code (Summary) Report.”

4. Number of Access
Codes Voted

How many Access Codes were voted? This matches the JBC
Public Count. You can find this information on the “Access Code
(Summary) Report.”

5. Number of Access
Codes Expired

How many Access Codes expired? You can find this information on
the “Access Code (Summary) Report.”

6. Number of Access
Codes Canceled

Ho