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- Chapter 1

Getting Started

™

Introduction

This chapter covers the following:

O The definition of Hart Voting System Management and Tasks
O A description of this document and course objectives

O Change management concepts and strategies

O Hart Voting System security features and recommendations

What are Hart Voting System Management and Tasks?

Hart Voting System Management and Tasks are responsibilities and duties for elections administrators
working with the Hart Voting System software and hardware.

This Document

This document is both a training manual and a guide to assist personnel in the local election
administration office to successfully implement Hart Voting System-related management and training
functions. This document is intended for use during initial training with Hart InterCivic training specialists
and as a reference to supplement the software operations manuals and system training manuals.

O All steps that refer to a window, field, button, menu, or menu item on the display have the reference
in bold (e.g., Save, Close, OK), unless referring to a table or list.

All steps that refer to a key on the keyboard have the key underlined (e.qg., Ctrl, Shift, Enter).

The word “click” refers to a left click with the mouse unless otherwise stated.

All report titles are referred to in quotation marks, (e.g., “Ballot Content Proof”), unless referring to a
table or list.

D00

IR Refers to a cross-reference for more information regarding the topic.
Refers to a suggestion.

Refers to an advanced user tip.
& Refers to a warning or caution.

Objectives
In the course associated with this document, you will:

Obtain an overall grasp of the Hart Voting System

Gather tools for managing the change from a legacy system to the Hart Voting System
Acquire the information necessary to manage any election using the Hart Voting System
Apply the information available to plan training functions

Manage the security of the system, including user IDs and passwords

Access software and firmware audit log information and reports

o000 D
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Hart Voting System Data Flowchart
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Hart Voting System Security Features

SECURITY FEATURES
Q ﬁ = Critical data is encrypted
TALLY] = AneCM is required for crucial functions
=  Two-factor authentication is required
g ' 1. Something you have - an eCM
oSLATE escan | 2. Something you know - the PIN
= A matching signing key is required
E % = Secure Sockets Layer (SSL) certificates are applied whenever
) communications between applications occurs
RALLY SERVO £ = = = =
m— = . = User actions are logged in persistent audit trails
HART VOTING SYSTEM = Passwords are never stored "in the clear”
Accurate. Scatable. Trusted. = There are no covert channels of access

= eCM required to accept = eCM required to
generated ballot read first MBB per session

=  Signing key written to TALLY =  SSL certificate required to
MBB Vibabulce ind Bagartiog Syvisss communicate with Rally

= eCM required to read or
close MBB = aCM required to
read first MBB per session
=  SSL certificate required

for client-server RALLY = SSL certificate required to

communication Famtn Tramlar Softwars Sratem communicate with Tally

= Signing key
from JBC
and eScan
must match
MBB eCM required to:
= Transfer signing key to
= Start-up, each JBC and eScan
Open Polls, =  Create Event
Clods::o!ls. = Create Recount MBB
T e an min = Create Recovery MBB
eSCAN passwords e
required

© Hart InterCivic, Inc. Chapter 1 Getting Started Page 3
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Change Management

The purposes of this section are to:

1. Provide information about, and resources for, dealing with change in an organization.

2. Help organization administrators realize that implementing a new technology for voting is a
change, and that this change is going to directly affect the organization’s structure, status quo,
and staff.

Implementing Change

Implementing the Hart Voting System is a positive step forward, and it is a change that must be dealt
with proactively in order to ensure the greatest degree of success. Implementation of the voting system
will affect administrators, clerical personnel, warehouse personnel, poll workers, and, of course, voters.
Successful implementation requires that successful adaptation occur. Taking time to plan for change is
not a luxury; it is a necessity.

Administrators need to actively use the marketing strategies and change management tools that the Hart
InterCivic team offers. For example, the Business Process Analysis identifies changes from the legacy
voting system, and the Project Implementation Plan explains how to apply those changes. These tools
are not static, but dynamic, and they should be used as such throughout the implementation process.

Change management is the task of managing change to bring order to a situation, and to keep it that
way. One useful framework for viewing the change process is to think of it as problem solving. In this
framework a “problem” is a situation requiring action. Diagnosis of the problem is essential. In the Hart
Voting System implementation framework, problems, or issues, are identified in the Business Process
Analysis. Some of the “problems” and “issues” addressed may simply be straightforward changes; for
example, With the legacy system poll workers walked voters to the booths. With the eSlate this is not
necessary. How do we get poll workers to change this behavior? Goals must be set and achieved in
order to move issues from the status of “problem” to “problem solved”. Goals are set in the Hart Voting
System implementation framework through the Project Implementation Plan. Issues should be actively
tracked with the Business Process Analysis document, and goals should be actively tracked with the
Project Implementation Plan.

Along with the careful planning that goes into implementation, local administrators must work to gain
support, buy-in, and commitment from personnel and political groups that are involved in the Hart Voting
System implementation process. As the voting system is implemented, a critical step in change
management is organizational awareness of the changes and how each individual in the organization
will develop the knowledge and skill to implement the necessary changes.

When problem solving pro-actively to ensure a successful Hart Voting System implementation,
administrators must ask questions having to do with How, What, Why, and Who, and then answer those
guestions and assign resources to make certain that all involved know the answers and have the
necessary skills. For example:

How are we going to train poll workers?

What will we use for storage of the eSlates and/or eScans?

Why do we need to do X differently from the way we have been doing it?

Who will be in charge of tabulation (ballot creation, training, absentee voting...), and how does
this change affect his/her job?

5. How will we reinforce the change plan to help prevent staff from reverting back to old behaviors?

PonE

Page 4 Chapter 1 Getting Started © Hart InterCivic, Inc.
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Hart Voting System Management and Tasks

Strategies for Change Management

As you manage change, be aware of the approach you are taking to positively implement that change.
Change management professionals use various nomenclature, and most successful organizational
changes implement a combination of approaches. The following table presents two strategies for

implementing change.

Strategy:

Steps:

20/20 Change Agent

Be honest about where you are.

> What was working well before the new system implementation?

> What was not?

Bring 20-20 foresight to where you want to go.

> |dentify the goal of the change so concisely that it could be
written on a scrap of paper.

Focus relentlessly on the things that move you toward your goal.

> Close the gap between where you are, and where you want to be
using the Hart InterCivic Business Process Analysis.

> Identify performance measures for staff.

> Give staff members feedback based on performance.

> Do not delay issues. Beware of setting items on the “back
burner”.

As you close in on the goal, never lose sight of the “whole” and be

aware of the “parts”.

> Keep track of all of the pieces.

> Make certain staff members are communicating within the office
and with service providers and vendors.

> Set milestones for the project, and for teams, departments, and/
or staff members.

ADKAR

Awareness - establish the awareness that there is a need to change.

> The new voting system is a catalyst to bring change to an
organization.

> All members of the organization must be made aware of the
impact this implementation will have.

> Establish goals and performance measurements.

Desire - encourage the desire to participate and support change.

> Resistance to change is a key factor in the failure of changes. All
members of the organization must communicate freely about
apprehensions, and about positive challenges and hurdles.

Knowledge - provide means to knowledge of how to change.

> List staff skills, current responsibilities, new responsibilities, and
training needed.

> Employ the Hart InterCivic Business Process Analysis as a guide
to close the existing gaps.

Ability - use available tools to implement the change on a day-to-day

basis.

> Empower people to make decisions.

> Use project plans to work toward established goals.

Reinforcement - keep the change in place by reinforcing what works,

and fixing what does not.

> Look for needed “tweaks”, and make them.

> |dentify incentives for organization members.

© Hart InterCivic, Inc.
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Best Practices to Help Managers Successfully Implement Change

1.
2.

11.
12.
13.
14,
15.
16.
17.

18.
19.
20.

21.
22.

23.

24,

25.
26.

27.
28.

Begin change management activities early in the project.

Recognize that employee resistance is one of the top obstacles to change. Mitigate this by
making employees aware of changes and helping them to be comfortable with the changes.
A clear sense of mission or purpose is important. The simpler the mission statement is, the
better.

Actively follow strategic plans, like the Business Process Analysis and Implementation Project
Plan.

Build a team that can work together.

Pick people with relevant skills and high energy levels. You will need both.

Trust team members, and encourage them to trust each other.

Establish and maintain an organizational team structure, and rely on both formal and informal
reporting requirements.

Make certain every team member knows his/her role and responsibilities.

. Require that each team member’s job description be thoroughly reviewed and updated to match

new responsibilities. Members and their supervisors should take part in this.

Make certain others (vendors, contractors) know team members’ roles and responsibilities.
Identify strong team leaders and give them some independence.

Delegate.

Empower team leaders to make decisions.

Encourage innovation.

Establish performance standards.

Use an action-feedback model. Plan for long and short-term action items, and modify long-term
plans based on the solutions to short-term situations. Use the Implementation Project Plan to
guide this.

Identify risks.

Acknowledge when things are complex.

Identify job functions that are not being completed (or not being completed correctly), and take
action via replacing, supplementing, or training personnel.

Ask for help when you need it.

Concentrate the team'’s varied knowledge. Start and maintain an issues logbook. Encourage
open communications.

Use the tools available to you, like the Business Process Analysis and the Project
Implementation Plan. Do not let these tools go unused.

Ensure that there are continuous learning and improvement processes in place throughout the
change process.

Take advantage of training opportunities.

Remember, the task of change management is that of problem solving to bring order to a
situation, and keeping it that way.

Continue change management activities throughout the project.

Debrief after major events (e.g., elections) and identify strengths, weaknesses, and plans for
addressing further changes needed.

Page 6
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Selected References and Resources

There are many resources for information about change management, including websites, books, audio
tapes, video tapes, and professional change management services. The following resources were used
as references for this document and the associated course.

Axelrod, Richard H. Terms of Engagement: Changing The Way We Change Organizations. Berrett-
Koehler Publishers, Inc. 2000.

Anderson,Dean and Akerman, Linda. Beyond Change Management: Advanced Strategies for Today’s
Transformational Leaders (The Practicing Organization Development Series), Jossey-Bass, Inc.,
Publishers, 2001.

Breen, Bill and Dahle, Cheryl. Fast Company, “20/20 Change Agent”. Issue 30, December 1999.
Conner, Daryl R. Managing At the Speed of Change. Villard Books, 1993.

Conner, Daryl, Horney, Nicholas L., Harrington, H. James, Conner, Darryl R. Project Change
Management. McGraw Hill College Division, 1999.

Galpin, Timothy J. The Human Side of Change. Jossey-Bass, Inc., Publishers, 1996.
Kotter, John P. and Cohen, Dan S. The Heart of Change. Harvard Business School Press, 2002.

Skarke, Gary, Holland, Winford E. Dutch, Rogers, Bill, Landon, Diane, and Holland, Dutch. The Change
Management Toolkit (2”0I Edition). WinHope Press, 1999.

www.prosci.com, Business Process Reengineering (BPR), Prosci Research, 2004.

www.change-management.com, Prosci Research, 2006.
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System Security

The purposes of this section are to provide an overview of the security features included in the Hart
Voting System, and to recommend other security procedures.

Hart Voting System Security Features

Security features are those features that prevent or inhibit tampering. There are numerous security
features incorporated in the Hart Voting System. Some of these features are:

Digital Ballot Imaging System

1. System software and firmware

a.
b.
c.

d.
. The correct eSlate Cryptographic Module (eCM) is required for certain critical steps in the

Unique user IDs and passwords are required.

Passwords are not stored “in the clear” where others can access them.

Default permission level when creating new users, after initial administrative user, is least
available privilege.

There are no “back door” user IDs or passwords.

election creation process, and a valid PIN is necessary in order to access the eCM.

__This is referred to as “two-factor authentication”:

___1.) Something you have: the eCM

__2.) Something you know: the PIN

An encrypted signing key is written to the eCM and the MBB, and that signing key must be
verified in every application before data can be processed.

Tally-Rally and Ballot Now client-server relations are authenticated with the passing of Secure
Sockets Layer (SSL) certificates.

All applications include audit logs identifying the user, date, time, and action.

Tally, Rally, and SERVO applications require a secure desktop which disallows the use of any
other program while running Tally, Rally or SERVO.

PCs running Hart Voting System software are never connected to the internet.

The Ballot Origination Software System (BOSS) requires definition of master, open, and close
polls passwords for the voting devices.

BOSS requires definition of the length of time an Access Code is active before expiring
(default is set to 30 minutes).

. BOSS allows definition of suspend and close polls times (which discourages suspending/

closing polls on the voting devices before those times).

. SERVO allows for firmware code verification of eScans, eSlates, and JBCs both before and

after an election.

Page 8
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Hart Voting System Security Features (continued)

eSLATE eSCAN

Direct Record Electronic Voting Precinct Digital Ballot Imaging

2. Polling place hardware

a.

®ooo

.

—

~2TOS53

All polling place equipment firmware records each action with time and date stamps in an
internal audit log, and this audit log is retrievable with the SERVO application.

The eScan, JBC, and each eSlate have audit logs.

The eScan, JBC, and each eSlate have Public and Private counters.

Private counters cannot be reset.

The eScan, JBC, and each eSlate record a duplicate original of each ballot cast and saved on
the Mobile Ballot Box (MBB) for redundant storage of vote records.

Through SERVO, a signing key is transferred from the election eCM to each eScan and JBC
before distributing polling place equipment.

. The election MBB signing key and the eScan or JBC signing key must match in order to

operate the voting equipment.

. Itis required that a password be entered in order for the eScan or JBC to function after the

MBB is inserted and the unit powered on initially.

The eScan and JBC require passwords in order for the user to open and close polls.

The eScan and JBC require the open polls password for any restart.

JBC Access Codes are unique, cannot be traced back to the user, and can only be used one
time.

JBC Access Codes expire after a period of time determined by the elections office.

. Each unit, and the MBB, have internal serial numbers that are logged in the audit logs.

The eScan and JBC MBB access doors can be, and should be, sealed with a security seal.
The eSlate booth can be sealed with a security seal or lock.

The eSlate booth caddy can be locked.

The Verifiable Ballot Option (VBO) printer can be security-sealed into the eSlate booth.

An eSlate with VBO functionality cannot be used without a VBO printer.

© Hart InterCivic, Inc. Chapter 1 Getting Started Page 9
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Other Recommended Security Procedures

eSlate Cryptographic Module (eCM)

1. Annually or quarterly!
a. Create new user IDs and passwords for all user levels in all software, including modem name
and password in Tally and Rally.
Delete previously used user IDs and passwords.
Create new eCMs, with new key ID, signing key, and PIN(s), for the upcoming election.
Update and revise Ballot Now, Tally, and Rally certificates.
Establish new, unique, JBC and eScan start-up passwords, as well as open and close polls
passwords.
2. Before each election cycle
a. Set and synchronize clocks on all election PCs, including time zone and daylight savings time
settings.
b. Review, update, and publish for applicable personnel (i.e., poll workers) security procedures
for the elections office, warehouse, equipment distribution resources and polling places.
3. During election events
a. Use, and track, security seals on the eScan and JBC MBB access doors.
b. Assign poll workers specific tasks, including monitoring traffic in general, monitoring the
equipment and monitoring booths.
c. Establish communication procedures and emergency procedures for polling places.
d. If implementing during Early Voting, establish procedures for securing hardware after
suspending polls nightly.
4. After each election cycle
a. Review security procedures that worked, and those that did not.
b. Update security policies and procedures for the next election cycle.
5. After any staff member who had access to critical information and/or software applications leaves
the organization
a. Create new user IDs and passwords for all user levels in all software, including modem name
and password in Tally and Rally.
Delete previously used user IDs and passwords.
Create new eCMs, with new key ID, signing key, and PIN(s), for the upcoming election.
Update and revise Ballot Now, Tally, and Rally certificates.
Establish new, unique, equipment master, open, and close passwords.

®oo0o

®ooo

|_See: |
“Software Password, Certificate, and PIN Tips” on page 39.

“eSlate Cryptographic Module (eCM)” on page 40.

1. More frequent changes of security passwords increases the level of security, but adds complexity for users. Follow federal, state,
and local security guidelines.

Page 10 Chapter 1 Getting Started © Hart InterCivic, Inc.
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Notes:
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Notes:
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Chapter 2

Election-Related Management

This chapter covers the following:

An overview of the Hart Voting System

An election-related tasks checklist

A table with recommended quantities of media (MBB and audio cards) to create for an election
Information about eSlate training courses and their content

Documentation and media included with the system and those recommended for purchase

OO0

Hart Voting System Workflow

The Hart Voting System workflow includes the following components of an election for a given
jurisdiction:

O Security

O Training

U Public Relations/Voter Education and Outreach

O Hardware Preparation

O Ballot Creation in BOSS

O Testing

O Live Voting Events - Absentee, Early Voting in-person, and Election Day

O Optional Substation Transfer of Data via Rally for Election Day

O Tabulation in Tally

O Reporting

O Recount Options

O Post-Election Hardware Data Backup and Hardware Servicing
Since the Hart Voting System Management and Tasks Training Manual supports all Hart Voting
System products, not all of the procedures in this document apply to all implementations. You must
identify applicable procedures for the voting devices implemented.

[ Sce:

“Election-Related Tasks Checklist” on page 15. This checklist documents a complete list of tasks
associated with Hart Voting System workflow.

|_See: |

The following page for a graphic representation of the Hart Voting System workflow.

© Hart InterCivic, Inc. Chapter 2 Election-Related Management Page 13
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Hart Voting System Management and Tasks
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Election-Related Tasks Checklist

Use the following checklist to manage election-related tasks.

Code: eSlate-Related Items: Details:

S At regular intervals: 0 BOSS, eCM Manager, Ballot
Set and synchronize clocks on all Now, Tally, Rally, SERVO
election PCs. O Tally and Rally modem
Change all existing user IDs and U Establish equipment
passwords. Delete outdated users. passwords for election
Change/Update Ballot Now, Tally events and training.
and Rally certificates. O Security procedures for
Create new eCMs with updated office, warehouse,

Key ID and PIN(s). distribution, and polling

Review, update, and communicate places.

security procedures. U Refer to federal, state, and
local security guidelines.

TE Train Elections Staff, including
support personnel, on
implemented equipment and
procedures.

TE Identify and reserve training
facilities for poll worker training
events.

SP Receive PC hardware and Hart
software; configure, test, and set
up systems.

TE Train elections administrators in
Hart Voting System Management
and Tasks.

SP Receive hardware.

TE Train support personnel in
Acceptance and Functionality Test
procedures.

SP Support personnel conduct 0 Document Acceptance and
Acceptance and Functionality Test Functionality Testing with
and verify firmware version(s). provided logs.

TE Train all elections staff in Hart O Train BOSS operators, Ballot

S Voting System software and Now operators, Rally/Tally
functions specific to their operators, and support
positions. personnel. Plan training with

Trainee Course Assignment
Log.

U Establish software
application users and
permission levels.

Key:

BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
[tem

Tally Process
Training Event
Live Voting
Event

© Hart InterCivic, Inc.
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Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
Item

Tally Process
Training Event
Live Voting
Event

Code: eSlate-Related ltems: Details:

S Establish and communicate office,
warehouse, distribution, and
polling place security procedures.

S Create eCMs for the election. O Identify number needed.

O Establish Key ID and PIN(s).
U Log eCM and PIN data.

B Create demonstration BOSS U Write combined data/audio
PR database and write demo cards cards with contests similar to
appropriate to the upcoming upcoming election.

election.
Use historical or sports
figures as candidates.

PR Conduct public education U Train outreach personnel.
campaign. This is ongoing through

Election Day.

TE Start poll worker recruitment and O Start poll worker recruitment.
planning EV and ED polling place | Q Plan polling place
procedures, training procedures.
documentation, classes, and O Plan training documentation.
locations. O Identify number of training

classes.
O Establish training class
locations.

B Create Training BOSS database O Use contests similar to

TE and write training MBBs and audio upcoming election.
cards for EV and ED training U Use precinct naming

events (or use demo database).

Create a training database
with the same parameters
as the live election
database, OR, if the
schedule allows time, the
final live election database
can be exported or copied
forward and candidate
names changed in order to
create a training database.

convention identical to the
upcoming election.

O Use polls open and close
passwords that are different
than the upcoming election.

U Use suspend and close polls
times and Access Code time
limit identical to the
upcoming election.

O Allow or disallow JBC Tally
report as in upcoming
election.

Use historical or sports
figures as candidates.

Page 16
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Hart Voting System Management and Tasks

Code: eSlate-Related ltems: Details:
B Create ballot data files for import O Carefully plan import data
into BOSS, if applicable. and language approach.
| See:
The BOSS Operations
Manual and the BOSS
Training Manual
B Create BOSS ELECTION [ See: |
database. “BOSS Database
Management” on
page 52.

B Complete BOSS ballot data. O Establish open and close
polls passwords, suspend
and close polls times, and
Access Code time limit.

B Print BOSS reports, proofread, O 15! ballot proofread

and make corrections. Before ballot preview,

proofread from:

« “Active Contests Options
List” (all election content)

* “Contest List with
Details” (precincts per
contest)

e “Assigned Precinct
Report” (precincts
assigned to districts).

B Print eSlate and Ballot Now O 2"9pallot proofread

(paper) ballot images from the Ballot preview.

proofread. length of any ballot, and
consider revising format to
reduce length; i.e., to keep
paper ballots to one sheet.

B If errors are identified, exit Ballot O Repeat proofreading

Preview without accepting ballot, process from reports and
and make corrections. Ballot Preview.

B Record English audio in TRANS. 0 DO NOT accept/generate
ballot or write MBBs yet.

TE Train translation service and/or U TRANS is an application for

professional translators in the use translating foreign language
of TRANS, if applicable. text and recording audio for
import into BOSS.

Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
[tem

Tally Process
Training Event
Live Voting
Event

© Hart InterCivic, Inc.
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Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
Item

Tally Process
Training Event
Live Voting
Event

Code: eSlate-Related ltems: Details:

B Export text for multi-language O OR perform this step after
ballot translation and proofreading from existing
transliteration in TRANS, if ballots in the Ballot Preview
applicable. tab and rejecting the ballots.

B Import translated and
transliterated text for multi-
language ballots from TRANS, if
applicable.

B Export audio files for multi- O OR perform this step after
language ballot recording in proofreading from existing
TRANS, if applicable. ballots in the Ballot Preview

tab and rejecting the ballots.

B Import recorded audio files for
multi-language ballots from
TRANS, if applicable.

B Validate and export data and audio | O Back up data, foreign
to hard drive or CD file. language text, and audio

files.

B Back up BOSS database. [ See: |

“Appendix D: Backing Up
Election Databases” on
page 107.
B Accept/Generate ballot and write
MBBs and audio cards. Back up BOSS
database, and export
files, before generating
ballot.
| See: |
“Planning Ballot Media
Quantities” on page 27.

B If errors are identified at this point, | O Export/Import updated
copy the database forward, information.
rename it, delete the previous U Repeat proofreading
copy, make corrections to the new process.
database, and repeat proofreading | d Generate ballot.
and other necessary tasks. O Create MBBs and audio

cards.

Page 18

Chapter 2 Election-Related Management

© Hart InterCivic, Inc.




6300-001 62E

Hart Voting System Management and Tasks

Code: eSlate-Related ltems: Details:
BN Using sample ballots, determine [ See: |
paper stock size, weight, “Appendix E: Paper
watermark, corner cut, and Weights and Scanner
quantity. Order paper. Throughput” on
page 109.

U Hart secure watermarked
paper with the lower left
corner cut 3/8”, 70 Ib., offset
is recommended. If the
ballots have stubs on the
bottom, the same paper with
the upper left corner cut 3/8”
is recommended.

B “Round Trip” the ballot (optional). | Q 3 pallot proofread
BN Use Test MBBs to vote on
T the eSlates, print Test Ballot
Now and/or eScan ballots,
mark and scan, and read
MBBs into Tally. Document
any ballot errors.
B Political subdivisions proofread O Final ballot proofread.
ballot.
B If errors are identified at this point, | Q Export/Import updated
copy the database forward, information.
rename it, delete the previous U Repeat proofreading
copy, make corrections to the new process.
database, and repeat proofreading | d Generate ballot.
and other necessary tasks. U1 Create MBBs and audio
cards.
B Create all final MBBs and audio [ See: |
cards for Election. “Planning Ballot Media
Quantities” on page 27.
B Back up BOSS database.
B Finalize BOSS database for Tally,
and print all BOSS reports,
including the Audit Trail for this
database.
B Back up BOSS database.

Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
[tem

Tally Process
Training Event
Live Voting
Event

© Hart InterCivic, Inc.
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Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
Item

Tally Process
Training Event
Live Voting
Event

Code: eSlate-Related ltems: Details:

SP Perform Logic and Accuracy Test | 1 Document LAT with Logic &
(LAT). Accuracy Test Log.

| See:
“Logic and Accuracy
Testing Procedures” in
the Support Procedures
Training Manual.

BN Set up off-site and/or print queue
processes and file structure, if
applicable.

BN Print Ballot Now/eScan by-mail
ballots.

BN Mail by-mail ballots.

BN Print Ballot Now/eScan ballots for | L Early Voting
in-person voting, if applicable. U Election Day

O Provisional

BN Train ballot resolution (or
corresponding) teams.

BN Receive Ballot Now/eScan by-mail | O Ongoing, through a date
ballots. established in state

guidelines.

BN Scan and resolve by-mail ballots. U Ongoing, through a date
established in state
guidelines.

T Establish MBB Processing O If Ballot Now is used for
Procedures for Early Voting by- multiple sources, monitor
mail, Early Voting in person, batch and MBB source
Election Day and at the Central identification.

Counting Station.

SP Establish EV polling place Plan:
locations, and logistics of voter d Amount of equipment
traffic, furniture, electrical supply, needed
and equipment security. O Layout

O AC power sources (check
voltage)
O Battery backup procedures
and equipment
U Security
U Storage
SP Plan EV and ED support for Help U Establish procedures for

Desk and on-site technical support
personnel at polling places.

O

using a Help Line Call Log
and Troubleshooting Log.
Train personnel.

Page 20

Chapter 2 Election-Related Management

© Hart InterCivic, Inc.




6300-001 62E

Hart Voting System Management and Tasks

Code: eSlate-Related ltems: Details:
SP Prepare EV election equipmentin | This includes:
the warehouse. O Programming signing key to
JBC and/or eScan devices
O Functionality testing
O Resetting polling place
equipment to zero “Public”
CVR count
4 Installing MBBs
O Installing red wire security
seals
O Starting the equipment Serial
Number Logs
O Starting the Ballot & Seal
Certificate documents
U Predefining polling place
identification, if applicable
O Cleaning equipment
O Installing fresh paper rolls in
JBCs, VBOs, and eScans
U Stocking paper ballots and
associated materials, if
applicable
SP Establish EV and ED staging, For eScan devices, include
pickup, and delivery procedures embedded LAT after delivery to
and routines, including equipment | polling place.
return procedures and hardware
and MBB processing procedures.
TE Train EV elections lead poll OR train poll workers in a
workers and alternates in the customized integrated
Polling Place Operations Course. | procedures/paper ballots
course.
SP Perform any final EV polling place
preparations required.
SP Deploy and distribute EV
equipment.

Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
[tem

Tally Process
Training Event
Live Voting
Event
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Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
Item

Tally Process
Training Event
Live Voting
Event

Code:

eSlate-Related Items:

Details:

\Y,

Conduct Early Voting.

Also needed:

U Daily Report Envelopes for
collecting daily equipment
reports and expired
ACCESS CODES. One
envelope per day, per JBC or
eScan

U Main Reports Envelopes,
one per JBC or eScan, per
election, for collecting the
daily envelopes

O Envelopes for collecting
Provisional Ballot and/or
Retrievable Ballot stubs

U1 Reconciliation Log for
comparing voters checked-in
to equipment public count

O Canceled Booth/Spoiled
Ballot Log.

TE

Set up Rally substations, if
applicable.

Q Determine LAN or modem
use.

O Setup and test
communications and PCs.

TE

Train Rally substation operators, if
applicable.

TE

Train ED Elections Lead Poll
workers and Alternates in the
Polling Place Operations Course.

U Consider Hart Voting
System-specific election
supplies and how election
document envelopes are
managed.

O OR train poll workers in a
customized integrated
procedures/paper ballots
course.

Suspend EV polls, final day of EV.

O Collect all EV documentation
at the polling locations,
deliver to Election
Headquarters with JBCs
and/or eScans.

SP

Remove equipment security seals
and store MBBs in secure
location.

Follow MBB processing

procedures.

0 Complete the Ballot & Seal
Certificate.

0 Complete the Ballot
Transmittal Form.

Page 22
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Code: eSlate-Related ltems: Details:

SP Back up EV Cast Vote Records 0 Complete the equipment
and audit logs (eScan, JBC and Serial Number Logs.
eSlate), verify firmware version(s), | 4 Back up EV and ED
and print SERVO reports. equipment to separate

events in SERVO.

SP Remove VBO printer tape and
store with other printed materials.

SP Reset EV eScans, JBCs and O This can wait, depending on
eSlates. equipment needs for

Election Day.

SP Prepare ED election equipmentin | This includes:

the warehouse. O Programming signing key to
JBC and/or eScan devices

O Functionality testing (if not
previously performed)

U Resetting polling place
equipment to zero “Public”
CVR count (for systems
used in outreach programs,
public education,
demonstrations, etc.)

4 Installing MBBs

O Installing red wire security
seals

O Starting the equipment Serial
Number Logs

O Starting the Ballot & Seal
Certificate documents

O Predefining polling place
identification, if applicable

O Cleaning equipment

O Installing fresh paper rolls in
JBCs, VBOs, and eScans

O Stocking paper ballots and
associated materials, if
applicable

SP Establish ED staging, pickup, and | O For eScan devices, include
delivery procedures and routines embedded LAT after delivery
including Election Night transfer of to polling place.
hardware and MBBs. U Consider substation and/or

runner system.

T Establish procedures and routines | O Consider substation system.
for transferring vote total
summaries on Election Day via
modem, if applicable.

Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
[tem

Tally Process
Training Event
Live Voting
Event

© Hart InterCivic, Inc.

Chapter 2 Election-Related Management

Page 23



Hart Voting System Management and Tasks

6300-001 62E

Key:

B
BN

PR

BOSS Process
Ballot Now
Process
Public
Relations
Event
Security
Procedure
Support
Procedures
Item

Tally Process
Training Event
Live Voting
Event

Code: eSlate-Related ltems: Details:

SP Establish ED polling place Plan:
locations, and logistics of voter U Amount of equipment
traffic, furniture, electrical supply, needed
and equipment security. U Layout

O AC power sources (check
voltage)

O Battery backup procedures
and equipment

O Security

U Storage

SP Perform any final ED polling place

preparations required.

SP Deploy and distribute ED

equipment.

\% Conduct Election Day Voting. Also needed:

U Report Envelopes for
collecting equipment reports
and expired ACCESS
CODES

U Envelopes for collecting
Provisional Ballot and/or
Retrievable Ballot stubs

O Reconciliation log for
comparing voters checked-in
to equipment public count

U Canceled Booth/Spoiled
Ballot Log.

\% Close ED polls. O Collectall ED documentation
at the polling places. Deliver
to substation or Election
Headquarters with MBBs.
Follow MBB processing
procedures.

T Read Ballot Now/eScan by-mail

MBBSs, and tabulate Vote Records.
SP Remove ED equipment seals and | O Follow MBB processing
MBBs. procedures.

U Complete the Ballot & Seal
Certificate.

0 Complete the Ballot
Transmittal Form.

T Read EV MBBs, and tabulate EV

Cast Vote Records.
T Electronically transfer ED results 0 Modem or LAN transfer.

to Tally via Rally (optional).
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Code: eSlate-Related ltems: Details:

T Compile electronically transferred
results in Tally.

T Print and release unofficial
reports. Print reports in PDF

format and back up Tally
database at each release
of reports.

SP Transport ED equipment and/or O May not be required by state
MBBs to the Counting Station and local guidelines if results
(Tally) location. were transferred

electronically.

SP Transport other ED Equipment to
the warehouse.

T Read ED MBBs, and tabulate ED | U May not be required by state
Cast Vote Records. and local guidelines if results

were transferred
electronically.

O Release official reports and
updates.

SP Back up Election Day CVRs and 0 Complete the equipment
audit logs (eScans, JBCs and Serial Number Logs.
eSlates), verify firmware O Back up to the SERVO
version(s), and print SERVO Election Day Event.
reports.

SP Remove VBO printer tape and
store with other printed materials.

BN Compile late mail results in Ballot
Now and/or eScan.

BN Close Election in Ballot Now (or U At adate and time
Suspend Polls on eScan for by- established in state
mail) and print all Ballot Now guidelines.
reports, including the Audit Trail
Report.

BN Back up the Ballot Now database
to CD.

T Read late mail results MBBs into
Tally.

T Finalize Election in Tally and print
all Tally reports and the full Audit
Log for this database.

T Release Official Canvass.

Key:

B BOSS Process
BN Ballot Now
Process

PR Public
Relations
Event

S  Security
Procedure

SP  Support
Procedures
[tem

T  Tally Process

TE Training Event

V  Live Voting
Event
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Code: eSlate-Related ltems: Details:

B,BN, | Back up Election to CD. O All records collected, all

T, SP electronic files and

databases stored on CD.

T Perform recount, if necessary. O Recount entire election by

reading SERVO MBBs into
Tally or recount manually
with Cast Vote Record
reports from SERVO, or
VBO and paper ballots.
| See:
“Appendix G: Hart
Voting System Recount
Procedures” in the Tally
Software Training
Manual.

T Back up recount, if performed, to O Do not back up until all legal

CD. recount deadlines have
passed. All records collected
(including software reports
and Audit Trails/Logs), all
electronic files and
databases stored on CD.

SP Reset ED equipment. O This can wait, depending on

equipment needs for the
next election cycle.

SP Tag equipment that needs
maintenance and ship for repair.

SP Perform functionality tests on U This can wait, depending on
equipment and verify firmware equipment needs for the
version(s). next election cycle.

U0 Document Functionality
Testing logs.

SP Clean and store equipment until
the next election cycle.

SP Perform routine maintenance on U Scanners
PC equipment and peripherals. U Printers

B,BN, | Perform routine maintenance on O Delete practice, testing, and

T, SP | all election-related PC hard drives archival databases

S Review office, warehouse, U What worked?
distribution, and polling place O What needs revision?

security procedures.
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Planning Ballot Media Quantities

Ballot Media to Write Per Election

Once the ballot is generated, copy the election data to MBBs and audio cards by going to the Election
menu and clicking Write Ballot Media. Use the MBB Worksheet (MBB_41406.xIs) on your Hart CD or
the following guide when planning the number of MBBs and audio cards to write for an election.

Ballot Media to Write Per Election

Test Mode MBBs

Election Mode MBBs

* 1 MBB for each JBC included in LAT

« 1 MBB for each JBC included in Early Voting in person

« 1 MBB for each eScan included in LAT

« 1 MBB for each JBC included in Election Day voting

« 1 MBB for each Ballot Now PC included in LAT

« 1 MBB for each eScan included in Absentee Voting (by-
mail)

« 1 MBB for warehouse testing (optional)

« 1 MBB for each eScan included in Early Voting in person

« 1 MBB for each voting system in use at the Help Desk

« 1 MBB for each eScan included in Election Day voting

Audio Cards

« 1 MBB per election source (i.e., Absentee, Early Voting,
Election Day) for each Ballot Now (Server) PC used for
voting

¢ 1 Audio Card per DAU eSlate included in the election
(Early Voting and Election Day)

« 1 MBB per election source for incremental Cast Vote
Record (CVR) processing (e.g., late mail) for each Ballot
Now (Server) PC utilized for voting

« 1 Audio Card for warehouse testing (optional)

« 1 MBB to enable SERVO to add election Event(s) for
backup (This MBB can be reused as one of the JBC or
eSlate recount MBBs)

¢ 1 Audio Card for the DAU eSlate in use at the Help Desk

« 1 MBB (128 MB) per 65,000 CVRs for JBC CVR recount
MBBs, using SERVO, for Early Voting in person

« 10% of total as spare Audio Cards
« Hart InterCivic recommends writing at least 10% above the
number actually needed in the field as spare Audio Cards.

« 1 MBB (128 MB) per 65,000 CVRs for JBC CVR recount
MBBs, using SERVO, for Election Day in person

Other Ballot Media

« 1 MBB (128 MB) per 65,000 CVRs for eSlate CVR recount
MBBSs, using SERVO, for Early Voting in person

« Demonstration eSlate (Demo cards) with data similar to the
live election for Voter Education and Outreach activities.

« 1 MBB (128 MB) per 65,000 CVRs for eSlate CVR recount
MBBs, using SERVO, for Election Day in person

« Training MBB and Audio Cards with data similar to the live
election for poll worker training activities.

« 1 MBB (128 MB) per 65,000 CVRs for eScan CVR recount
MBBs, using SERVO, for Absentee (by mail)

« 1 MBB (128 MB) per 65,000 CVRs for eScan CVR recount
MBBs, using SERVO, for Early Voting in person

« 1 MBB (128 MB) per 65,000 CVRs for eScan CVR recount
MBBs, using SERVO, for Election Day in person

« 10% of total as spare Election Mode MBBs

« Hart InterCivic recommends writing at least 10% above the
number actually needed for the JBC, eScan, and/or Ballot
Now units included in Absentee, Early, or Election Day
voting.

© Hart InterCivic, Inc.
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MBB Capacity

HART

intercivic

0018 1st Article

= DO NOT DROF, BEND OR CRUSH

KEEP AWAY FROM MOISTURE

KEEP CONNECTOR CLEAN

AVOID HIGH TEMPERATURES US. Patent #
AND DIRECT SUNLIGHT 6,250,548 BI

Include the MBB Cast Vote Record (CVR) capacity when planning the number of MBBs required for an

election.
128 Megabyte ATA Format MBB Capacities:
eSlate Subsystem CVR Capacity of One MBB?
JBC 10,000 (Access Code range of 0000-9999)
Ballot Now 65,000
eScan 20,000
SERVO 65,000

a. All values are conservative estimates based on small CVR log size and multi-page ballots.
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Planning Personnel Deployment and Training for an Implementation

Personnel Deployment

The Hart Voting System is a scalable solution, and the number of personnel resources deployed to meet
local needs will be likewise scalable. All personnel deployed should go through training specific to their
responsibilities on the Hart Voting System.

Elections Office Staff

Hart InterCivic recommends that all elections office staff and all personnel working with the Hart Voting
System take the Polling Place Operations Course. Other elections office staff should be trained specific
to their assignments and responsibilities.

|_See: |

“Hart Voting System Course Descriptions” on page 30.

“Appendix C: Voting System Standards Personnel and Training Requirements” on page 105.

Poll Workers

Poll workers should be adept at operating the eSlate (with VBO, if applicable), DAU, JBC, and eScan (if
applicable). If poll workers are comfortable with the polling place components of the Hart Voting System,
then they will be comfortable assisting voters.

Hart InterCivic recommends that all polling place workers understand the basics of voting on the eSlate
and DAU units (with VBO, if applicable). Non-lead poll workers can do this by taking the optional Poll
Worker’s eSlate Operations Course. A Hart InterCivic Training Specialist or a trained county employee
(trained through our Train-the-Trainer program) can meet this training need. All poll workers should have
some hands-on experience with the Hart Voting System, and with a ballot similar to the one voters see,
before working with voters.

Hart InterCivic recommends that at least two lead poll workers from each polling place take Hart
InterCivic’s Polling Place Operations Course with a Hart InterCivic Training Specialist or a trained county
employee (trained through the Train-the-Trainer program). All elections office staff should also take part
in this course early in the implementation cycle.

Hart InterCivic is dedicated to helping all jurisdictions that use the Hart Voting System train poll workers
and educate voters. Your jurisdiction’s implementation will determine the amount of training preparation
assistance you will need from Hart. For example, Service Bureau customers need to obtain training
MBBs, audio cards, and ballots (if applicable) from Hart in order to conduct poll worker training.
Customers with the full Hart Voting System software suite can create their own training media.

| See: |

“Hart Voting System Course Descriptions” on page 30.
“System Documentation and Media” on page 35.

“Appendix C: Voting System Standards Personnel and Training Requirements” on page 105.
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Hart Voting System Course Descriptions

Customers purchasing the Hart Voting System should plan on spending focused time attending Hart
training sessions. Brief training course descriptions are included here.

The Hart Voting System Management and Tasks Course: In this course, elections officials learn the
workflow of the Hart Voting System, how to manage the Hart Voting System for an efficient, secure,
successful election, and how to complete administrator-specific tasks.

The BOSS Operator Training Course: In this course, elections officials, office staff, and Ballot Origination
Software System (BOSS) data entry specialists run BOSS ballot generating software to define and
create eSlate and Ballot Now ballot formats and styles. Training includes everything from logging into the
Ballot Origination Software System to writing PC flash cards called Mobile Ballot Boxes (MBBS)
containing ballot information for the eSlates and Ballot Now, including the eScan.

The Ballot Now Operator Training Course: In this course, elections officials, office staff, and Ballot Now
operators use MBBs to print paper ballots that can be scanned into the system via either Ballot Now or
the eScan. Users scan ballots, save Cast Vote Records back to MBBs, and send MBBs to Tally for
tabulation. Ballot Now training includes assigning write-ins to certified write-in candidates, and
converting the handwritten image on the paper ballot into an electronic Cast Vote Record readable by
the Tally tabulation software. Training also includes electronically viewing ballots that need resolution
and resolving them.

The Tally Operator Training Course: In this course, elections officials, office staff, and tabulation
specialists use Tally software with valid data from election MBBs to tabulate an election and create
election tabulation reports. This course includes everything from logging into the software to recount
procedures. Tally course instructions also cover backing up the election to CD and assigning write-in
candidates from eScan paper ballots. If the Tally-Rally connection will be implemented, this course also
covers Rally station management.

The Rally Operator Training Course: In this optional course, Rally station operators use Rally software to
set up Rally station PCs, log in to the application, read MBBs and transfer ballot data, troubleshoot, print
reports, and archive the Rally database.

The eSlate Support Procedures Course: In the Support Procedures course, elections officials, support
personnel, and warehouse staff physically set up system hardware, perform Acceptance and
Functionality Testing, perform Logic and Accuracy testing, reset the polling place hardware systems for a
new election, practice equipment troubleshooting and back up procedures, identify help desk
procedures, and prepare the hardware systems for an election. This course also includes MBB
processing procedures for Early Voting and Election Day and post-election procedures. The polling
place equipment Troubleshooting module of this course is available as a separate course for election
event technical support personnel. Additionally, the Help Desk module is available as a separate course
for election event help desk operators.

The eSlate Polling Place Operations Course: In this course, elections officials, office staff, lead election
poll workers, and alternate lead poll workers (at least two poll workers per polling place) receive training
to set up the JBC and eSlate, open the polls, run the system in a secure setting, identify when voters
may need assistance, close (and/or suspend) polls, power down the system, handle sensitive MBBs
appropriately, and pack the equipment. This course includes instructions on features such as curbside
voting and handling “provisional” voters. It also includes a module with a polling place simulation. Finally,
this course includes a reference guide for each election poll worker who is operating the Judge’s Booth
Controller.
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The Poll Worker’s eSlate Operations Course: In this optional short course (refer to contract), elections
officials, office staff, and non-lead poll workers receive training in the specifics of operating the eSlate
and the Disabled Access Unit (DAU eSlate). Trainees also learn how to educate and assist voters using
the eSlate and Disabled Access Unit. Training includes the basic operations of the eSlate and DAU
eSlate, and answering questions that voters may have about special features, such as the VBO, write-in
voting, moving through pages of the ballot with the PREV and NEXT buttons, using the summary page to
change a vote, intentionally undervoting, and using the headphones and various input devices on the
DAU eSlate. This course includes a reference guide for poll workers.

The eScan Operations Course: In this course, elections officials, office staff, lead election poll workers,
and alternate lead poll workers (at least two poll workers per polling place) receive training to set up the
eScan, open the polls, run the system in a secure setting, identify when voters may need assistance,
close (and/or suspend) polls, power down the system, handle sensitive MBBs appropriately, and pack
the equipment. This course also includes a module with a polling place simulation. There is a reference
for each election poll worker who is operating the eScan. In addition, this course has a segment on
Absentee/by-mail use of the eScan, if applicable to the implementation.

The Hart Voting System Polling Place Operations Course: In this course, elections officials, office staff,
lead election poll workers, and alternate lead poll workers (at least two poll workers per polling place)
receive training to set up the full system - eScan, JBC and eSlate with VBO. The course includes training
users how to open the polls, run the system in a secure setting, identify when voters may need
assistance, close (and/or suspend) polls, power down the system, combine results on the eScan, handle
sensitive MBBs appropriately, and pack the equipment. This course includes instructions on features
such as curbside voting and handling “provisional” voters. It also includes a module with a polling place
simulation. There is a reference for each election poll worker who is operating the polling place system.
In addition, this course has a segment on Absentee/by-mail use of the eScan, if applicable to the
implementation.

The Hart Voting System Poll Worker’s Guide to Assisting Voters Course: In this optional short course
(refer to contract), elections officials, office staff, and non-lead poll workers receive training in the
specifics of operating the eScan and the Disabled Access Unit (DAU eSlate) voter’s perspective.
Trainees learn how to educate and assist voters using the eScan and Disabled Access Unit. Training
includes the basic operations of the eScan and DAU eSlate, and answering questions that voters may
have about special features, such as the VBO, write-in voting, undervoting, and using the headphones
and various input devices on the DAU eSlate. This course includes a reference guide for poll workers.

Assisting Persons with Disabilities: Hart InterCivic offers an optional (additional fees apply), small group,
course designed to educate at least one person per polling place in the etiquette, skills, and sensitivity
appropriate to assisting voters with disabilities. This course includes hands-on experience with adaptive
devices and the DAU eSlate. It also includes role playing situations. Finally, this course includes a
reference for each participant.

Train-the-Trainer: Hart InterCivic also offers Train-the-Trainer courses for the Polling Place Operations

courses. These longer courses are designed to teach local facilitators Hart Voting System training skills
and content. Optional train-the-trainer sessions are available for the Assisting Persons with Disabilities
and polling place equipment Troubleshooting courses (additional fees apply).
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Hart Voting System Training Schedules Overview

The following pages display an overview of the Hart Voting System courses, recommended scheduling,
and an example spreadsheet of courses and timeframes. A custom training planner is offered per

implementation.

Hart Voting System Courses

Approximate

Documentation

Course Topic Class Size

P Hours? Included®

Management and Tasks 2-4 8 Training Manual

BOSS 12-16 8 Operations and
Training Manuals

Ballot Now 4 8 Operations and
Training Manuals

eScan Absentee 2 8 Desk Reference

Tally (and Rally, if applicable) 4-8 8 Operations and
Training Manuals

Rally Substation 2 10 Operations and
Training Manuals

Support Procedures 4-8 16 Operations and
Training Manuals

Polling Place Operations 4 24 Desk Reference
Train-the-Trainer 2-16 varies Training Manual

a. Some course lengths vary, depending on the size of the jurisdiction and complexity of the implementation.
b. One hard copy set of operations manuals per implementation and one hard copy training manual per trainee.
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Hart Voting System Training Course Sequence

Sequence Time Frame Course Audience
1 After Business Analysis is | Management and Tasks Elections Officials and
' completed Management Staff
Immediately after Administration-Level Elections Officials, Central
Management and Tasks Polling Place Operations Office Staff, Warehouse
2. course for Elections Office Staff and Support Staff, (Early
(and Early Voting Poll Voting Poll Workers)
Workers)
At least a month before Software Courses - BOSS, | Elections Officials,
election preparation begins | Ballot Now, (eScan Software Operators,
3. and immediately after Absentee), Tally, Rally Absentee/by-mail Ballot
Administration-Level Specialists
Polling Place Operations
Immediately upon Support Procedures Support Personnel
4. completion of software
training
Prior to poll worker training | Train-the-Trainer Locally Identified Trainers
5 and/or upon completion of
' Support Procedures
training
6 Prior to election event Polling Place Operations Lead and Alternate Lead

Poll Workers

© Hart InterCivic, Inc.
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Training Planner

Hart Voting System Training Planner for Sample County
Trainees Class Details Calc
5 2 =
- [= 2 2
. 5 - =
Details = § o |8 & e E
Bl lE] B3 3 AAHE
3|58 s (3 £ I HEHEE
s |E |2 E |5 o H NI E 3
= = = | |2 o glelel=slE]ls]s
) E 21 (2 |e = |5 w o F) alefs]=]|E|5]E
Course Titles & % é; R ERERE 3 K] a |l £ AHHEEE £
slsls 1812 |8 |5 |[5 T S [|lF|w|®]w|C|C|+
= % Sl [E[2([2 ] a [ e [V v [ [
=] |2 (= |a |= £ = @ = = e e e
M HER S HEEHEEEE
EIE(Z =B |8 |2 (I= 2 |2 [|E|E|E|E|E|E|E
FRERER R ERERE i) E ] S| S| =S|S|=S|=5]| =
L L - = = o = [ 2] Z |z |=|l=|l=]|=|=
Hart Voting System Management and Tasks Course' 2 G| 4hours | 2 21|05 105146
Polling Place Operations Course [a!!udministrati\mrle\lrel]1 10| 6 24| 4 hours | 2 16| 1 [0&) 1 |05l 4]6
BOSS Operator Training Course® 2 8| 2days 05| 2|12 1] 2]|16]24
Ballot Now Operator Training Course® 2 2 g 1 day 1 4|1 1 g |12
Tally and Rally Operator Training Coursé 2|2 g 1 day 1 41111111 1]8]12
Rally Substation Operator Training Coursé 2 10| 2 hours | 4 20110311 |03) 2] 3
Support Procedures Course’ 2|4 16 1 day 1 111 |1]1]8]12
Intra.Office Training Mock Election’ o422 24| 1 day 1 w11 1111812
E arly Voting Poll Worker's eSlate Operations Course® 0[50 1hour | B o)1 (o3) 103123
E arly Voting eSlate Polling Place Operations Cours ¢ 10 [ 10 24| dhours | 2 |[20] 1 |0O5] 1 |05] 4| B
Election Day Poll Worker's eSlate Operations Course’ 50 || 50) 1 hour |8 0110311 (03] 2] 3
Election Day eSlate Polling Place Operations Course® 50 | 50 24| 4hours | 2 |[100] & [25] 1 |25]20] 30
Assisting Persons with Disabilities Cours ¢’ {optional) 2 10|10 [10 || 12| 2hours | 4 [[32] 3 [0OE| 1 |OB| B |9
Polling Place Courses Train-the Trainer’ 2|2 2|2 20| 2days |05 B |1 (2|1 ] 2]16]24
Total Number of Trainess 274 This is the Hart InterCivic Training Planner.
Total Calendar Days of Training 135 The table is based on:
-Mo more than two software course trainees per available PC
Total Classroom Hours of Training 108 -Hart InterCivic Trainers leading the first phase of Election Day and Early Vating poll
- warker training
Total Trainer Person-Hours of Work 162 -Conducting full Polling Flace Operations training with lead and akernate lead poll
workers
| -Implermenting Hart InterCiic's Train-the-trainer prograrm for future pollworker training
(11
No. Management-Level Trainees 22 _Central Office Staff of up to 8
(©'No. Software Trainees 36 -Support Staff of up to &
-tliscellaneous ternporary and part-time staff
*'No. Poll Worker Trainees 184
This training planner is Intended to reflect training included in the initial phase of
mplementation. Training is not ongoing or repeating unie ss otherwise indicated inthe
No. Precincts 50 contract.
No. Registered Yoters Iy Note: The Intra-office Training Mock Election is intended as an in-house practice
No. By-Mail Voters 1,000 applying the skills learned in training. Itis not a public test of the systermn
No. Early Voting Polling Places 10
No. Election Day Polling Places a0

Carnnlarnbart TraininePlannarow ANE vio
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System Documentation and Media

The following table identifies Hart Voting System documentation and media included with the system.
Actual documentation and media included may vary according to individual implementation contracts. All
items are provided in training sessions. All items are provided in the amounts shown, and electronic
copies are provided on CD (in Portable Document Format (.pdf) unless otherwise noted). System
revisions include all relevant documents listed in electronic format.

Document/Media:

Comments:

Number of Copies:

Software Operations Manuals

BOSS, Ballot Now, Tally, Rally, eCM
Manager, TRANS, SERVO, BRAVO,
Fusion and/or Infusion as per
software installed

1 per implementation

Software Training Manuals

Hart Voting System Management and
Tasks, BOSS, Ballot Now, Tally, Rally
as per software installed

1 per trainee

Support Procedures

Warehouse and support procedures,
including SERVO and maintenance
bulletin updates

1 per trainee

Train-the-Trainer Handbook

Training manual for polling place
courses

1 per trainee

Desk References

Polling place operations training
guide and polling place reference for
lead poll workers

1 per trainee

Polling Place Set Up Video

O VHS, .mpg, and .wmv formats
O Video instruction of setting up and
connecting the system

1 per implementation

Voter Instruction Script

Script for giving voters verbal
instructions at the polling place

1 per four trainees

All Logs

| See: |
“Appendix G: Election Logs”

on page 115.

Provided on the Hart
CD and in training
sessions

PowerPoint Slide Shows

Slide shows for all standard poll
worker training courses

1 electronic copy

© Hart InterCivic, Inc.
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The following table identifies other Hart Voting System documentation recommended for the
implementation and available for purchase.

Documents used in general Voter Education and Outreach (VEO) activities should also be used
at the polls in order to provide consistent messaging to voters.

Document/Media:

Comments:

Number of Copies:

Desk References

O EV or ED, same as used in
training

O One per polling place kit as poll
worker guide

O One per troubleshooting
technician

1 per polling place kit
1 per technician

Troubleshooting section of the
Support Procedures Training Manual

One per troubleshooting technician

1 per technician

Voter Instruction Script

Script for giving voters verbal
instructions at the polling place

1 per four poll
workers

Logs

| See: |
“Appendix G: Election Logs”

on page 115.

1 per polling place

Quick Reference

DAU curbside procedure reminder for
poll workers (fits in booth sleeve)

1 per DAU eSlate

Signage

Booth number signs

1 per booth

Voter Instruction Flyers

Q Instruction handout for voters
O Available in multiple languages

25% - 50% of
expected turnout

Voter Instruction Flyers - DAU

Voter instruction flyer in Braille and
large print

1 per DAU eSlate

Voter Instruction Flyers - DAU

DAU eSlate voter instructions for
using tactile input switches or sip and
puff device

1 per DAU eSlate

Voter Instruction Flyers - Ballot Now

Voter instruction flyers to include in
mailing or at the polling place for
paper ballot system

1 per absentee ballot

Voter Instruction Booth Placard

O Voter instruction card for the
booth sleeve
O Available in multiple languages

1 per eSlate or DAU
eSlate booth

Voter Instruction Booth Placard

Cast Ballot button flag placard to
place in booth

1 per eSlate or DAU
eSlate booth

Various custom documents

Available through the Voter
Education and Outreach (VEO)
program

Per VEO
assessment and plan
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The following table identifies other documents and media available for purchase.

Document/Media:

Comments:

Number of Copies:

Demonstration eSlate Desk
Reference

Included with optional purchase or
lease of Demonstration eSlate

1 per Demo eSlate

Demonstration eSlate Quick
Reference

Included with optional purchase or
lease of Demonstration eSlate

1 per Demo eSlate

Assisting Persons with Disabilities
Desk Reference

Included with an optional two-hour
Assisting Persons with Disabilities
course

1 per trainee

Poll worker training videos

Polling place operations videos
containing the following components
of the Hart Voting System are
available on DVD and VHS:

U eSlate

O eSlate with VBO

U eSlate and eScan

O eSlate with VBO and eScan

As needed per
implementation

“l Voted” Stickers

For voters as they exit polls

1 per voter

Various custom documents

Available through the Voter
Education and Outreach (VEO)
program

Per VEO
assessment and plan
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Notes:
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Software Administration Tasks

This chapter covers the following software administration topics:

Q
a
a
a
Q
Q

Recommendations for software password practices and personal computer hardware
Information about eCM management

Software installation

Database management topics relevant to elections administrators

Software user permissions

Software and polling place hardware audit trail reports

Software Password, Certificate, and PIN Tips
Best Practices

Q

Q

Q

Do not give out an administrator password, applicable either to the PC where the Hart Voting System
software is housed, or to a Hart Voting System application itself.

Change every user ID, password, certificate, eCM key ID, signing key, and PIN(s) during PC
acceptance and at regular intervals and in accordance with federal, state, and local guidelines.

The user currently logged in should stay at the computer while running the application and exit the
application if s/he steps away from the PC.

Avoid Using

coodopooC

Any password you have used before

Any string of three characters repeated or reversed

Any character repeated more than twice

Your name or your initials

The computer or application user ID

The names of relatives, birthdays, phone numbers or the company name

The number for this year, last year or next year, or the three-character abbreviations for the months
Telephone number or car license plate numbers

Do Use

Q
Q
a
a

A combination of upper and lowercase letters

A password that is at least 6 - 12 characters long

A new password for every user at regularly scheduled intervals (e.g., annually or quarterly)
Random characters users will remember

Tips for a Secure Password, Certificate, or PIN

a
a
a
Q

Use the first letters of the words in a memorable phrase.

Use a meaningless but easy-to-remember phrase.

Insert numbers into the phrase.

Note the password, certificate information, and/or eCM PIN, in a private and secure location.

Computer Security

Computers running Hart InterCivic software should be kept in locked spaces with limited access.
Password-protected screen savers or other similar security measures should be applied.
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eSlate Cryptographic Module (eCM)

What is the eCM?

The eCM is a physical USB security device provided by Hart InterCivic. It is required for access to
secure functions in the BOSS, Ballot Now, Tally, Rally, and SERVO applications. The eCM must be
generated using the eCM Manager application.

When is the eCM Used?

In a given election, the signing key on the eCM is used by the BOSS application to accept the ballot
formats for the election, and a matching signing key must also be present in the eCM(s) used in the
Ballot Now, Tally, Rally, and SERVO applications.

The simplest way to use an eCM is to keep the device handy (e.g., on a lanyard on your person) and to
insert the eCM token into a USB port on an election PC each time that PC is being used, removing the
eCM when finished.

When the eCM is accessed, Ballot Now requires the operator to enter the eCM PIN (a password
selected by a jurisdiction administrator before any signing keys are generated).

Application Secure Function Requiring an eCM

BOSS » Accept generated ballot format(s)

* Read any MBB (Select Election)
Ballot Now e Close an MBB
» Close the Election with an open MBB inserted in the card reader

Tally * Read the first MBB during a Tally session

Rally * Read the first MBB during a Rally session

» Prepare each JBC to accept an MBB for the election (Program Key)

» Prepare each eScan to accept an MBB for the election (Program Key)
SERVO e Create an Event

e Create Recovery MBB(Ss)

e Create Recount MBB(s)
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eCM Signing Key Workflow

Prepare Key

eCM MANAGER
Sttty B pptis Submis

Y

Security Data |
Y| [from eCM Manager)
- |

Start with eCM Manager

eCM Manager
creates signing key

eCM Manager writes signing key
to eCM module, for portability

Transfer Key

5 ',% Signing key is passed
—"| from eCM through SERVO
to polling place hardware

/\

el e
S M o oM e

Hardware carries
signing key

Signing key is passed
from eCM through BOSS

to Mobile Ballot Boxes

MBBs carry
signing key

MBB signing key is authenticated
against signing key on hardware

MBB signing key is authenticated
against eCM inserted in computer
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About the eCM Manager Software Application

Hart InterCivic's eCM Manager application is used to generate signing keys and write them to eCM
devices. eCM Manager can also be used to read and/or verify signing keys that have previously been
written to eCM devices.

In order to create a new signing key, the authorized user enters a one- or two-digit Key ID of his/her
preference. Like a filename, the Key ID is simply used as a reference name for the unique signing key
being created. When the user enters a new Key ID, eCM Manager automatically generates a random,
128-bit encrypted signing key, which is not visible. However, the encrypted signing key is then encrypted
again, resulting in a visible “Key GUID”, which indicates to the user that a new signing key has been
successfully generated. Before the signing key is written to the eCM, the user must select a PIN
(password) to regulate access to that eCM.

Security Data eSlate Cryptographic
(from eCM Manager)
from eCM Manager Module (eCM)

@01 #8100

e Key ID (user selected)
e Signing Key

(randomly generated)
e PIN (user selected)

BEFORE exiting eCM Manager, store a record of the signing key as an .eCM file in a separate location
(e.g., the local PC disk drive, or a CD).

The signing key and PIN on the eCM is transferred to MBBs at the time that MBBs are written, thereby
creating a means to authenticate MBBs at critical points in the election process. Only a user with an eCM
that includes the matching signing key may access secure functions in the Hart Voting System. In
addition to having the eCM device, the authorized user must know its PIN in order to perform secure
functions.

For a given election, you should create several eCMs in order to have a separate eCM available for use
with each computer running a Hart Voting System software application. Each copy of the eCM must
contain the same signing key and Key ID, but each does NOT have to have the same PIN. The
advantage of using the same PIN for all users is a reduced need to specially mark and track the PIN for
each copy of the eCM. However, a separate PIN for each eCM increases security.

You can also increase security by creating new signing keys and rewriting eCMs at regular intervals
(e.g., with each election, annually or quarterly), but this also adds a level of complexity to procedures.
For example, each JBC and/or eScan must be processed in SERVO to receive the new signing key each
time it is changed. To determine how often to create new signing keys, follow federal, state, and local
security guidelines.
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Using eCM Manager

Only administrators should have access to the eCM Manager application. For complete and detailed
information on eCM Manager, refer to the eCM Manager Operations Manual. For each election, write the
number of eCMs necessatry:

wn e

©ooN O A

11.
12.

13.
14.

15.
16.
17.

fhcormanager =

File Module Help

ecy HART
Manager

’, ( eSlate Cryptographic Module Data s

Kep D |1 2 | Key GUID |?4E5389E8859.t’-‘«?41 BICDOCE34B 362414

Serial Mo, [010c106374281 418

—Writing Data

‘?} Mew Sigring K.ey |

[= DOpen File | &2 Wiite Module |
Confirml ““““““

63 Yerify Module | & Save File |

—Reading Data

[reading module .. done

Open eCM Manager.

Plug an eCM into a USB port on the computer.

In the Key ID field, enter an ID for the eCM, using a number from 0 to 99. (The Key ID MUST be
the same for all eCMs used in an election).

Click the New Signing Key button.

In the PIN field, enter a PIN of 6-12 letters and/or numbers. This is case sensitive.

Repeat the PIN in the Confirm field.

Click the Write Module button and respond to any messages that appear.

Note the eCM Serial No. field display.

Remove the eCM, label it for the election, and record the serial number and PIN in a secure
location.

. Insert the next eCM for this election. If using a unique PIN per eCM, enter the new PIN and

confirm. Click the Write Module button and respond to any messages that appear.

Note the eCM Serial No. field display.

Remove the eCM, label it for the election, and record the serial number and PIN in a secure
location.

Continue writing eCMs.

When finished writing eCMs, click the Save File button and follow the prompts to save the
module data to the desired location on your PC. This data can be used to create more eCMs for
this election or to verify existing eCMs. You must save before exiting eCM Manager.

Record the name of the .eCM file and the date saved.

Back up the .eCM file to CD.

Store labeled eCMs in a secure location.
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Other eCM Manager Features

1. Write from one eCM to another:

This procedure can be used to create additional eCMs if the .eCM file was
not initially saved. Before exiting the eCM Manager, save the .eCM file so
that eCMs can be written from that file, and as a risk-reduction step.

S@mo o0 o

Open eCM Manager.

Insert the source eCM into the USB port.

Enter the eCM PIN.

Click the Read Module button.

Insert the target eCM into the USB port.

Confirm the PIN OR enter a new eCM PIN and confirm.
Click the Write Module button.

Remove and label the new eCM.

Write an eCM from a saved .eCM file;

@~ooooTp

Open eCM Manager.

Click the Open File button.

Navigate to the saved .eCM file.

Confirm the PIN OR enter a new eCM PIN and confirm.
Insert an eCM into the USB port.

Click the Write Module button.

Remove and label the new eCM.

Verify an eCM against an .eCM file;

a.

Open the eCM Manager.

b. Insert the eCM to be verified into the USB port.
C.
d. Click the Verify Module button. A dialog box appears either confirming a match or identifying

Click the Open File button to open the .eCM file.

a mismatch.

If there is a match, remove and label the eCM and make sure the eCM Key ID and PIN are

logged in a secure location.
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eCM Device Management

O Before creating eCMs for an election, determine whether one PIN will be used
for all eCMs for the election, or if each eCM will have its own unique PIN.

O Label eCMs with a recognizable notation (e.g., jurisdiction name), but NOT with
the eCM Key ID, Key GUID, or PIN.

O Log and track the number of eCMs created, eCM serial numbers, and eCM
PIN(s) and the individuals they are assigned to, and keep this information in a
secure location.

Installing the eCM Driver on a PC

In order to use an eCM, a driver must be installed on each PC where the eCM will
be used. This driver installation should take place during the initial installation of the
Hart InterCivic software.

If, upon inserting the eCM into the USB port, a user encounters the Windows Found New Hardware
Wizard follow these steps:

1. Follow the prompts in the Found New Hardware Wizard to browse for a suitable driver in a
specified location.

2. Browse to the RoseUSBw.inf file in the Program Files\Hart InterCivic\Shared directory on the
computer’s C:\ drive.

3. Follow the prompts to complete the installation of the eCM driver.

4. Leave the eCM plugged into the USB slot in the computer.

5. Restart the computer.

[ See: |

The eCM Manager Operations Manual for more information on the eCM Manager software
application.

© Hart InterCivic, Inc. Chapter 3 Software Administration Tasks Page 45



Hart Voting System Management and Tasks 6300-001 62E

Planning for eScan Use

eScan is the Hart Voting System precinct digital scanning device. eScan ballot content is set up in
BOSS, and ballots are printed from Ballot Now. eScan can read ballots for:

O Absentee voting for all precincts in the election

O Early Voting in-person at a polling place with one or multiple precincts assigned

O Election Day voting in-person at a polling place with one or multiple precincts assigned.

If using the eScan, there are several factors to consider in BOSS:

1. eScan passwords MUST be defined in the eScan Options window, accessible through the
Jurisdiction tab of the Jurisdiction window.
& Although eScan cannot be operated without passwords, BOSS does NOT remind you to define
passwords before generating the ballot. Remember to define eScan passwords!

2. Before the ballot is accepted, eScan Ballot Processing
permissions MUST be established in BOSS via the
eScan Options window. The Ballot Processing —Undervate
permissions panel allows the BOSS user to determine ™ “oter Accepts
who is authorized to place various types of mismarked
eScan ballots (e.g., undervoted, overvoted, and blank

—Ballot Processing

= Poll*arker Accepts

ballots) into the eScan ballot box — the voter or the poll + &lways dccept
worker. Alternatively, eScan can be set to “Always
Accept” undervoted, overvoted, or blank ballots. See ~Overvote

the figure at right for the default settings.

> If the Always Accept option is selected for a
particular type of mismark (e.g., overvote, &+ Poll\wWorker Accepts
undervote, or blank), and the ballot contains that
type of mismark only, the ballot will immediately be
accepted as-is, with no further notification message.

> If the voter is authorized to accept a particular type
of mismark (Voter Accepts), and the ballot contains
that type of mismark only, eScan will display a f* Pol'waorker Accepts
notification message. Without further assistance
from a poll worker, the voter may ignore the
mismark and cast the ballot as-is.

™ Vater Acoepts

i Always Accept

—Elank Ballot
 “ater Accepts

= Always Acoept

> If the poll worker is authorized to accept a : :
particular type of mismark (Poll Worker Accepts), | Ballot Processing Default Settings
and the ballot contains that type of mismark only,

eScan will display a notification message. To ignore the mismark and cast the ballot as-is, the

voter must contact a poll worker for assistance.

> If the ballot contains a mix of various mismarks (e.g., both undervotes and overvotes), and
there is a mix of ballot processing permissions in place, the following rules apply:

___Poll worker assistance is required to cast the ballot if the ballot contains any type of
mismark for which poll worker authorization is required, regardless of other voter
permissions that may exist.

__The voter may cast his or her ballot without further assistance if the ballot contains no
mismarks that require poll worker authorization. However, if the ballot contains any type of
mismark that requires voter authorization, eScan displays a notification message before
the ballot can be cast, regardless of other types of mismarks on the ballot that may be set
to Always Accept.
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|_See: |
The BOSS Operations Manual for all possible ballot processing settings.

3. Ballot Now/Paper Ballot settings in BOSS apply to ALL paper ballots. Keep this in mind when:
> Writing Ballot Now instructions
__To write instructions, go to the Election menu and click Jurisdiction. On the Jurisdiction
tab, click the Ballot Instruction Texts button and select Ballot Now Instruction Text in
the window that appears.
> Selecting paper ballot templates
__To select templates, go to the Election menu and click Ballot Formats. In the Ballot
Generation/Preview window, click the Ballot Templates tab.

4. In order to set up the eScan for Absentee voting, you must enter the Absentee location Polling
Place ID into the eScan during device configuration. This ID is not available from BOSS reports.

Find the ABSENTEE Polling Place Description on the Polling Places tab of the Jurisdiction
& window after the ballot has been generated with paper ballot templates selected.

Jurisdiction | Precincts | Contests Polling Places

|Assiined Frecincts

Polling Places and Precinct Assi

Precinct to Polling Place Assignments for ¢ Election Day * Early Yating

* Palling Place Mame Falling Place Description

Aigrian =l

«E Balot Now

The Ballot Now Polling Place Name is automatically created when any paper ballot template is
used to generate the ballots.

You do not need to hand-sort eScan ballots with write-ins. Write-in images from the eScan are
read and tabulated in Tally.

|_See: |

The Tally Software Training Manual for information about working with write-in images in Tally.
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Planning for Demonstration eSlate Use

What is the Demonstration eSlate?

The Demonstration eSlate, also known as a “demo unit,” allows voters to practice using the eSlate
buttons and interface (including headphones and adaptive devices, if desired) on a functioning unit that
cannot record votes. The demo unit does not require a JBC in order to display ballots because it uses a
special ATA memory card that contains both ballot and audio data.

Creating a Demonstration eSlate Ballot in BOSS

When creating a ballot to display on the demo unit, ensure the following:

U The VBO Required checkbox in the eSlate Settings window is selected if the demo unit will be
connected to a VBO unit. If this checkbox is selected and a VBO unit is not connected, the eSlate
functions as if a VBO unit is present.

O The first precinct in the Polling Places tab of the Jurisdiction window is associated with a polling
place. The demo unit displays only the ballot style for the first precinct listed.

O All English audio has been recorded.

O All multi-language text has been translated and audio has been recorded, if applicable.

Once you have ensured that your demonstration ballot is correct, generate ballots using a template for
the eSlate and write a demo card for each demo unit. Hart recommends that you create demo cards
from a demonstration election that contains fictional, sports/famous, or historical names for candidates.
You should not create demo cards from a live election database.

Although your eCM token and password are required to generate a ballot to use with the demo
unit, you do not need to program your signing key to the demo unit in SERVO, nor must you reset
the demo unit between uses.

|_See: |

The Demonstration eSlate Preparation Guide for more information including setting up and using
the demo unit.
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Hart Voting System Software Installation

Hart Voting System software will be installed and tested by Hart InterCivic. In addition, the system
software should be acceptance tested by the client after installation.

| See: |

“Appendix F: Training Mock Election” on page 111 for an outline appropriate for system software
acceptance testing. Also refer to the Support Procedures Training Manual for acceptance testing

checklists.

Tally Install Settings

When Tally is installed the following settings must be established, as appropriate for adherence to
federal, state, and local guidelines. These settings will be selected by the Hart InterCivic installer, based
on client choices.

1.

Select Retrievable Ballot
Interface if Early Voting ballots
will be retrievable by Ballot
Code.

Select Provisional Ballot
Parsing Interface if
provisional ballots may be
reassigned in order to report
only contests available in the
provisional voters’ actual
precinct (the precinct of
residence).

|_See: |

3.

“Provisional Parsing” on
page 100.

If the Provisional Ballot
Parsing option was selected,
the next InstallShield Wizard
window prompts the installer
for the destination of parsed
provisional ballots for reporting
purposes. Parsed provisionals
can report to either the precinct
of origination or to the
reassigned precinct (the
precinct of residence).

Tally - InstallShield Wizard x|
Setup Type %

a—

Select the features you want ta install, and deselect the features pou do not want ta install.
Click. Mext bo continue.

Select the setup type that best suits pour needs.

Iv Retievable Ballot Interface

¥ Provisional Ballot Parsing Interface

[metallShield
¢ Back | Mewt » I Cancel |
Tally - Installshield Wizard |
Setup Type %

Select the setup type that best suits your needs.

A

Option for reassigned provizional ballotz

+ Ballot counted in onginal precinct

" Ballot counted in reassigned precinct

IrstallShield
< Back | Heut » I Cancel
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Verification of Software and Firmware Versions

Follow federal, state, and local guidelines to verify application versions. Software and firmware are
certified by an Independent Testing Authority (ITA) and by the Election Assistance Commission (EAC).
Each state of the U.S. also has certification guidelines. Software and firmware versions should be
verified during acceptance testing and after any software or firmware upgrade, at a minimum.

Software Version Verification

Obtain the list of certified software from the Secretary of State’'s (SOS) office (often available via SOS
website). Per application, go to the Help menu and click About to read the version release number,

N.N.N.
| Help
abouk ., |
x

HART

intercivie

BOSS [Ballot Origination Software Spztem) creates an Election database
and ballot Farmats for the Hart Election Management System

BOSS5 4.3 - Aelease 4.3.7

Copyright 1933-2008 Hart [nterCivic, Inc.
All rights reserved.

Firmware Version Verification

Firmware is the embedded software that runs polling place devices (JBCs, eSlates, and eScans). Using
SERVO, the Hart Voting System application for System Election Records and Verification of Operations,
import the .xml file with the state certified firmware versions for each polling place device type. This file
should be available from either the SOS office or Hart InterCivic. After importing this file, compare each
device against the file for verification of firmware version.

1. In SERVO, import the appropriate firmware version file from the Import Firmware Data window.
Go to the File menu and click Import Firmware Datafile.

Imporkt Firmware Data

Importing Firmware D ata —

The Impart Firnnsare D ata dialog allowes you ta import firmesare data from a file ‘ E
into the SERVD databaze.

Source
Import File - Select the file containing the firmware data you wish to impart

PAPYS D esign'h-3-0-15843_0_15uml uml

JBC werzion: 3.0.15, eSlate version: 3015 ak. |
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2. Go to the Device menu and click Backup and Reset. In the Backup and Reset window,

connect to each device and select the Verify Device Firmware checkbox.
2.1 If the firmware of the device matches the last imported firmware data file, the device serial
number and firmware revision display.

Backup and Reset |
Device Backup and Reset —
The Device Backup and Reset dialog gives you all of the toals you need to | E

backup or to rezet the JBC, eScan and eSlate devices.

{* JBC Devices - Detect JBC devices and perfom the following tasks:
i~ eSlate Devices - Detect eSlate devices and perform the fallowing tasks:

i~ eScan Devices - Detect eScan devices and perfom the following tasks:

— Backup Data

[T Download Logs - save the cast vabe records and audit log entries from each device
into the following Event:

ISampIe County Test Election 5 j

— Rezet Device

Rezet - Eraze caszt wobe records and audit log entriesz, and reset the internal clock,
making the device ready for the nest election,

—Werify Device Firmware

[v ‘“erify - Checks the wersion number and walidates the program memary in each

dewvice.
Senal Number: Cooo25s j
Cast Vate Records:
Firrmware Revigion: 03.015 Audit Log Entries:

Waiting for the nest device... Cloze |

2.2 OR, if the device firmware or the device firmware hash does not match the last imported

firmware data file, a warning message appears. Log this and contact a Hart InterCivic

representative.
Firmware Yersion Failure 1 | Il Firnware Hash Failure I x|
_" Yarsion mismatch, | Hash mismatch,
% ‘tersion From device: 3.0.15 ! ! Haesh From devics: 0525386089 N\ESEE20706106TE0L 21 2030733165
Version in database: 3.0,14 Hash In database: T525386089FAESEE20206106 601 21 20C0T 33185

= |

3. Go to the Reports menu, click Firmware History, and print the “Firmware History” report.

D Firmware History Report

& & # x| |J M 4 1 of1 > M om |JM

Firmware History

I[=] E3

Device  Serial # Firmware Device Serial # Firmware Device Serial # Firmware
eSlate

AD4FT4 03.0.15

ADS04F 03.0.15
JBC

coo11e 03.015

© Hart InterCivic, Inc. Chapter 3 Software Administration Tasks

Page 51



Hart Voting System Management and Tasks 6300-001 62E

Database Management

BOSS Database Management

BOSS database management includes naming the database with a convention that is user friendly;
keeping track of the database status; proofreading and using BOSS reports; testing; noting the database
file path for CD backup; and deleting and restoring databases. The BOSS Open Database window
displays the Database Description, Database Filepath, and Database Status. The BOSS title bar
displays the Database Description after the user has selected an available database.

BOSS Database Naming Conventions (Database Description)

Use a consistent naming convention. There is a limit of 50 characters in the New Database Description
field in BOSS. Suggested convention:

Description of the Database: Sequence Number: Election Type and Date:
TRAINING 1 Special 5.03.06
ELECTION 2 Special 5.03.06

Description of the Database

Describe the function of this database. Databases may be set up for training purposes, voter education
and outreach events, or live elections. The “Description of the Database” wording may be entered in ALL
CAPS to help with database identification.

Sequence Number

Election databases are live databases that are used for ballot generating, proofing from ballots, writing
media, performing logic and accuracy testing, and running live elections. The sequence number
indicates the iteration of the database from the original database and how many times errors were
detected and the database copied forward and corrected.

For example, you created a database called “ELECTION 1 Special 5.03.03.” The “ELECTION 1 Special
5.03.06” database had errors, so you copy it forward to make corrections. “ELECTION 2 Special
5.03.06" is the second iteration of the database. Delete the original database. Only one working
ELECTION database should exist at a time.

Election Type and Date

Include the election type and the date of the official Election Day; for example, “General 11.08.05.”
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BOSS Database Status

Status:

Availability:

Open

In this state, users with the correct security permissions can enter and

edit ballot data.

Ballot Generated

In this state, the ballot has been generated and further changes to the
database cannot be made. New data cannot be entered, and existing
data cannot be edited. Users with the correct security permissions can

write MBB and audio cards.

Finalized

In this state, the election has been locked and is available for Tally
processing. Changes to the database cannot be made. Media cards

cannot be written.

Proofreading

Proofreading includes checking BOSS reports for errors in spelling and assignments as well as checking
ballot proofs for errors. English content can be proofed from reports. After generating ballot previews,

other languages can be proofed from the ballot preview printouts.

Proofreading from Reports

Report:

Availability:

Proofreading Function:

Active Contests Options List

All db statuses

Check all election data for spelling
and correct candidate/option
assignments to contests

Contest List with Details

All db statuses

Check contest-precinct assignments

Assigned Precinct (District
Report)

All db statuses

Check precinct-district assignments

Ballot Content Proof

Available after ballot is
generated

Check ballot content per style,
including precincts assigned and
contests, but not including contest
options

Ballot Style List by Precinct

Available after ballot is
generated

Check precinct assignments to ballot
styles

Ballot Style List by District

Available after ballot is
generated

Check district AND precinct
assignments to ballot styles

Testing

Logic and Accuracy testing (L&A, or LAT) is testing of the accuracy of the tabulation system compared to
the input on the voting device. Logic and accuracy testing should take place before going live with an
election, including Early and Absentee voting. Follow federal, state, and local guidelines for logic and
accuracy testing. Refer to the Tally and Support Procedures documents for more information on logic
and accuracy testing and functionality testing (testing of the hardware functionality). Logic and accuracy
testing is done from the BOSS ELECTION database that will be used for the live election and the Tally

TEST database.
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BOSS Database File Path

The database file path records the directory for the

- & h -
BossData.db database file. All BOSS databases e BT
. . . . . . File Edit Wiew Favorites Tools Help ﬁ
include this file name in a folder that is unique to - — —
. . EBack - = - | @ search [ Folders ®| 305 X w | Ed-
the database. The folder is named according to
) Address Ia C1\BossiDatabase j @Go
the Year, Month, Day — Hour, Minute, Second (24- _ =
Mame # | Size | Type | Modified |
hour clock) that the database was created. For B 050107-095451 Fils Folder 11712005 3:5¢6 A0
example, database folder “050107-095451" was SlgossData.cra 1B CFG File 12/23/2004 5:03 P
BOSSDATF\.DB 54,608 KB DE File 12}23/2004 5:03 PM
created on January 7, 2005 at 9:54:51 a.m. Each bossdata.log 1,088 KB Texk Documert 12/23/2004 503 PM
; ] BOSSSECURITY. cFg LKE CFG File 12/23/2004 5:03 PM
numbered BOSS folder includes B_OSSData'db’ [#]BosssECURITY. DB 9,632 KE DB File 1/15/2005 3:37 PM
BossData.cfg, and BossData.log files. basssecurity.log 1,088 KB Text Document 1/18/2005 3:37 PM
|1 object(s) selected | |@. Iy Computer A

Backing Up a BOSS Database

Back up by navigating to the BOSS database folder and copying the entire numbered folder to CD, or by
using the Archive function in the Open Database window. The Archive function saves only the original
BOSS database (BossData.db) and database configuration (BossData.cfg) files to a new location, not
the entire numbered folder.

Back up the numbered BOSS database folder (or use the Archive function in BOSS), and export all
data:

* Immediately before exporting text for translation

» After importing translated text and audio

» After completing all proofreading and before generating the ballot

» After generating the ballot and writing media, but before finalizing the database

« After finalizing the database.

|_See: |
“Appendix D: Backing Up Election Databases” on page 107.

Deleting a BOSS Database

Delete BOSS databases that were used for practice or testing purposes. Delete databases that
contained errors, after copying these databases forward to correct errors. Once an election is completed,
and after an appropriate (federally or locally mandated) waiting period has passed, election databases
may be deleted in order to save hard drive space on the PC.

To delete a BOSS database, take note of the database file path in the Open Database window, and then
click the Delete Database button to delete the database from the window. Next, exit BOSS, navigate to
the numbered folder indicated in the database file path, and delete the numbered database folder.

Restoring a BOSS Database

A backed-up or archived BOSS database, with configuration file, can be restored into the BOSS
database directory structure. This function is useful for bringing in a BOSS database created on a
separate BOSS PC or for bringing in a backed-up BOSS database for use as a template for an election
similar to a past election. This functionality can also provide emergency backup to a previous state of the
database if the BOSS database is archived before generating and before finalizing, for example.

When the Database is Restored

U BOSS creates a new database folder named with current date and time for the restored database.

O The restored database appears in the Open Database window’s list of available databases.

O The restored database exists in the state it was in when archived (e.g., a finalized database will
remain finalized).
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Ballot Now Database Management

Ballot Now database management includes keeping track of database status and mode; testing;
understanding the database file path for CD backup; and closing and deleting unnecessary election
databases.

Ballot Now Database Naming Conventions

The Select Election window and the Ballot Now window title bar both display the BOSS database
Election Title field. You cannot rename a Ballot Now database or its description.

The Ballot Now Select Election window displays the following information:

Select Election x|
MEB |Election Title D ate Election Id  |Election State  |Election Mode IEIection Source |;|
Mo Municipal Special Election 11/4/2003 17 Opened Test Election Day
Mo Municipal Special Election 11/4/2003 37 Opened Test Abzentes
Mo GEMERAL ELECTION 8/27/2003 16 Opened Election Uncommitted
Mo Municipal Special Election 11/4/2003 20 Opened Election Uncommitted
Mo OFFICIAL ABSEMTEE BALLOT, COUNTY 114442003 43 Opened Election Uncommitted

b QLY MPIC NAMES ELECTION 1141842003

o | Cance
Column Label: Content Description:

MBB MBB status - No (not present), Open, or Closed

Election Title Election Title from BOSS (NOT BOSS Database Description)

Date Election Day date from BOSS

Election Id Election ID from BOSS used on Ballot Now database folder

Election State Election State in Ballot Now - Opened or Closed

Election Mode Election Mode from MBB type - Test or Election

Election Source Election Source tagged for this MBB - Absentee, Early Voting, or Election Day

This will display only after CVRs have been saved to the MBB.
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Ballot Now Election (Database) State

A Ballot Now election can be closed with or without the presence of an MBB. In order to close an
election, all scan batches must have been resolved and saved to the MBB. The Ballot Now “Election
State” is not to be confused with the MBB state. An MBB can also be in an open or closed state.

Status: Availability:

Opened In this state, the database is available to write Cast Vote Records (CVRS) to a
Mobile Ballot Box (MBB).

Closed In this state, the database is not available to write CVRs to an MBB. The database
is available to delete.

Ballot Now Database Mode

Mode: Availability:

Test Initialized from a Test Mode MBB. Ballot Now will print and scan ballots marked
“Test”. Ballot Now will print ballots marked “Sample”. This database is separate
from the Election mode database, and shares the ID number followed by a “T".

Election Initialized from an Election Mode MBB. Ballot Now will print and scan live election
ballots. Ballot Now will print ballots marked “Sample”. This database is separate
from the Test mode database.

Testing

Logic and Accuracy testing is testing of the tabulation system. Logic and Accuracy Testing (LAT or L&A)
should take place before going live with an election, including Early and Absentee voting. Follow federal,
state, and local guidelines for logic and accuracy testing. Refer to Hart Voting System Support
Procedures documents for specific information on conducting system Logic and Accuracy Testing. Ballot
Now and eScan testing should be performed with Test Mode MBBs. eScan embedded LAT MUST be
performed with Test Mode MBBs.

Functionality Testing, which is testing of the equipment, should take place before each election cycle and
should include scanner maintenance and cleaning. Refer to eSlate Support Procedures documents for a
checklist to guide Ballot Now functionality testing. Refer to the scanner manufacturer’s documentation
for scanner maintenance and cleaning information.

Ballot Now Database File Path

The Ballot Now database folder is located at “C:\Program Files\Hart Intercivic\Ballot Now\###" (three-
digit Election ID number). Identify the (BOSS) Election ID in the Select Election window (by going to the
Election menu and clicking Select Election) and/or in the “Election Report”. Test databases also
append the Election ID with a “T”. The Ballot Now database in the folder is named “BallotNow.db".

& C:\Program Files'Hart InterCivic',Ballok Now - |EI|1|
File  Edit View Favorites Tools  Help ﬁ
Back - = - | Qhsearch [YFolders ¢4 | e 0z % o | E-

Address I[:I C:\Program FilesiHart InkerCiviciBallot Mow j @Go
Mame | Size | Type | Modified -I_ -

(55053 File Falder 2}17(2005 1:24 PM
BMSecurity.cfg 1KE CFFile 2/15{2005 2:35 PM
BMSecurity.db 2,396 KB OB File 2/25(2005 12:15 PM El

|55 abject(s) 2.5 MB [\ My computer 4
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Backing Up Ballot Now Databases

When backing up a Ballot Now database to CD, refer to the database “Election ID” in the Select
Election window. This ID number is also viewable in the “Election Report”. Follow the directory path to
the folder with this Election ID (C:\Program Files\Hart Intercivic\Ballot Now\###). Back up the entire
folder. In addition, back up the BNsecurity.db and BNsecurity.cfg files in the “Ballot Now” folder. Ballot
Now does not include a “backup” or “archive” function within the application.

Back up the numbered Ballot Now database folder and BNsecurity.db and BNsecurity.cfg files:
O At any time before closing the election (optional)
O After closing the election.

|_See: |
“Appendix D: Backing Up Election Databases” on page 107.

Deleting Ballot Now Databases

Ballot Now databases (elections) must be in a “Closed” state before they can be deleted. Delete Ballot
Now databases that were used for practice purposes.

Once an election is completed, after an appropriate (federally or locally mandated) waiting period has
passed, and after the Ballot Now database has been backed up, election databases may be deleted in
order to save hard drive space on the PC. The delete function itself does not require that an MBB be
present.

Deleting a Closed Ballot Now Election (Database)

1. Login to Ballot Now as an Administrator-level user.

2. With or without the MBB card in the card device, select the election and note the (BOSS) Election
ID in the Select Election window (also viewable in the “Election Report”).

3. Go to the Election menu and click Delete Election.

4. Follow the prompts to delete the election. (If MBB was not closed and is present in the card
device, the eCM PIN is required.)

5. Ifiinstructed to do so (see messages below), exit Ballot Now, navigate to the directory for the
database, and delete the folder with the correct Election ID for this database. If necessary, restart
the PC and retry.

Ballot Now x|

Could not delete image directary

Ballot Now x|

‘ou must manually delete the election directory and its contents
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Tally Database Management

Tally database management includes naming the database with a convention that is user friendly;
keeping track of database status and mode; testing; and noting the database file path for CD backup.
Tally Database Naming Conventions

Use a consistent naming convention. Suggested convention:

Function of the Database: Sequence Number: Election Description:
TEST TRAINING 4 General Election 11.05.02
TEST 1 Community Election 5.03.03
ELECTION 1 Community Election 5.03.03
RECOUNT 2 Community Election 5.03.03

Function of the Database

Describe the function of this database. The database may be a test, a live election, a recount, or a Tally
database set up for training purposes. “Test” and “Election” are also database modes, but including this
in the description name is helpful to the user. The “Function of the Database” wording should be entered
in ALL CAPS to help with database identification.

Sequence Number

This signifies the number of times this database, for this function, has been brought into Tally.

Election Description

Describe the election event with, at minimum, the election title or the database description from BOSS
and the date (Election Day date). Tally’'s Database Wizard autofills the Enter a description for the
Database field with the Election Title field data from BOSS.

Tally Database Status

Status: Availability:

New In this state, the database has no votes recorded yet (ho MBBs from Test
or Election have been tabulated), and it is available to process MBBs.

Opened In this state, the database has votes recorded in it and is available to
continue processing MBBs.

Finalized In this state, the database is not available to process MBBs. All MBBs for
the election have been read. The database is available for reporting,
write-in, retrievable, and provisional ballot resolution, vote adjustments,
and exporting, but NOT for processing MBBs.

Only one New or Opened Election mode database, from the same finalized BOSS database, can
exist in the same Tally application at one time. After finalizing an Election Mode database,
another Election Mode database may be initialized in Tally.
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Database Mode

Mode: Availability:

Test Tally will only read and tabulate Test mode MBBs. Test mode is employed for Logic
and Accuracy testing. Multiple New, Opened, or Finalized Test mode databases,
from the same finalized BOSS database, can exist simultaneously.

Election Tally will only read and tabulate Election mode MBBs. Only one New or Opened
Election mode database, from the same finalized BOSS database, can exist in the
same Tally application at one time. Election mode is employed for “live” election
data.

Test and Election mode databases from the same finalized BOSS database can exist
simultaneously, in any state, in the same Tally application. Test and Election databases from the
same finalized BOSS database are completely separate.

Testing

Logic and Accuracy testing (L&A or LAT) is testing of the accuracy of the tabulation system compared to
the input on the voting device. Logic and accuracy testing should take place before going live with an
election, including Absentee and Early voting in-person. Follow federal, state, and local guidelines for
logic and accuracy testing. Logic and accuracy testing is done from the BOSS ELECTION database that
will be used for the live election and the Tally TEST database.

|_See: |

The Tally Software Training Manual and the Support Procedures Training Manual for more
information about logic and accuracy testing and functionality testing (testing of the hardware
functionality) with the system.

Tally Database File Path

The database file path records the directory for the TallyData.db database and TallyData.cfg files. All
Tally databases include these files in a numbered folder that is unique to that database. When creating a
new Tally database from a finalized BOSS database, the Tally application copies the BossData.db file
from the finalized BOSS database and converts that file to a TallyData.db file. For each new Tally
Election database created, a new folder for the TallyData.db and TallyData.cfg files is automatically
created on the computer hard drive in the path C:\Program Files\HartInterCivic\Tally\Database. The Tally
database folder itself is named according to the Year, Month, Day — Hour, Minute, Second (24-hour
clock) that the database was created. For example, database folder “050118-144135" was created on
January 18, 2005 at 2:41:35 p.m.

=101 x|

File  Edit  View ﬁ

P Back ~ = - | Chsearch [4Folders ¢4 | [ O 5wy | E5-

& C:"Program Files'Hart InterCivich Tally'.Dal g

Favorites  Tools  Help

TALLYSECURITY.db

TALLYSECURITY.log
<

Address Ia Ci\Program Files\Hart InkerCivic) TallyiDatabase j @GD
Marme ¢ | Size | Tvpe | Modified

- 050118-144135 File Folder 1118/2005 Z:41 PM
TallySecurity.cfg 1KE CFGFile 12/23)2004 5:01 PM

5,344 KB DE File
576 KB Text Document

1/15/2005 2:42 PM

1f18/2005 2:42 PM
2

|1 object(s) selected

| |@ My Computer v
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Backing up a Tally Database

Back up by navigating to the Tally database folder and copying the entire folder to CD, or by using the
Backup function in Tally. The Backup function saves the original Tally database file (TallyData.db) and
configuration file (TallyData.cfg) to a new location. Hart InterCivic recommends that Tally databases be
backed up frequently during live election tabulation. For advanced users, a backed-up database can
also be restored to a previous condition and/or state.

Back up the numbered Tally database folder (or use the Backup function in Tally):

After each instance of creating printed and exported reports for public use (e.g., media outlets)
After processing absentee by-mail MBBs on Election Day

After processing Early Voting MBBs

After each instance of creating printed and exported reports for public use (e.g., media outlets) on
Election Day

After processing absentee by-mail late mail MBBs after Election Day

Before resolving write-in votes

Before resolving provisional ballots

Before finalizing

Atfter finalizing

Immediately after Canvassing.

“Appendix D: Backing Up Election Databases” on page 107.

o000 O0ooo

“Restoring a Tally Database to a Previous State” in the Tally Software Training Manual.

Deleting a Tally Database

Delete Tally databases that were used for practice purposes. Once an election is completed, after an
appropriate (federally or locally mandated) waiting period has passed, and after the Tally database has
been backed up, election databases may be deleted in order to save hard drive space on the PC. To
delete a Tally database, take note of the database file path in the Election Databases panel of the Tally
window, and click the Delete button to delete the database from the window. If deleting Tally databases
with the “New” status, Tally may also direct the user to exit Tally, navigate to the folder indicated in the
database file path, and delete the database folder.
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Rally Database Management

Each Rally PC has one Rally database folder located at “C:\Program Files\Hart
InterCivic\Rally\Database”. All data run on each Rally PC saves into this folder. There is one Rally
database named “Mbbtrans.db”. Rally saves all data to this database. The Rally database folder should
be backed up to CD, in a folder named and dated for the election, after each election in which Rally is
used.

After the database folder backup, reset the database in the “Rally\Database” folder to a blank state. In
Rally, go to the Database menu and click Reset. Resetting the database folder also resets the Rally
station name, in preparation for the next election.

Back up each Rally station “Database” folder (or use the Archive function in Rally):
O After processing all MBBs and printing and exporting final reports and before resetting the Rally
database (including before resetting the Rally database as an emergency procedure).

|_See: |
“Appendix D: Backing Up Election Databases” on page 107.

SERVO Database Management

Each SERVO PC has one SERVO database folder located at “C:\Program Files\Hart
InterCivic\SERVO\Database”. All data run on each SERVO PC saves into this folder. There is one
SERVO database named “ServoData.db”. SERVO saves all data to this database. Equipment
information is accumulated here. Cast Vote Record (CVR) information is organized into SERVO “Events”
within the database. An “Event” records the CVR data backed up from JBCs and/or eSlates used during
Early Voting or Election Day activities. Equipment used for Early Voting and Election Day for the same
election must be backed up to separate Events.

All Events added to SERVO will continue to accumulate into the same ServoData.db database file in the
SERVO\Database folder. Each SERVO “Event” records data from an election or subset of an election.
Equipment backed up to SERVO Events created on multiple computers should be combined into one
“master” Event on one of those computers.

| See: |
The SERVO Operations Manual for details about this functionality.

Back up election SERVO “Database” folder:
O After each election in which SERVO is used.

|_See: |
“Appendix D: Backing Up Election Databases” on page 107.
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TRANS File Management

TRANS is the Translation, Recording, and Audio Normalization System for the Hart Voting System.
TRANS is used when translating text and recording all audio (including English) for ballots. There is no
database management required for TRANS, but there is file management required. Each language file
exported from BOSS is uniquely named per language (e.g., “BallotText_ES.xIf" = Spanish text,
“BallotText_VI.xIf" = Viethamese text), but NOT uniquely named per export or per election. Therefore, it
is important to name the folders that these files are placed into. TRANS best practices include:

O After exporting files from BOSS (or as part of export), separate files into folders uniquely named with
the term “Export”, “TEXT” (for .xIf files) or “AUDIO” (for .xml files), and the election, language, and
current date.

Q Zip files or folders before copying to CD or sending via e-mail.

O Make certain that any third party translation services have signed a TRANS licensing agreement.

O Load only one .xIf file at a time into a TRANS “Jobs” folder.

O After translating and/or recording, copy files from the TRANS “Jobs” folder into folders uniquely
named with the term “Import”, “TEXT” (for .xIf files) or “AUDIO” (for .xml files), and the election,
language, and current date.

Q Zip files or folders before copying to CD or sending via e-mail.

O Import multi-language text and audio into BOSS only from an “Import” folder.

O When finished translating and/or recording, copying, zipping, and shipping files, all files in the

TRANS “Jobs” folder should be deleted.

eCM Manager File Management

There is no database management required for eCM Manager, but file management and management of
eCMs and associated Key IDs and PIN(s) are required. eCM file management best practices include:

U Save the .eCM file to a named folder after creating eCMs and BEFORE EXITING the eCM Manager
application.
O Back up the .eCM file to CD.
O Log the .eCM folder location, CD location, date created and contents.
If the .eCM file is not saved before exiting eCM Manager, the user must read the eCM device
originally written to, and then save the file.

[ See: |
“eSlate Cryptographic Module (eCM)” on page 40.
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BOSS User Permissions and Audit Tralil

First Login After Installation of BOSS

The following steps must be completed at the first startup of BOSS after installation. If this has already
been completed during installation and testing by Hart InterCivic, the customer should create local users
and permissions and delete those users added during installation and testing.

1.

2.

4.

Start BOSS from either the desktop shortcut or the
Start button on the Windows taskbar.

In the User ID field enter a User ID for an
administrator who will have ALL authority in BOSS.
Field limit is 6-12 letters or numbers, case
sensitive.

In the Password and Confirm Password fields,
enter the password for the administrator user. Field
limit 6-12 letters or numbers, case sensitive.

Click OK.

Creating Additional Users

1.

wn

Go to the Administration menu and click Non-
Election Tasks.

Click Yes to log off the current database.

Go to the Administration menu and click Users
Maintenance.

Click the Add User button and enter a new User ID
and Password.

Select the appropriate permission setting and click
OK.

Enter Mew User ID. Password and Authority

BosslJser!2

Hews User ID:
Password:
Confirm Password:

UFDATE =

Authority:

oK I Cancel |

BOSS User Permissions

K| Welcome to BOSS! E

Because this is the firsttime that BOSS is being launched, a new
ADMINISTRATIVE User ID and Password must be defined.

Adrnsiaiios {sar

User il |
Passnord |
Confirm Passnort |
oK I Lancel
— Userdhuthority List
Uszer ID Authorit
M el zent, UFPDATE  |=
UPDATE |~
ALL
VIEW

Add Uszer

Delete User I oK I

LCancel

BOSS Function: UPDATE: | VIEW: ALL:
Create Databases No No Yes
Change Current User Password Yes Yes Yes
Delete Databases No No Yes
Modify Databases Yes No Yes
Users Maintenance No No Yes
View and Print Election Reports Yes Yes Yes
View and Print Security Audit No No Yes
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Viewing BOSS Audit Reports

There are two types of BOSS audit reports. An Audit Trail
Report shows actions performed within a specific BOSS
election database (e.g., candidates added by a user). The
BOSS Security Audit Report allows a BOSS administrator with
ALL authority to identify what has been accessed/changed, by
whom, at what time, within the BOSS application since
installation (e.g., adding users).

File Election

Active Contests
Audit Trall

B allot Content Proof
Ballat Style Feparts
Contest List

These reports allow a BOSS administrator to keep track of District Reports

BOSS databases, and they allow administrator-level users to

identify what has been accessed/changed, by whom, when. Palling Place List

Frecinct List

To access BOSS audit reports, go to the Reports menu and Security Aud

select the desired audit report.

Reports | Adminizstration He

tedia Production List

ki Ballot Origination Software System -

F

]

BOSS “Audit Trail” Report

Select parameters in each of the fields at the top of the Audit Trail window and click the Retrieve button

to view an “Audit Trail” report.

Audit Trail

L

Begin: (04012005 00:00:00 End: [05/10/2005 00:00:00 User: [[All) x| A [AN) [=]  Action: [0 [~ Retrieve I Print | Closze
Audit Trail
Sample County — General Election 11/07/2006 — Ballot Preparation
c'boss\database'050508-101455 (BOSS 4.2.12) Page 1 5/10/2005 1:1
D ate I| User I Area Jj [ Action
05/07/2005 username Election Add
14:01:42 1D=1, Election Type=GE[General Election], D ate=07-MAY-2005, English Title="", Englizh Audio ID=, BOSS Database ID=, BOSS Application ID=
05/07/2005 usermame Election Update
14:01:42 1D=1, Election Type=GE[General Election], D ate=07-MA%-2005, Englizh Title=""", Englizh Audio ID=, BO5S Database [D=1044, BOSS Application |D=1044
14:02:20 1D=1, Election Type=GE[General Election], D ate=07-N0Y-2006, English Title="General Election’, English Audio ID=1524, BOSS Databaze ID=1044, BOSS Application
ID=1044
05/07/2005 username Jurisdiction Rules Add
14:02:20 Englizh Jurizdiction Mame= Sample County, 5panish Jurisdiction Name= , State= CO, Indicate Incumbents="v, Englizh ‘Write-in Title= wite-in, Spanizh ‘Write-in Title= |, Vaote

Code Active= 30, Remate Phone Mumber=

05/07/2005 usermame Party Delete

14:02:23 Party Code="NP", Englizh Mame="", Interal Party D=1, Non-Partizan="'es, Primary Ballot Header="Non-Partizan Ballat", English Audio ID=

05/07/2005 username Party Add

14:02:24 Party Code="MPF", English Mame="Mon-Partizan", Intemal Party ID=1, Non-Partisan=Yes, Primary B allot Header="0fficial Ballot”, Englizh Audic ID=1530

14:02:24 Party Code="REP", English Mame="Republican Party", Intemal Party D=2, Non-Partizan=Mo, Primary Ballot Header=""", English Audio ID=1532

14:02:24 Party Code="DEM", English Mame="Democratic Party", Internal Party |D=3, Mon-Partizan=Ma, Primary Ballot Header="", English Audio ID=1533

14:02:24 Party Code="LIB", English Mame="Libertarian Party", Internal Party 1D=4, Mon-Partizan=No, Primary Ballot Header="", Englizh Audic ID=1534

05/07/2005 username Precinct Add

140227 D=1, Name="1001", Split Mame="", # Reqg Yoters=500, English Audio 1D= ILI
o D
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Information in the BOSS “Audit Trail” Report

The “Audit Trail” report provides data describing activity in the database.

Transactions listed in this report:

U The date and time an action occurred
O The User ID of the user logged in to BOSS when the action occurred
O The area of the BOSS application in which the user was working
U The type of action the user performed
Audit Trail Report Sections: Description:

Header Standard BOSS report header

Date/Time Stamp The date and time of an action

User The User ID of the user logged in to BOSS when

the action occurred

Area The area of the BOSS application in which the
user was working

Areas included:
O Active Contest

O Ballot Templates

0 Contest

O District

O District Contest Associations
O Election

O Instruction Text

O Jurisdiction Rules

O Options

U Option Details

O Party

O Poll/Precinct Associations

Q Polling Place

O Precinct

O Precinct Contest Associations
O Precinct District Associations
U Proposition Text

 Session

Action The type of action that the user performed:
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BOSS “Security Audit” Report

The “Security Audit” report lists all auditable events performed in BOSS since the BOSS installation.

Security Audit Report

FPrint I LCloze |
Security Audit Report
Sample County — Primary Election 08/08/2006 — Ballot Preparation

c'boss\database'050510-161913 (BOSS 4.2.12) Page 1 5112005 11:4

Date Time Stamp I| User ID I| Event Description I| Event Details I
51172005 11:39:43 uzername DATABASE OPEMED Clozed Primary - c:hboss\databazeh050510-16191 3B ozsData.db
5/11/2005 11:39:37 usermame DELETED ELECTION db_id = 1046
5/11/2005 11:39:31 usermame DATABASE CLOSED
5/11/2005 11:34:16 usermame BALLOT ACCEPTED i
B/11/2005 11:32.67 uzername KEY ACCESSED zighing key access
5/11/2005 11:32:48 usermame BALLOT GEMERATED
5/11/200511:21:37 username DATABASE OPEMED Contest/Precinct/District - c:\bosshdatabazet050511-112053 BossDate
5/11/200511:21:20 username ADDED ELECTION Contest/Precinct/District - c:\bosshdatabazet050511-112053 BossDate
5/11/2005 11:21:30 usermame DATABASE CLOSED
BA1/200511:21:29 uzername DATABASE OPEMED Sample County General - c:\bosshdatabaseh 0505071401 00N ossDatan
5/11/2005 11:20:44 usermame DATABASE CLOSED
BA1/200511:19:32 uzername DATABASE OPEMED Sample County General - c:\bosshdatabaseh 0505071401 00N ossDatan
5/11/2005 11:19:28 usermame DATABASE CLOSED
5/11/2005 111257 username DATABASE OPEMED Contest, Precinct, District, Pct Lewvel Contest - c:\boss\databaset05051(
5/11/2005 11:12:50 usermame DELETED ELECTION db_id = 1043
5/11/2005 11:12:47 usermame DATABASE CLOSED
5/11/200511:10:33 username DATABASE OPEMED SC General with Districts - c\bosshdatabased050511-110939\BozsData
5/11/200511:10:18 username ADDED ELECTION SC General with Districts - c\bosshdatabased050511-110939\BozsData
5/11/2005 11:10:18 usermame DATABASE CLOSED
5/11/200511:10:15 username DATABASE OPEMED Contest, Precinct, District - c\bosshdatabase’050508-101 45548 ossD at:
5/11/2005 11:09:33 usermame DATABASE CLOSED -
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Information in the BOSS “Security Audit” Report

The “Security Audit” report provides data describing activity in the BOSS application since installation.
Transactions listed in this report are:

U The date and time an action occurred

O The User ID of the user logged in to BOSS when the event occurred

O The type of event

O Event details.

The sort order for the “Security Audit” report is chronological by most recent event.

Security Audit Report Sections: Description:

Header Standard BOSS report header

Date/Time Stamp The date and time of an event

User ID The ID of the user who performed the action

Event Description The type of event that occurred:
Added Election
Added User
Ballot Accepted
Ballot Generated
Ballot Rejected
Database Closed
Database Opened
Deleted Election
First Use

Key Accessed
Logoff

Logon

O MBBs Written

Event Details BOSS Database Description and filepath or other
details about the event

a
a
a
Q
Q
Q
a
a
a
Q
Q
Q

Footer Standard BOSS report footer
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Ballot Now User Permissions, Certificates, and Audit Trail

First Login After Installation of Ballot Now

Complete the following steps at the first startup of Ballot Now after installation. If this has already been
completed during installation and testing by Hart InterCivic, the customer should create local users and
permissions and delete those users added during installation and testing.

L)

M arne®

City

State

Crganization® I

Courtry Code* ||_|5

P cocl_|

Certificate | X|

The digital cerificate for this installation has notyet
bieen generated. Please enter the fallowing infarmation:

1. Start Ballot Now from either the desktop shortcut or Start/Programs/Hart InterCivic/Ballot Now

on the Windows taskbar.

2. Complete the certificate that displays and click OK. The certificate is used to verify a trusted
connection (as with a client-server setup). Enter a unique password or an administrator-level
User ID in the certificate Name field. Log certificate information.

|_See: |

“Managing Ballot Now Certificates” on page 70.

3. Add an administrator-level user:

User ID

Pazeword

Permizsion Leve

& Adminiztratar

Reenter Passwaord:

Cancel |

a. Inthe User ID field, enter a User ID for a user who will have Administrator-level permissions in
Ballot Now. The field limit is 6 - 12 letters or numbers, case sensitive.

b. Inthe Password and Reenter Password fields, enter the password for the Administrator-
level user. The field limit is 6-12 letters or numbers, case sensitive.

c. Click OK.
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Managing Additional Users

=

To create additional users, go to the Admin menu and click Add User.

2. Inthe Add User window, add new users with appropriate permission
settings and click OK. (The field limit is 6 - 12 letters or numbers, case

sensitive.)

User ID
IECaroIB

Pazzward

Permizzion Leve
" Dperator

xxxxxx

 Administrator

Cancel |

I Admin

Lagir. . .
Logouk
Change Password. ..

Close MEE. ..

Add User...
Delete User. .

Security. .,

> Users currently logged in can change their passwords by going to the Admin menu and

clicking Change Password.

> Administrator-level users can delete users by going to the Admin menu and clicking Delete

User.
> Users cannot view passwords.

Ballot Now User Permissions

Administrator: Operator: Resolution Board:
Ballot Now Functions: Server Client Server Client Server Client
Add “Certified” Write-ins Yes Yes Yes Yes No No
Add/Delete User Yes Yes No No No No
Change Password Yes Yes Yes Yes Yes Yes
Change Program Options Yes No Yes No No No
Close Election Yes No No No No No
Close MBB Yes No No No No No
Delete Election Yes No No No No No
Log In Yes Yes Yes Yes Yes Yes
Log Out Yes Yes Yes Yes Yes Yes
Manage Scan Batches Yes Yes No No No No
Print Ballots Yes No Yes No No No
Resolve Ballots Yes Yes No No Yes Yes
Scan Ballots Yes No Yes No No No
Search for Ballot by Serial Number Yes Yes No No No No
Select Election Yes Yes Yes Yes Yes Yes
Select Election Source for Write to MBB Yes No No No No No
Set Election Source Yes No Yes No No No
View/Print Reports Yes Yes Yes Yes No No
Write CVRs to MBB Yes No No No No No
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Managing Ballot Now Certificates

1. Certificates must be separately managed, by an administrator-level user, on each Ballot Now PC.
> A second administrator-level user must be added in order to access the Ballot Now Security
Management window on the client PC while an administrator is logged in on the server PC.
2. To manage certificates, go to the Admin menu and click Security.

Adrnin

Logir. ..
Logouk
Change Passwaord, .

Close MBE. ..

add User, .,
Delete User, .,

Security. ..

3. Inthe Ballot Now Security Management window, click Edit Local Certificate in order to
change content in the certificate for the Ballot Now application on the local PC. In the Certificate
window, review information and/or change content, and then click OK.

Ballot Mow Security Managemenk X
—Digital Certificate e Please edit or confirm the following information:
| Edit Local Certificate I Mame ISampIe County Server
i 0 itz ISampIe Courty
Clear Al Trusted Certificates rganization
City ISampIe City
State ISC
Cloze | Country Code® IUS
i - : Ok C |
[Mumber of trusted certificates: 2 EEEIES 4|ance

Click Clear Trusted Certificates to clear previously accepted certificates from a networked PC.
The footer of the Ballot Now Security Management window indicates the current number of
accepted trusted certificates residing on the local PC.

6. Click Close to exit the Ballot Now Security Management window.

ok
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Viewing Ballot Now “Audit Log” Reports

There are two types of Ballot Now audit log
reports. An Election Database Audit Log shows

actions performed within a specific Ballot Now
election database (e.g., resolution actions taken
by a user). The Ballot Now Security Database
Audit Log shows actions performed in the Ballot
Now application since installation (e.g., adding

users).

These reports allow a Ballot Now administrator
to keep track of Ballot Now databases, and they
allow administrator-level users to identify what

has been accessed/changed, by whom. To

Election Report
Election MBEs

Scan Batches
Deleted Batches
Scan Batch Summary

Printed Ballots
Printed Ballots {,csv)

Scanned Ballots

Resolve Status
Deleted Ballots

Certified Write-ins

Audit Log - Election
Audit Log - Security

access the “Audit Log” reports go to the Reports menu.

4K Ballot Now - Genetal Election
Election Print Scan Resolve ‘Write CVRs  Manage | Reports | Admin  Help

By Precinck
By Batch

Go to the Reports menu and select an Audit Log menu item to view a Ballot Now “Audit Log” report.

Ballot Now “Election Database Audit Log” Report

The Ballot Now “Election Database Audit Log” Report lists activities in the election database. Print,
search and view pages from the Ballot Now Report window, using standard Windows navigation.

£h Ballot Now Report =i
| ¢4

J X & @huuz v|

[0« ilp

P oM o=

Election Database Audit Log - Unofficial

Qly mpic Mames Election - Sample County - 1211552005

powered by

crystal oge

=18l

o

Record UserlID Date/ Time Code Description D etail

1 browadmn 1218220058 2:34:27PM 88 |Initialize Mew Election Election ID 44, Mode Election

2 browadmn 1218220058 2:34:58PM 4 Open Election Election |d 44, Mode Election

3 browadmn 121572005 2:34:58PM 41 “oter Counters Fub: 000000 Pwt:000000000

4 browadmn 1218220058 2:34:58PM 42 MBEB ID MBB ID: 3, Present: YES

5 browadmn 121572008 2:34:58PM 45 Security OB “ersion 3.00.00

G browadmn 121572005 2:34:58PM 46 Databaze “ersion J.00.00

T browadmn 121572005 2:34:58PM 47 Ballot Now Wersion 3241

g browadmn 121572005 2:34:58PM 48 BHMNIP “ersion 3241

q browadmn 121572008 2:35:26PM 87 ‘view Report Election D BAuditLog

10 browadmn 124572008 2:35:37PM 87 ‘view Report Security DB AuditLog

11 browadmn 1218220058 2:36:20PM 14 Preferences Scanner:m4097 Disallow Dups :YES
12 browadmn 124572008 2:36:20PM 14 Preferences Disallow Incomplete Ballots: YES

13 browadmn 1218220058 2:36:20PM 14 Preferences Usze Serd:¥ES Use Stubs:HO

14 browadmn 1218220058 2:36:20PM 14 Preferences SHReadable:YES Freeformn Winte-in:HNO
15 browadmn 121572005 2:36:20PM 14 Preferences Serial Number Placement:Bath

16 browadmn 121820058 2:36:37PM 14 Preferences Scanner:m4097 Disallow Dups :YES
17 browadmn 121572008 2:36:37PM 14 Preferences Disallow Incomplete Ballots: YES

18 browadmn 121820058 2:36:37PM 14 Preferences Usze Serd:¥ES Use Stubs:HO

14 browadmn 121820058 2:36:37PM 14 Preferences SHReadable:YES Freeform Wiinte-in:YES
20 browadmn 121572005 2:36:37PM 14 Preferences Serial Number Placement:Both
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Information in the Ballot Now “Election Database Audit Log” Report

The Ballot Now “Election Database Audit Log” Report lists the transactions users performed in the Ballot
Now application while working with a specific election database. Transactions listed in this report are:

Transaction record number

Username of the user logged in to Ballot Now when transaction occurred
Date transaction occurred

Time of day transaction occurred

Code for the transaction

Description of the transaction

Details of the transaction.

coooopbo

The sort order for this report is the date and time transaction occurred.

Audit Log Report Section: Description:

Header Standard Ballot Now report header

Record The transaction record number (1 to n)

Userld The username of the user logged in to Ballot Now
when transaction occurred

Date The date transaction occurred

Time The time of day transaction occurred

Code The code number for the transaction type
| See: |

The Ballot Now Operations Manual for a
list of Ballot Now audit code descriptions.

Description A description of the transaction

Detall The details of the transaction described in the
Description column

Footer Standard Ballot Now report footer
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Ballot Now “Security Database Audit Log” Report

The Ballot Now “Security Database Audit Log” Report lists security database transactions. Print, search

and view pages from the Ballot Now Report window, using standard Windows navigation.

S
| x & @foox =] || 10 «] 1 »oM o= || g4 | Crystal%ge

Security Database Audit Log - Unofficial

Cilympic Mames Election - Sample County - 1201552005

Record Userld Date Time Code Description D etail
1 121472005 T04:05PM 3 Add Uszer Added: brnowadmn- A
2 brnowadmn 121572005 TO04:06PM 0O Lagin Success Conn: 1
3 briowadmn 1214672005 TO05:55P 93 eSlate Cryptographic Module PIH OK
4 12M15/2005 TO5:5%PM 93 eSlate Cryptographic Module PIN OK
5 brnowadmn 121572005 7TO5:5%PM 93 eSlate Cryptographic Module Key Data OK
G 121572008 TO5:535PM 03 eSlate Cryptographic Module Key Data Ok
T browadmn 121672005 TO6:24PM 00 Application Exit
g browadmn 121572005 TOG6:Z5PM 1 Logout Conn. 3
q brnowadmn 12152005 YAG:A5PM O Login Success Conn: 1
10 briowadmn 121462005 7T:16:54Ph 93 eSlate Cryptographic Module FIH OK
11 1214652005 7T:16:54Ph 93 eSlate Cryptographic Module FIH OK
12 bnowadmn 121572008 7A6:54PM 92 eflate Cryptographic Module Key Data 0K
13 121572005 T:16:54PM 93 eSlate Cryptographic Module Key Data OK
14 brnowadmn 121572008 TAF:A3PM 82 Add MBHB to Securty DB MBE ID 1 insered as Open
15 bnowadmn 12M4/2008 TAT:21PM 23 Initialize Mew Election Election ID 46, bMode Election
16 brnowadmn 121572005 7A801PM 5 Open Election Election Id 46, Mode Election
17 bnowadmn 1219720058 TA8:01PM 43 MBE D MBB ID:1, Present: YES
18 browadmn 121572008 TA8:56PM 1 Logout Conn.
19 browadmn 1216720056 T:19:42ZPM O Login Success Conn: §
0 browadmn 121502005 T2000PM 1 Logout Conn. &

[+l |

i

i

Information in the Ballot Now “Security Database Audit Log” Report

The Ballot Now “Security Database Audit Log” Report lists the transactions users performed in the Ballot
Now application outside of a specific election. Transactions are listed and sorted in the same format as
that used in the “Election Database Audit Log” report.

|_See: |

The Ballot Now Operations Manual for a list of Ballot Now audit code descriptions.
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Ballot Now Filtered Audit Log Reports

In order to print an audit log report specific to
a user action, ballot serial number, or any
other action description that would appear in
the “detail” field of an “Audit Log” report, go to
the Reports menu and click Search Audit

£l search Audit Logs

Selected Audit Entries:

All Audit Entries:

=10l x|

oo
003

S E

021

024
023

000 -
- Logout
002 -
- &dd Uszer
004 -
005 -
007 -
008 -
5 003 -
02-
013-

014 -
b 015 -
016 -
017 -
018 -
13-
020-
- CWR 'wirite
022 -
023-
- Autoresalve Al Batches

- Autoresolve Overvate
nan - =l

Login -
Change Pazsword

Delete User
Open Election
Close Election
Delete Election
Frint Preview
Frint Ballats

Frint Ballots
Preferences
Preferences
Defing Batch
Save Scan Batch
Scan Batch Aborted
Resolve Ballot
Resolve write-ns

Pratect Contest
Unprotect Contest

Autarasnles | lndenenta

—Search Audit Text
[¥ Enable Text Search

Search Text: |6

r—Limit Time Period
[~ Enable Time Limit

Start [ ate/Time

End [rate/Time

[ate

[ate

| 171272005

Timne

Timne

J12:25.27 PM

=l | 171372005 =l

= J12:25.27 PM =

"Election Database——

Generate Report |

Dismiss

"S ecurity Database————

report based on either the election database or the security database.

Logs.

1. Inthe Search Audit Logs window,
use arrow buttons to move target entry
types from the Available Audit
Entries to the Selected Audit Entries
list.

| See: |
The Ballot Now Operations Manual for
a list of Ballot Now audit code
descriptions.

2. If you want to search using specific
text, select the Enable Text Search
checkbox and enter the text using
letters and numbers only.

3. If you want to search for entries over a
period of time, select the Enable Time
Limit checkbox and select time
parameters.

4. Click Generate Report to search and

5. View and print the filtered report.

6.

#H Ballot Now Report

Close the report and click Dismiss to close the window.
> In this example, all audit log entry types are being searched.
> The text being searched for is the word “English” because the administrator is looking for all

instances of audit entries in which ballots were printed in English.

Jx%@hnuz vIHN <| 111

» M o=

_|ol x|
powered by

crystal':'

Filtered Election Database Audit Log - Unofficial

Clympic Mames Election - Sample County - 1171172008

-

Record UserlD Date ! Time Code Description D etail

10 browadmn 1202002005 1227 :27PM 13 Print Ballots Lang:English, Ser#:1

20 browadmn 1202002005 3:13:47PM 13 Print Ballots Lang:English, Serd:11
23 brnowadmn 1262002008 3:22:50PM 13 Print Ballots Lang:English, Ser#:21
33 brnowadmn 1202002008 3:58:06PM 13 Print Ballots Lang:English,Ser#:31
43 browadmn 1272002005 4:.04:51PM 13 Print Ballots Lang:English,Ser.#:41
Ta bnowadmn /2402006 3:35:23IPM 13 Print Ballots Lang:English,Ser#:42
a1 brnowadmn 2242006 3:3530PM 13 Print Ballots Lang:English,Ser #:52
a3 browadmn 22402006 3:3535PM 13 Print Ballots Lang:English,Ser # 62

il
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Tally User Permissions, Certificate, and Audit Trail

First Login After Installation of Tally

The following steps must be completed at the first startup of Tally after installation. If this has already
been completed during installation and testing by Hart InterCivic, the customer should create local users
and permissions and delete those users added during installation and testing.

1.

2.

ok

Start Tally from either the desktop shortcut or the Start
button on the Windows taskbar. Bacausa this is tha firsttime that Tally is being launchad, a naw
In the User ID field, enter a User ID for a user who will have ~ “OMMeTrATvEssriDendRasswardmistiz defined
Administrator permissions in Tally. The field limit is 6-12 o

letters or numbers, case sensitive. Pacsard —

In the Password and Confirm Password fields, enter the T

password for the administrator-level user. The field limit is

6-12 letters or numbers, case sensitive. o] Corcst_|

Click OK and the Certificate window appears.
Complete the certificate and click OK. The certificate is used to verify a trusted connection (as
with a Tally-Rally connection). Enter a unique password or an administrator-level User ID in the
certificate Name field. Log certificate information.

Certificate

T Mo netwaork security cerificate was found in the
database. Flease enter the following information:

M ame? I

Organization® I

City |

State I

Country Code® IUS
p— cores_|

Creating Additional Users

1. Goto the Options menu and click User Configuration.
2. Enter User ID, password, and password confirmation. Do | Fpoting Use Confguaion | s i |
Select the user permission setting and click Add. The User s Porniss
ID field limit is 6-12 characters. The password field limit is e feedts ] R S A
6-12 characters. Both fields are case sensitive. N EREE e
Updating Certificate Information Ad | Domo | o | 2
1. Goto the Options menu and click Transfer
Configuration.
2. On the Basic Setup tab of the Rally Configuration S
window, click the Certificate button.
3. Inthe Certificate window, update the target fields and click OK.

Forired Certificate
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Tally User Permissions

Tally Function: Administrator: Operator: Database State:

[Database Management

Create Database Yes No

Delete Database Yes No New, Open,
Finalized

Import Database Yes No

Select Database Yes Yes New, Open,
Finalized

Back up Database Yes Yes New, Open,
Finalized

Restore Database Yes Yes New, Open,
Finalized

Finalize Database Yes No New, Open

MBB Processing

Read MBB Yes Yes New, Open

Tabulate MBB Yes Yes Open

Rally Station

Rally Configuration Yes Yes New, Open

Rally Communications Yes Yes New, Open

Reports

Execute Reports Yes Yes New, Open,
Finalized

Create Custom Reports Yes No New, Open,
Finalized

Delete Custom Reports Yes No New, Open,
Finalized

Write-in Features

Write-in Resolution Yes No New, Open,
Finalized

Write-in Option Configuration Yes No New, Open,
Finalized

Other Functions

Manual Vote Adjustment Yes No Open, Finalized

Provisional Ballot Resolution Yes No Open, Finalized

Tally Import Yes Yes Open, Finalized

Tally Export Yes Yes New, Open,
Finalized

User Configuration Yes No New, Open,
Finalized

Application Configuration Yes No New, Open,
Finalized
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Viewing Tally “Audit Log” Reports

There are two Tally audit log reports. One is the real-time audit trail fed to a line printer, and the other is a
Tally report available via the Reporting Quick Link. Each of these reports allows a Tally administrator to
keep track of Tally election databases, and allows administrator-level users to identify what has been
accessed/changed, by whom.

Tally Real-Time Audit Log

The Tally real-time audit log lists all auditable events performed in Tally since the Tally installation. There
is no header, title, column heading, or footer information in the real-time audit log. To view the real-time
Tally log, go to the Options menu and click Audit Printing to establish the correct audit printer settings.
Real-time audit logs may be viewed in one of two ways:

1. Connect a line printer to an LPT port on the PC. Do not install printer drivers. In Tally, go to the
Options menu and click Audit Printing. Click the Audit Printing tab and select the LPT port to
which the printer is connected. Exit Tally. Log in to Tally. The line printer will print to record each
action taken while in the Tally application. Printer errors, or not powering on the printer, will cause
an error message to display and ONLY access to the line printer settings will be allowed in Tally.

Realtime Printer Error 1[

Q

A print driver <ActiveTouch Document Loader = is installed on the port which is ta be used For line printing. o waill
need ko use a different port, or remowve the driver.

2. OR In Tally, go to the Options menu

and click Audit Printing. Click the = =
Audit Printing tab and select the Pl g

aud@t pr_inter §etting FILE. A real—@ime Audit Printer Settings

audit printer file, named “FILE”, will be _ .

. Real time: aud|t_ messages are sent ta the following port LPT1 ﬂ
saved to the du‘ectory C:\Program where a line printer iz attached: O =
Files\Hart InterCivic\Tally. To view this Comz
file, copy it to an election-specific ok
folder and add the extension “.txt” to LFT1
. . . . . LPT2 —
it. If using this option, make certain to LPT3 | .
retain this file as a part of the election
records. oK Cancel

JRT=I
Fil= Edit Miew Favorites Tools Help ﬁ
G- -MAE@ T X o |E
Address I[:I C:\Program Files\Hart Inbercivich Tally j @GD
Mame | Sizel Type | Modified | -
[:IDatabase File Folder 1218/2004 12:56 PM
4 Reports File Folder 121712004 3:27 PM
Q cbeommon_run.bpl 124 KB BPL File 6/10/2004 5:47 AM
El chgridview_run.bpl 193 KE BPL File 6/10/2004 5:48 AM
a default.cfg 1kB CFGFile 12/7/2004 3:27 PM e
8] defaultdb 13,656 KB DB File 1272004 3:27 PM
Q Exporthggreqate. .. 385 KE  Application Extension  11/10/2004 10:13 AM
9 ExportBDx.dll 392 KB  Application Extension  11/10/2004 10;14 AM
Q ExportDetail. dil 376KE  Application Extension  11/10/2004 10:14 AM
Q ExportProvstatus, .. 1,040 KB Application Extension 1171002004 10:14 AM
% | ExportRet s, dll 361 KB Application Extension  11/10/2004 10:14 AM
B 42KE File 12/3/2004 2:01 P x|

|30 object{s) [z7.6 M8 Y My Computer 4
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The Tally real-time audit log report lists all auditable events performed in Tally since the Tally installation.
There is no header, title, column heading, or footer information in the real-time audit log.

&} FILE.txt - Notepad
File Edit Format Help

=10l x|

Date: 11,/08/2004 Time: 11:50:03
Event: application start-up

Date: 11,/08/2004 Time: 11:50:07
Event: User Togin
Date: 11,/08/2004 Time: 11:50:07

Event: Connection successful

Date: 11,/08/2004 Time: 11:50:07

Ewvent: Desc:

Date: 11/08/2004
Event: Path:

Time: 11:50:07

Date: 11,/08/2004 Time: 11:50:24

Event: viewed/Printed Report

Date: 11,/08/2004 Time: 11:50:32

Event: Consolidate Flag

Event: Date/Time for Reporting

Date: 11,/08/2004 Time: 11:51:04
Event: Date Time for Tabulation

Date: 11,/08/2004 Time: 11:51:04
Event: Unresolved write-in repor

Date: 11,/08/2004 Time: 11:51:04
Event: Rejected write-in reporti

Date: 11,/08/2004 Time:
Event: User Logoff

11:51:08

K1

User: test40s

User: test40s
User: test40s

User: testd405

General Election harrIS 1

User: testd40s

CiNProgram FileshHart IntercivichTallyhwDataBaseh041027-173545 Boss0ata.db

User: test40s
cumulative Report (Report Time 00:00:02)

User: test405

Event: Delete write-In Alias rRandy Roberts, Contest ID: 16, Candidate: Randy Roberts, 17 votes
Date: 11,/08/2004 Time: 11:50:37 User: test405

Event: Accept Provisional Ballot Ballot Id: 31 Retriewval Code: 352387072
Date: 11,/08/2004 Time: 11:51:04 User: test405

Event: Prowvisional Ballots Exclude
Date: 11,/08/2004 Time: 11:51:04 User: Test405

Consolidate Precincts

Date: 11,/08/2004 Time: 11:51:04 User: test405
Event: Reporting Flag official
Date: 11,/08/2004 Time: 11:51:04 User: test405

10/27/2004 04:00:00pm

User: testd405
10/27/2004 08:00:00am

testd0s
Report as under wvotes

User:
ting

User: test40s
ng Report as under wvotes

User: test40s

Information in the Tally real-time Audit Log

The real-time audit log captures all user actions. In addition to the events captured in the “Audit Log”

report, the real-time audit log captures:

Application start-up
Application shut down
Database deleted
Database selected

o000 o

Database description (independent code from that recorded in the “Audit Log” report)
Database path (independent code from that recorded in the “Audit Log” report).

The Tally Operations Manual for a complete listing of audit log report codes and descriptions.

“Information in the Tally “Audit Log” Report” on page 80.
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Tally “Audit Log” Report

To view the Tally “Audit Log” report, select an election database, go to the Reporting tab, and select the

“Audit Log” report.

K Tally - Sample County General

File Wiew Options Help

Reporting

Existing Reports

=] 3

HART

intercivic

Reporting

= Repotts

Audi Log

Ballot Status

Carwass Repatt

Cumuative Repart

MBE: Status Ficpart

Parsed Pravisional Ballots
Poling Place Status
Freginet Election Day Status

Frecinet Election Day Status (with MEEB 1Ds)

Precinct Repart
Precinct Turnaut

Report Management

Report Wizard Delete

Print, export, search and view pages from the Audit Log window, using standard Windows navigation.

|& & H]]] 1«

1 of2

Total Nurmber of Woters : 968 of 7 000=13.83%

M os

Audit Log — Unofficial Test
Sample County — Sample County General — November 02, 2004

Page 1of 2

EntryI User I Code I Dzt I Tirme I Deszcription I Dzta

tally405 100
tallyd05 207
tally405 08
tally405 300
tally405 a1
tally405 304
tally405 302
tally405 03
tally405 305
tally405 306
tally405 106
tally405 1
tallyd05 H
tally405 1
tally405 H
tally405 1
tally405 1,002
tally405 502
tally405 502
tally405 608
tally405 608
tally405 H
tally405 604
tallyd05 1
tally405 1,002
tally405 502
tally405 604
tally405 605

070272004
0722004
0722004
0722004
0722004
OF0ziz004
070272004
0722004
0722004
0722004
Ov0zs2004
070272004
07022004
0722004
0722004
0722004
OF0ziz004
070272004
0722004
0722004
0722004
0722004
070272004
0722004
0722004
0722004
0722004
Ov0zs2004

2:11:10 pm
31110 pm
F:11:10 pm
F:11:10 pm
F:11:10 pm
31110 pm
2:11:10 pm
F:11:10 pm
F:11:10 pm
F:11:10 pm
31117 pm
3:11:18 pm
3:11:47 pm
31221 pm
3:12:38 pm
3:13:22 pm
31328 pm
2:12:28 pm
3:13:28 pm
3:13:46 pm
3:13:47 pm
31401 pm
3:16:52 pm
3:16:52 pm
3:17:04 pm
3:17:04 pm
3:17:04 pm
3714 pm

Create Bection

DB Descrption

OB Path

Provizional Ballots
Conzolidate Flag

Reporting Flag

Diate/Time for Reporting
Date/Time for Tabulation
Unresolved write-in reporting
Rejected write-in reporting
Open Bection

User login

User Logoff

Uszer login

Uszer Logoff

Uszer login

“alid eChd FIN

MBB Received

MBB Received

MBB Tabulation Successful
MBB Tabulation Successful
Uszer Logoff

MBB Aready read by Tally
User login

“hlid eCM PIN

MBB Received

BB Aready read by Tally
hBB Tabulation Succeszful

(Time: 00:00:05)
Desc: Sample County General (Time: 00:00:01)

Path: C:\Program FilesHart InterCiviciTally\DataBase040702- 151 100%TallyD:
Exclude

Don't Consolidate Precincts

Unoffical

070272004 02:10:52pm

070272004 02:10:53pm

Report as under wites

Report as under wites

1d:12 CWR=: 749 Poll:Ballot Mow , Device o MempitestiBallot Mow bin

Id:15 CwR=: 90 Poll:Bection Office, Device:cMempitestiBection Office.bin
1d:12 CWRs: 748 Poll:Ballot How

Id:15 CWRs: 80 Poll:Bection Office

Id:12

Id:16 CWwRs: 128 Poll:Court Houze, Device:c:tempitestiCourt House bin
Id:15

I4:16 CWRs: 135 Poll:Court House

i
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Information in the Tally “Audit Log” Report

The following information is captured in the Tally “Audit Log” Report (as well as the real-time audit log).

The sequential number of each logged event, User ID, code, date, time, event description, and data
associated with the event is included for each event printed in the audit log.

Descriptions of Tally events include the following:

User Login

User Logoff

Add User

Delete User

Modify User

Database Create

Finalize Database

Back-up Database

Set Database Mode to Open
Printer Error

Provisional Ballots
Consolidate Flag

Date/Time for Reporting
Date/Time for Tabulation
Reporting Flag

Unresolved Write-in Reporting
Rejected Write-in Reporting
Database Description
Database Path

Reports Viewed and Printed
Created Custom Report
Deleted a Report
Connection Established
Connection Terminated
MBB Received

Modem Connection Failure
Configured Connection
Connection Failure
Transmission Successful
Transmission Unsuccessful
Card Device Error

MBB Read

MBB Invalid/Corrupt

MBB not defined for election
MBB Already read
Card/MBB Rejected

MBB Close Error

MBB Duplicate Poll warning
MBB Tabulated Successfully
MBB Tabulation Failure
MBB Removed During Reading

oo oooo o

|_See: |

ool ooodood0 O

Attempt to read MBB after database has
been finalized

Digital Signature Failure

MBB Read Aborted

User MBB Action

Add Write-in Candidate

Delete Write-in Candidate

Add Write-in Alias

Delete Write-in Alias

Rename Write-in Candidate

Reject Write-in Candidate

Unreject Write-in Candidate

Reject (Provisional) Ballot

Accept (Provisional) Ballot

Confirm (Provisional) Ballot
Un-confirm (Provisional) Ballot
Adjusted (Manual Votes) Precinct/Split
Adjusted (Manual Votes) Race Name
Adjusted (Manual Votes) Option Name
Data Imported

Data Exported

Valid eCM

Missing eCM

Valid eCM PIN

Invalid eCM PIN

eCM PIN failure

Invalid eCM

Multiple eCMs

eCM Key Mismatch

The Tally Operations Manual for a complete listing of audit log report codes and descriptions.
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Rally User Permissions, Certificate, and Audit Trail

First Login After Installation of Rally

The following steps must be completed at the first startup of Rally after installation at each Rally PC. If
this has already been completed during installation and testing by Hart InterCivic, the customer should
create local users and permissions and delete those users added during installation and testing.

1. Start Rally from either the desktop shortcut or the
Start button on the WlndOWS taskbar Because this is the firstime that Rally is being launched, a new

ADMINIZTRATIVE user ID and Passward must be defined.

2. Inthe User ID field, enter a User ID for a user who
will have Administrative (all) permissions in Rally.

Administrative User————————————————

The field limit is 6-12 letters or numbers. User 1D I

3. Inthe Password and Confirm Password fields, — I
enter the password for the administrator-level user. EormFesesrd |
The field limit is 6-12 letters or numbers.

4. Click OK and the Certificate window appears. [ e |

5. Complete the certificate and click —
OK. The certificate is used to verify | s
a trusted connection (as with a

Tally-Rally connection). Enter a e The digital cerificate for this installation has notyet .
. —:1 beengenerated. Flease enter the following information:
unique password or an

administrator-level User ID in the
certificate Name field. Log
certificate information.

M ame* I

Organization® I

City I

State I

Country Code® ||_|5
- coes |

Creating Additional Users

1. Goto the Tools menu and click User Settings, OR click the User Settings tool icon. ﬁ

2. Enter User ID, password, and password confirmation. Select user permission settings and click
OK. The User ID field limit is 6-12 characters. The password field limit is 6-12 characters. In
Rally, the election event Tally operator must have at least MBB processing/transferring
permissions.

Updating Certificate Information

1. Go to the Tools menu and click Certificate, OR click the Certificate tool icon. [} =-

2. Update the target fields and click OK in the Certificate window.
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Typical Rally User Permissions

It is Recommended that the User Currently Logged In

O Stay at the computer while running the application,
U Exit the application if s/he steps away from the PC.

Typical Rally Station Operator User Settings

User Settings E
Uszer Pemissions ———————

I l [[] User Administration

HserID rally20t > [] Application canfiguration

Paszswaord I ******** Information archiving

Corfirmn I ******** IC2kHEE pio i e
Repaorting

()3 I Delete | Cancel

Minimum Tally Operator User Settings at each Rally Station

User Settings E
Uszer Pemissions ———————

I l [[] User Administration
HserID falp 405 > [] Application canfiguration
Paszswaord I ******** ] Infarmation archiving

&l HEE pro /transterin

[ Reparting

()3 I Delete Cancel

Administrator-level Rally User Settings

User Settings ﬂ

Uszer Permissions

Iﬁ Uszer Administration
User (D rallpadmnn = Application configuration
I xxxxxxxxxx Infarmation archiving
IPess Infarmation restoration
Caonfirm I ********* 4 MEE p_roc:933|ng.-"transferr|ng
Fieporting

oK I Delete Cancel

Permissions Checkbox: Functions Available:

User Administration Add, change, and delete users (User Settings
window)

Application configuration Line printer settings, Dial-In Access settings, Station
Name (Options window)

Information archiving Archive Rally databases

Information restoration Reset and Restore Rally databases

MBB processing/transferring Read MBBs and have access to data from reading
MBBs

Reporting View and print reports
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Viewing Rally Audit Reports

There are two Rally audit log reports. One is the real-time audit trail fed to a line printer, and the other is
a “Rally Internal Audit Report” available via the Quick Link. Each of these reports allows a Rally
administrator to keep track of Rally election databases, and allows administrator-level users to identify
what has been accessed/changed, by whom.

Rally Real-Time Audit Log

The Rally real-time audit log lists all auditable events performed in Rally since the Rally installation.
There is no header, title, column heading, or footer information in the real-time audit log.

To view the real-time audit log in Rally, you must first go to the Tools menu and click Options to
establish the correct audit printer settings. Real-time audit logs may be viewed in one of two ways:

1. Connect a line printer to an LPT port on the PC. Do not install printer drivers. In Rally, go to the
Tools menu and click Options. Click the Line Printer tab and select the LPT port to which the
printer is connected. Exit Rally. Log in to Rally. The line printer will print to record each action
taken while in the Rally application. Printer errors, or not powering on the printer, will cause an
error message to display and ONLY access to the line printer settings will be allowed in Rally.

° A print driver <EPSON LQ-570e ESCJP 2> is installed on the port which is to be used for line printing.  ¥ou will need to use a different port, or remove the driver,
2. OR Go to the Tools menu and click Options.

Click the Line Printer tab and select the audit

printer setting FILE. A real-time audit printer
file, named “FILE”, will be saved to the

I DiaHn Accessl Staticm |

directory C:\Program Files\Hart Audit Printer Seltings

|ntercivic\Ra||y_ To view this fi|e, copy it to an Real time_ audit_ messages are sent b the following port
election-specific folder and add the extension T IR BT Rl ats

“.txt” to it. If using this option, make certain to |F"-E =l

retain this file as a part of the election records.

Ok I Cancel |

R

File Edit Yiew Favorites Tools  Help |

=30 EE X o E

ddress | Ci\Program Files\Hart InterCiviciRally j @GD

Mame * | Size | Tvpe -
[ClDatabase File Faolder —
CIreports File Folder
—- | EE 4KB File -
q | _>I_I
Type: File Size: 3.12 [3.12KB b Wy Computer i
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Rally Internal Audit Report

This report allows a Rally administrator to keep track of Rally databases, and allows “Reporting”-level
users to identify what has been accessed/changed, by whom.

A. To view the “Rally Internal Audit Report”, click the Internal Audit Report Quick Link in the Rally

window

Quick Links

- MBEB Processzing Report
- |nternal Audit Report
- Ophions

B. Or go to the File menu, click Reports, and select “Internal Audit Report”.

Print, export, search, and view pages from the Internal Audit Report window, using standard Windows

navigation.

h C:\Program Files'Hart InterCivicRally,Reports' Internal Audit Report.rpt

User Name

XA

772004 1:36:14PM

Timestamp

1 of1 }bIIHM

Rally - Internal Audit Report
East Annex D

Activity Code Activity Description

Fage 1 of 1

Additional Detail

rallyz01
judy24

judy24

rallyz01
rallyz01
rallyz01
rallyz01
rallyz01
rallyz01
rallyz01
rallyz01
rallyz01
tally405
tally405
tally405
tally405
tally405
tally405

TiTiZ004 12:01:02Phl
TiTiZ004 12:01:67 Phd
TiTiZ004 12:02:13PM
TiTiZ004 12:57:15PM
TiTiZ004 12:59:49Phd
TiTiZ004 12:59:49Phd
TiTiZ004 12:59:49Phd
TiTiZ004 12:50:55Phd
TiTiZ004 12:50:55Phd
TiTiI004  1:02:32PM
TiTiI004  1:02:32PM
TiTiI004  1:05:45PM
TiTiI004  1:0%:41Ph
TiTiI004  1:0%:41Ph
TiTiI004  1:0%:52PM
TiTiI004  1:0%:52PM
TiTiI004  1:0%:52PM
TiTiI004  1:0%:52PM

1 PApplication Login
14 User Added
1 PApplication Login
1 PApplication Login
10,007 PFin 0K
10,009 Key Data Okay
10,009 Key Data Okay
3 MBB Processed
2 MBB Read
3 MBB Processed
2 MBB Read
10 Transfer Reset
1 PApplication Login
L} Connection Established
4 MBB Transferred
4 MBB Transferred
7 Connection Terminated

1 Transmission Successful

(ocal login)

(ocal login)
(ocal login)

“hlid PIN enterad
“lid ke found
“lid ke found
16 - 263

17 - 123

(remote access)
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Information in the “Rally Internal Audit Report”

The sort order for the “Internal Audit Report” is activity time and date. The header for the report includes
the name of the Rally station and the current date.

The following information is captured in the “Rally Internal Audit Report” (as well as the real-time audit
log). The User ID, date, time, activity code, activity description, and details associated with the activity
are included for each activity in the “Rally Internal Audit Report”.

Descriptions of Rally events include the following:

Application Login

Election Opened

MBB Read, Processed, Transmitted, errors
Tally PC login

Certificate Created, Modified
Connection Established, Terminated
Transmission Successful

Report Accessed

Transfer Reset

User Added, Deleted, or Changed
eCM PIN OK

cooodopooopbo

Internal Audit Report Sections: Description:

Header Standard Rally report header

User Name Name of the user logged in to SERVO when
the activity occurred

Timestamp Date and time of the action/log entry

Activity Code The internal code value

Activity Description Description of the code — the action logged

Additional Detalil Action detail

Footer Standard Rally report footer
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SERVO User Permissions and Audit Trail

First Login After Installation of SERVO

The following steps must be completed at the first startup of SERVO after installation at each SERVO
PC. If this has already been completed during installation and testing by Hart InterCivic, the customer
should create local users and permissions and delete those users added during installation and testing.

1. Start SERVO from either the desktop shortcut or

the Start button on the Windows taskbar. Ll . =
2. Inthe User ID field, enter a User ID for the user Because this s the first ime that Sarvn is heing launched. a
who will have Administrative (all) permissions in defined.
SERVO. The field limit is 6-9 letters or numbers. Aministrative User
3. Inthe Password and Confirm Password fields, HeerlD (I
enter the password for the administrator-level user. Passuord [
The field limit is 6-9 letters or numbers. CofimPasswerd |
oK | Cancel |

Creating Additional Users

1. Go to the User menu and click

User Administration. Administering Users —
2_ Enter‘ the UserID' password, and I\‘nztlvﬁ;eég\?;n;nci;t;astsiotr;giEIE%SI.Iowsyou to create, modify or remove users |E
password confirmation. Select user
permission settings and click OK. The SERVO Users
User ID field limit is 6-9 characters. The Credentials Permissions
password field limit is 6-9 characters. wserid | B
Ei I— [ Equipment Administration
I
st I— & H:;gﬁir;g ecount/Hecoverny
“ ak. I Cancel Delete
SERVO Permissions
Permission Checkbox: Functionality Enabled:
User Administration Add or modify user IDs, passwords, and
permissions
Event Administration Create Events
Equipment Administration Add devices, backup device data to an Event, reset

devices, import Event data

Admin Reset Reset MBBs and Devices
Admin Reset permission should be given to a
very limited number of users.

Election Recount/Recovery Create recount and/or recovery MBBs

Reporting View, print, and export SERVO reports
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Viewing SERVO Audit Reports

SERVO includes an internal audit log which details activities conducted in the SERVO application itself,
and SERVO captures audit log information from the JBC and eSlate equipment. Additionally, SERVO

captures CVR data from each eSlate and JBC backed up. This CVR information may be used in recount
or verification situations when paper replications of electronically cast ballots are needed.

|_See: |

The SERVO Operations Manual for more information on CVR reporting and the Tally Software
Training Manual for more information on performing recounts.

“SERVO Internal Audit” Report

The “SERVO Internal Audit” Report lists the audit log entries for the
audit log internal to SERVO. It allows a SERVO administrator to keep
track of what SERVO functions have been applied and by whom.

1. To view the “SERVO Internal Audit”, go to the Reports menu

and click SERVO Audit.

2. Print, export, refresh, search, and view pages from the SERVO
Audit Log Report window using standard Windows navigation.

[J sErvO Audit Log Report

Reports
Equiprment List ...
Firmware History ...

Conneckivity., .

Devices Backed Up ...

fudit Search ...
Device Audit ...

@ Vokes By Precinck ...

Device Yoke Recards |,

[2) sERvo Audit ...

=10l x|

A I ot yorom || 8
-
SERVO Internal Audit :|
Record User Date/Time Code Description Detail
1 servoadmn 242372005 12:33:29PM 1 First user account created
2 senioadmn 2/T3I005 12:33:29PM 2 Uszer login succeaded
3 servoadmn 22372005 12:34:29PM 258 “hlid eCm PIN
4 servoadmn 242302005 12:34:45PM 8 Ewent added
El servoadmn 22372005 12:35:32PM 258 “hlid eCm PIN
L} servoadmn 242302005 12:35:37PM 8 Ewent added
T senioadmn 2/T3I005 12:35:46PM a Device added (Coocz4)
g senioadmn 2/T3I005 12:35:51 P kil Backup aborted CO0CZE4 Device alection day does not
match the event.
a senioadmn 2/T3I005 12:35:51 P 10 Device backed up Co0cad4
10 senioadmn /232005 12:36:01 P 10 Device backed up Co0cad4
1 senioadmn /232005 12:36:10PM a Device added (RO 10y
12 senioadmn 2/X3I005 12:36:11PM 10 Device backed up 00110
12 senioadmn 2/T3I005 12:37:37PM 2 Uszer login succeaded
14 servoadmn 242302005 12:37:45PM 1 Device erased coocz4
15 servoadmn 242372005 12:37:53PM 1 Device erased A00110
16 senioadmn /23005 1:01:13PM 2 Uszer login succeaded
17 servoadmn 242372005 1:01:27PM 1 Device erased coocz4
18 servoadmn 242372005 1:01:45PM 1 Device erased A00110
149 servoadmn 242372005 1:01:47PM 1 Device erased coocz4
20 servoadmn 242372005 1:01:50PM 1 Device erased coocz4
il senioadmn 2/T3I005  1:44:01 P 2 Uszer login succeaded
22 servoadmn 22372005 1:44:52PM 258 “hlid eCm PIN
3 servoadmn 242372005 1:45:05PM 8 Ewent added
4 senioadmn 2/T3I005  1:45:15PM 10 Device backed up Co0cad4
i} senioadmn 2/TI005  1:45:26PM 10 Device backed up 00110
26 senioadmn 202402005 4:30:05PM 2 Uszer login succeaded
7 senioadmn 22402005 4:32:09PM 16 Device CWR report 1
pri} senioadmn 2242005 433 :14PM 17 Precinct CWR report
pri} senioadmn 2242005 4:34:05 P 17 Precinct CWR report
i} senioadmn 2242005 434 23IPM 16 Device CWR report 2
3 servoadmn L2HI005  3d44PM 17 Precinct CWR report |
M|
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Information in the “SERVO Internal Audit” Report

Each major user action in SERVO is saved to an internal audit log. The SERVO audit log specifies the
sequential audit log entry number, user logged into SERVO when the activity occurred, date and time
stamp of the activity, internal code value of the activity, description of the activity, and details. The
internal audit log is not specific to an Event.

Transactions listed in this report:

Login

Add Event

Add device

Backup device

Erase a device

JBC Recount

eSlate Recount
Equipment Report
Device Audit Report
Device CVR Report
Precinct CVR Report
SERVO Audit Report
Recovery MBB

Data Import

Firmware History Report
Backed-up Devices Report.

oo ocop

Internal Audit Log Report Sections: Description:
Header Standard SERVO report header
Record Sequential log entry number
User Name of the user logged in to SERVO when
the activity occurred
Date/Time Date and time of the action/log entry
Code The internal code value
Description Description of the code — the action logged
Detall Action detail (e.g., device serial number)
Footer Standard SERVO report footer
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“Device Audit Log” Report

The audit logs backed up from polling place devices contain information that allow election officials to
reconstruct an election and verify results and actions without compromising ballot and voter secrecy. It is
not necessary to print these reports as standard operating procedure. They are provided for verification
in cases where confirmation is needed.

1. To view a “Device Audit Log”, go to the Reports menu and click Device Audit OR click Audit
Search to search for a limited number of audit entry types.

Reports
Equipment Liskt ...
Firrnware Histary ...
Conneckivity. ..
Devices Backed Up ...

Audit Search ...
Device Audit ...

Device Yoke Records ...
@ Wotes By Precinct ...

b sERVO Audit ...

2. Inthe Device Audit window, click the drop-down menus to choose the target Event and
Device.
3. Click OK.

Report Options —

Befare the repart can be generated the following information needs to be ‘ E
determined.

Event Selection - Select the event from which the report zhould be generated from.

TRAIMING B.02.03 election day j

Device Selection - Select the device that you wish bo report on,

A00T10 - eSlate =]
00110 eSlate

“ QK. I Cancel
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4. Print, export, refresh, search and view pages from the Device Audit Report window, using

standard Windows navigation.

UK pevice Audit Report B 10| x|
| & & & [0z vI|J|44 L of2 »oro= |
ﬂ
Device Audit Log - Olympic Names ED Backup
eScan - G77804
Polling Place: county courthouse
Record Date/Time Code Description Status Data
i Tue Dec 20 14:47:22 2005 00100 Diewice pow er-up status 000000001 Oxp0000000
1 Tue Dec 20 14:47:22 2005 o0 101 Private serial number D00000000 D BEF 337 FE
z Tue Dec 20 14:47:22 2005 00102 Foftware wersion 000000001 OE0010108
3 Tue Dec 200 144722 2005 e300 Repart prirted ennnO00G 1 0000001
4 Tue Dec 200 14:47:29 2005 00131 Ballet Data okay 000000001 000000000
5 Tue Dec 20 14:51:53 2005 o100 Dewice password 000000001 00000001
i Tue Dec 200 15:00:54 2005 0100 Devwice power-up status 00000001 00000000
7 Tue Dec 20 15:00:54 2005 o0 101 Private serial number D00000000 O BEF 337 FE
g Tue Deec 20 15:00:54 2005 00102 Software version 000000001 02001008
a Tue Dec 200 15:00:54 2005 001300 Report prirted 000000001 000000001
10 Tue Dec 200 15:01:01 2005 o0 3 Ballot Data okay 000000001 00000000
11 Tue Dec 200 15:08:32 2005 00100 Device password 00000001 00000001
12 Tue Dec 20 15:08:41 2005 o010 Private serial number 000000000 OxBEF2avFE
13 Tue Dec 20 15:08:H 2005 i Software wersion Menn0O00G 1 02000108
14 Tue Des 20 15:08:41 2005 D0 124 Palling place identification Dx00000000 000000001
15 Tue Dec 200 15:02:1 2005 0x012B Shart WMBB Card identification 0x00000003 00000000
16 Tue Dec 200 15:08:H 2005 D020 Long MBB Card identification IR 000060021
17 Tue Dec 200 15:08:1 2005 00120 Long MBB Card identification-Extra 001362538 D1 414531
12 Tue Dec 20 15:08:4 2005 00120 Long MEBB Card identification-Extra ON02354146 D5 303234
19 Tue Dec 200 15:08:41 2005 0x0120 Long MBE Card identification-Extra 0603373532 35433637
0 Tue Dec 20 15:08:H 2005 00120 Long MBB Card identification-Extra 04324338 034393238
2 Tue Dec 200 15:02:1 2005 0x0120 Long MBE Card identification-Extra 0x0539:131 [e44000000
1z Tue Dec 20 15:08:44 2005 0w012F Bection hdade 000000000 e0OOOOO00
11 Tue Dec 20 1508 2005 0n012E Short election identification Ox00000000 000000419
14 Tue Dec 200 16:08:H 2008 0x1003 Long Bection identification (G852 OxDO0G00ET Ll

Information in the “Device Audit Log” Report

Device Audit Log Report Sections:

Description:

Header Standard SERVO report header
Event Name The name of the Event used in the report
Device Type JBC, eSlate, or eScan

Device Serial Number

The device’s serial number (also printed on outside of device)

Polling Place The name of the polling place where the device was used
Record The sequential log record number

Time The date and time stamp of the activity

Code The internal code value

Description

Description of the code — the action logged

Status The internal status value
Data The internal data value
Footer Standard SERVO report footer
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Notes:
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Notes:
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Appendix A: Glossary

Term: Definition:

Abandoned Ballot | A ballot that the voter did not cast into the ballot box before leaving the polling
place. On an eSlate, this is a ballot that the voter did not cast by pressing the
CAST BALLOT button and the voter is not present. Local election rules dictate
dispensation of an abandoned ballot.

Absentee Ballot An official ballot issued to a voter who will be "absent" from the polling place on
Election Day.

Absentee Voting A voting method by which people can cast their ballots without going to the
polling place on Election Day. Early Voting is sometimes referred to as
"Absentee-in-person,” and by-mail voting is sometimes referred to as
"Absentee-by-mail."

Access Code The four-digit number given to each voter that indicates to the eSlate system
which precinct and ballot style to display to the voter on the eSlate voting unit.
The Access Code is printed on a slip of paper printed on the JBC.

Access Code A JBC report that is printed on-demand. It lists the number of Access Codes

Status Report issued, voted, expired, canceled, and active.

Access Code A JBC report that is printed with the “Tally” report when polls are closed on

Summary Election Day. It lists the number of Access Codes issued, voted, expired, and
canceled.

Americans with A 1990 federal act (Public Law 101-336) that established comprehensive

Disabilities Act standards for the treatment of persons with disabilities in employment, public

(ADA) accommodations, and other programs, including those operated by state and

local governments.

ATA Advanced Technology Attachment; a disk drive implementation that integrates
the controller on the disk drive itself.

Audio Card Used in a DAU eSlate, the PC card that contains the audio prompt recordings
for an election. Formerly also called a “DAU Card”.

Audit Log, Audit Recorded information that allows elections officials to view the steps that
Trail, Audit Report | occurred on the equipment included in an election to verify or reconstruct the
steps followed without compromising ballot or voter secrecy.

Authentication The verification of the identity of a person or process. In a communication
system, authentication verifies that messages really come from their stated
source, like the signature on a (paper) letter.

Ballot Box, eScan | A secure receptacle for the eScan that collects scanned paper ballots and that
has an emergency compartment for temporary storage of voted ballots in case
the eScan is disabled.
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Term:

Definition:

Ballot Box
Security Seal

The seal attached to the MBB door on a JBC or eScan to secure the installed
MBB. Also, the seal attached to the lid/receptacle junction of the eScan ballot
box.

Ballot Code

A unigue number assigned to either a provisional ballot or an Early Voting
retrievable ballot to enable swift retrieval of that ballot from the Hart Voting
System Tally application by election officials.

Ballot Format

The arrangement of the ballot created in BOSS. Ballots may be formatted for
the eSlate or for Ballot Now.

Ballot
Instructions

Instructional text that appears at the top of the ballot. There are two separate
types of Ballot Instruction text: (1) eSlate and (2) Ballot Now. There is also
separate audio instruction associated with the eSlate ballot instruction.

Ballot Key

The unique alphanumeric identifier associated with each VBO cast vote record.
This identifier aids in reconciling votes in case of a manual recount.

Ballot Now ™

The Hart Voting System software application that prints paper ballots on
demand and then digitally images the voted ballots to save for delivery to Tally.

Ballot Now Image
Processor

Ballot Now Image Processor (BNIP) is an application that runs in parallel with
Ballot Now. After scanning ballots, BNIP processes ballot images.

Ballot Origination
Software
System™ (BOSS)

The software application used to build an election database and create ballot
styles. BOSS is used to write the MBB, Audio, Solo, and Demo cards used in
Hart Voting System equipment.

Ballot Style

One of any number of specific ballot configurations issued to the appropriate
precinct. At minimum, ballot styles differ from one another in content. They may
also differ in size of type, in language used, or in method of presentation (e.qg.,
visual or audio).

A ballot with a unique collection of contests to be used in the election. Every
precinct’s (or split precinct’s) ballot is linked to one ballot style and there may be
several precincts with the same ballot style. The ballot style information is
carried on the MBB. A ballot style barcode is printed on the ballot.

Ballot Text

Instructional text embedded in the ballot. Ballot Text is often used to identify a
section of the ballot.

Bar Code

A printed horizontal strip of vertical bars of varying widths, groups of which
represent decimal digits. In the Hart Voting System, bar codes are required in
order for paper ballots to be correctly scanned. Ballot Now uses bar codes to
represent a ballot page’s election identifier (ID), party ID, language ID, precinct
ID, sheet ID, serial number (if applied), page number, ballot type, and duplex
code.

Card Device

The PC-card drive for reading and writing Hart Voting System data and audio
cards.

Cast Vote Record
(CVR)

An anonymous record of the contest options that a voter selected on his/her
cast ballot. In the Hart Voting System, Cast Vote Records are stored in
electronic format. One Cast Vote Record is equivalent to one ballot.
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Challenged Ballot

Terminology and rules for “challenged ballots” or “challenged voters” vary by
state. In general, a challenged ballot results when a voter’s right to cast a ballot
in a certain jurisdiction is challenged for various procedural reasons. If the
challenge stands, the voter may, in most cases, vote provisionally.

Contest A choice to be made on the ballot; a race. Contest types include offices, issues,
referendums, propositions and questions.

Credentials Authentication information that enables access to operations in the system or
associated databases. Credentials typically include user IDs and passwords.

Cumulative A summary on the JBC “Suspend Report” or “Daily Detail Report” that lists the

(Access Code) Access Codes issued, voted, expired, and canceled for the entire session of

Summary Early Voting.

Cumulative Voting

The votes for each candidate in an office contest are replicated as many times
as the number of valid choices.

Cyclic A continuous test of each transfer of data within a system to ensure that the
Redundancy data received at the end of the transfer is the same as the data originated by
Check the source.

(Daily) Detail A report that the JBC or eScan prints when the polls at an Early Voting site are
Report suspended. This report identifies the number of ballots cast per precinct.

Daily (Access
Code) Summary

A summary on the JBC “Suspend Report” and “Daily Detail Report” that lists the
Access Codes issued, voted, expired, and canceled for only the current day of
Early Voting.

Daisy Chain

Iltems connected in a series. The eSlates are daisy chained, one to another,
with one plugging into the JBC.

Damaged Contest

In Ballot Now, a mark requiring resolution because the option box has been
erased or partially erased (damaged). A damaged contest may be resolved for
voter intent or confirmed. If confirmed, a damaged contest will register as no
choice for that selection. This may result in fewer selections than allowed for
that contest; i.e., an undervote.

Database

A storage point for information (data).

Demo Card

An ATA memory card that contains both ballot and audio data for use in a
Demonstration eSlate.

Demonstration
eSlate (Demo)

An eSlate set up for voter education purposes, to allow voters to practice using
the eSlate buttons and interface (including headphones and adaptive devices, if
desired) on a functioning unit that cannot record votes. A Demonstration eSlate
does not require a JBC in order to display ballots because it uses a special ATA
memory card that contains both ballot and audio data. Demonstration eSlates
are also known as “demo units.”

Digital Signature

An encrypted digital code appended to data, making it possible to require
authentication before allowing access to that data.

Direct Record
Electronic (DRE)

The election industry term for an electronic machine at which a voter can view,
vote, and cast a ballot.
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Disabled Access
Unit™ (DAU)

An eSlate that includes accessory components so that disabled persons can
vote independently and privately. DAU eSlates include a module that accepts
audio cards so that voters can listen to the ballot with headphones. DAU
eSlates also have jacks for tactile input switches or “sip and puff’ devices so
that voters with limited mobility have alternatives to the SELECT wheel.

District

A selection of precincts and/or split precincts that determine a voting group.

Duplicate Ballot

During scanning, if serial numbers were printed on ballots, Ballot Now will
search the database for an identical ballot serial number every time a ballot is
scanned, and disallow the ballot if it is a duplicate.

Duplex

Two-sided. In Ballot Now ballots are printed and scanned on both sides of the
ballot sheet. The eScan scans both sides of the ballot sheet.

Early Voting

In the Hart Voting System, the term for votes cast in-person prior to Election
Day. Nomenclature for “Early Voting” varies from state to state in the U.S.A.
(Absentee In-Person, Absentee Walk-In, etc.). Totals are not available from the
polling place during the Early Voting period (i.e., no “Tally” report available).

Early Voting
Retrievable Ballot

Ballots cast on the eSlate at Early Voting polling places that can be retrieved by
Ballot Code from the Tally tabulation application by election officials. The Ballot
Code is printed on the Retrieval Stub for an Early Voting retrievable ballot. A
checkbox in BOSS must be selected in order to identify eSlate ballots cast
during Early Voting as retrievable.

eCM

eSlate Cryptographic Module; a highly secure peripheral USB device provided
by Hart InterCivic. The eCM contains the signing key, the key ID, and the eCM
PIN required to perform certain functions in the Hart Voting System
applications.

eCM Manager

The Hart InterCivic software application that manages approved security
functions for use in the Hart Voting System. eCM Manager is used to create a
signing key, and then write the signing key, key ID and eCM PIN to the eSlate
Cryptographic Module (eCM).

eCM PIN eSlate Cryptographic Module Personal Identification Number; a password
selected by the jurisdiction system administrator before any signing keys are
written. This PIN is used to access functions requiring the eCM.

EDX Election Definition XML (eXtensible markup language); a format for election
information data exchange.

Election An independent federal commission that serves as a national clearinghouse

Assistance and resource for the compilation of information and review of procedures with

Commission respect to the administration of federal elections.

(EAC)

Election ID An election identification code that is unique for every election. The election ID
is used internally by the software applications.
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System (EMS)

Term: Definition:

Election A report that the JBC or eScan prints when the polling place ID is selected. The

Identification report contains the current date and time, jurisdiction name, election name,

Report election date, polling place, and number of precincts enabled for the polling
place. For Election Day, shows the name of all precincts enabled for the polling
place.

Election A set of processing functions and databases within a Voting System that define,

Management develop and maintain election databases; perform election definition and setup

functions; format ballots; count votes; consolidate and report results; and
maintain audit trails.

Encryption

Any procedure used in cryptography to convert plaintext into ciphertext
(encrypted message) in order to prevent any but the intended recipient from
reading that data.

eScan™

Hart InterCivic's precinct paper ballot scanning device. A paper ballot printed
from Ballot Now can be scanned and recorded on this device.

eSlate®

Hart InterCivic's direct record electronic (DRE) voting device. An electronic
ballot can be viewed, voted, and recorded on this device.

Event

In SERVO, a specific backup of a set of devices in SERVO. An Election MBB is
required to create an Event. Each Event relates directly to either an Election or
a Test Election.

FEC

Federal Election Commission, an independent federal regulatory agency.
Voting systems regulation formerly assigned to this body have been transferred
to the Elections Assistance Commission (EAC).

Finalized

In BOSS, the database status that prevents further data modification and
writing of MBBs to make it available to Tally. In Tally, the database status that
prevents further reading of votes from MBBs into Tally.

FireWire

A personal computer and digital video serial bus interface standard offering
high-speed communications and isochronous real-time data services. FireWire
(also known as i.Link or IEEE 1394) can be considered a successor technology
to the SCSI Parallel Interface. FireWire is capable of transfer speeds of up to
400 megabits per second.

Firmware

Computer programs (software) stored in read-only memory (ROM) devices
embedded in the system and not capable of being altered during system
operation. For purposes of applying the Standards, firmware is considered a
form of software.

Flash Memory

Reprogrammable, read only memory that is used in PC cards or MBBs. Flash
Memory does not require continuous electric power to operate. It is a system
that can store more data and work faster than a traditional floppy disk.

Fractional
Cumulative
Voting

A voter selects at least one candidate in a contest that allows votes for multiple
options, but selects fewer than the number of options allowed. The unvoted
options that were allowable are distributed equally to the voted options.

Functionality Test

Testing of hardware functionality (e.g., testing to see that an eSlate button
responds when pressed).
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Term: Definition:
Fusion™ A supplemental Hart Voting System software application used to integrate data,
as from Tally and another voting system, and/or to provide custom reporting.
Hart Voting The full suite of Hart InterCivic's election software and hardware products,
System covering everything from ballot creation to tabulation. Includes: BOSS, Ballot

Now, eScan, JBC, eSlate, Rally, Tally, utility products, and SERVO. Previously
referred to as the ‘eSlate Electronic Voting System.’

Hash

Algorithm that maps a bit string of arbitrary length to a fixed-length bit string.
Approved hash functions satisfy the following properties: (a) it is
computationally infeasible to find any input that maps to any prespecified
output, and (b) it is computationally infeasible to find any two distinct inputs that
map to the same output.

HAVA

The Help America Vote Act, signed into law October, 2002. HAVA intends to
assist states in the administration of federal elections and establishes
“minimum standards for states and units of local governments with the
responsibility for the administration of federal elections.”

Incomplete Ballot

A multi-sheet ballot being scanned in a scan batch that has its first sheet, but is
missing following sheets.

Infusion™

A supplemental Hart Voting System software utility used to extract data, as from
another voting system or voter registration system, and/or to provide ballot data
formatted for import into BOSS.

Initialized Report

A report printed from the JBC and eScan any time the device is powered on.
This report shows a timestamp, firmware version, and diagnostic test result. A
self-diagnostic test is run on the system, and the result is indicated as
“**PASS**" on the report.

Judge’s Booth
Controller™

The control unit of the eSlate system, through which a poll worker distributes
electronic ballots to the eSlate and DAU eSlate.

(JBC)

Jurisdiction A precinct or group of precincts managed by a single organization.

Key GUID Key Globally Unigue Identifier. A unique, system-generated value assigned to
each signing key in the eCM Manager.

Key ID A user-selected identification number that prompts the eCM Manager

application to generate a new 128-bit encrypted signing key. Allowed values are
from 1 to 99.

Locked Ballot

In Ballot Now, a ballot that is currently checked out in the resolve process for
editing by a user.

Logic and
Accuracy Test
(L & A or LAT)

In the context of an election, a test to check the accuracy of a piece of voting
equipment. An LAT is accomplished by feeding test ballots for which the results
are already known (i.e., a “test deck”) through the ballot counting system and
comparing the results with the expected results. If an error occurs (i.e., the
actual test deck count does not match the expected count), then the problem is
investigated and corrected, and the test is repeated.
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MBB, Election An MBB used to collect votes for an election. The Election MBB can only
contain information from Election ballots.
MBB, Test An MBB used for test purposes when validating the eSlate system before an
election. The Test MBB can only contain information from Test ballots.
Mobile Ballot A PC card that holds all of the ballot information for the Hart Voting System. An

Box™ (MBB)

MBB is placed in the JBC unit, the eScan device, and/or in the Ballot Now
computer. Cast Vote Records are also stored on MBBs, which are read into
Tally. Audio is not stored on an MBB.

Network
Configuration
Report

A report printed on the JBC after booths are assigned. The report contains the
serial number, software version, PUB count, and PVT count for the JBC and
each eSlate unit.

Non-partisan
Office

An elected office for which candidates run independent of political party
affiliation.

Orphan Ballot

A multi-sheet ballot being scanned in a scan batch that has missing leading
sheets.

Overvote The generally prohibited practice of voting for more than the allotted number of
options for a given contest.
On the eSlate it is not possible to overvote.

Party A political party, for example Democratic or Republican.

PC Card An information storage device that is about the size of a credit card. Similar to a

USB memory stick. It is also called a “PCMCIA” card. In the Hart Voting System
it is called a Mobile Ballot Box (MBB), an audio card, or a demo card.

Persistence

A property of a programming language where created objects and variables
continue to exist and retain their values between runs of the program.

Polling Place

The area within the polling location where voters cast ballots.
Often a single polling place supports several precincts.

Polls Closed
Report

Report printed by the JBC, VBO and/or eScan when the polls are closed. This
report includes a timestamp indicating the date and time printed.

Polls Open Report

Report printed by the JBC, VBO and/or eScan when the polls are opened. This
report includes a timestamp indicating the date and time printed.

Poll Worker A button, located on the back panel of the eScan device, used to access poll
Button worker and administrator functions.
Precinct A jurisdiction subdivision for election purposes.

Precinct Voting
System
(PVS)

A legacy term for those components of the Hart Voting System that are used for
election activities at individual polling places.

Provisional Ballot

A ballot provided to individuals who claim they are eligible to vote but whose
eligibility cannot be confirmed when they present themselves to vote. Once
voted, such ballots are not included in the tabulation until after the voter’s
eligibility is confirmed.
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Term:

Definition:

Provisional Ballot
Stub

A report that prints below the Access Code when a provisional ballot is
requested during the “Add Voter” procedure on the JBC. This stub includes the
Ballot Code used for ballot retrieval during the tabulation process. The stub
must be separated from the Access Code and kept for ballot tracking purposes
for this unique type of ballot.

Provisional
Parsing

The process of selectively reporting on a provisional ballot only those contests
in which a provisional voter is eligible to vote, based on his/her precinct of
residence. Provisional parsing becomes necessary when the provisional voter
has cast a ballot outside of his/her correct precinct, and the voted ballot style
includes contests for which the voter is not eligible to vote. When the Tally
software application is installed, users have the option to enable a provisional
parsing interface. If enabled, once the Tally application has selectively identified
(i.e., “parsed”) those contests on a provisional ballot for which voted options
shall be reported, election officials can choose how to report results: cast votes
may be associated with the original precinct in which the provisional ballot was
actually cast, or they may be reassigned to the voter’s correct precinct.

Provisional Voter

A voter whose eligibility is yet to be determined at a given polling place. A
provisional voter is allowed to vote on a “provisional ballot” under conditions set
by state election law. Because the voter is “provisional”, his/her ballot must be
retrievable by election officials under certain conditions that vary from state to
state.

PUB (Public)
Count

Also called the “ballot counter”. A six-digit number, shown on the JBC and
eScan configuration reports and Polls Open screen, and in the Ballot Now
window, that indicates how many votes have been counted, and CVRs
recorded, on that machine for the current election. The public count of a device
is reset to “zero” during warehouse operations between elections.

PVT (Private)

A six-digit number, shown on the JBC and eScan configuration reports and

Count Polls Open screen, and in the Ballot Now window, that indicates how many
ballots have been cast on that machine in its lifetime. CVRs are not associated
with the private counter. The private counter cannot be zeroed.

Rally™ The Hart Voting System application that reads, stores, and transfers CVRs via

local area network or modem connection to a PC running the Tally application.

Replacement
Ballot

A ballot that is designated by the election authority to be a replacement for a
spoiled ballot.

Resolution

The Ballot Now task of assigning the voter’s intent to votes on ballots that
contain an undervoted contest, an overvoted contest, or a contest with a
selected write-in. Resolution may also exclude a completely blank ballot or a
damaged ballot.

Sample Ballot

A ballot printed as a sample of the real election ballot. Sample ballots contain a
special barcode which prevents them from being included as a CVR in an MBB.

Scan Batch

A group of ballot sheets to be scanned. Each scan batch has certain number of
sheets. Ballot Now assigns and prints a sequence number when the ballots are
printed. The user can assign comments to a scan batch in the Scan Ballots
window prior to scanning the batch of ballots.
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Select Wheel

The rotary wheel on the eSlate and DAU eSlate that allows a voter to navigate
the ballot and highlight choices by turning the wheel.

Serial Number

A barcode and/or human-readable number placed on the ballot stub and/or the
sheets of a ballot that uniquely identifies the ballot in order to prevent duplicate
scanning of paper ballots.

SERVO™

The eSlate application used as a System for Election Record Verification and
Operations. This application is used for polling place equipment cast vote
record backup, recovery, recount, and resetting.

Sheet

In reference to Ballot Now paper ballots, one piece of paper printed on both
sides, i.e., duplex. Ballot Now ballots can consist of no more than 9 sheets.

Signing Key

A true 128-bit random number used to cryptographically protect data, making it
possible to require authentication before allowing access to the data. In the Hart
Voting System, the signing key is written to the eCM, JBCs, eScans, and MBBs.

Sip-and-Puff

A voter’s personal input device that connects to the DAU eSlate in the disabled
access jack. This enables disabled voters with extremely limited mobility to vote
with a mouth-controlled device.

Split Precinct

The smallest division of a precinct for election purposes.

Spoiled Ballot A ballot that has been rendered invalid by a voter who is still present at the
polling place, making it necessary to give the voter a new ballot. With the
eSlate, a ballot is spoiled if the voter gets the wrong ballot style, the wrong
language, or is not on the DAU eSlate but needs to be.

SSL Secure Sockets Layer; a protocol developed by Netscape for transmitting

private documents via the Internet. SSL works by using a private key to encrypt
data that is transferred over the SSL connection.

Straight Party
Voting

A voting method that presents a contest that allows selection of a single political
party in order to automatically select candidates of that party in contests that
allow straight party voting.

Suspend Report

A JBC or eScan report that automatically prints when polls are suspended in
Early Voting. For the JBC, the report lists the PUB count and PVT count of the
JBC and eSlate units, a Daily (Access Code) Summary, and a Cumulative
(Access Code) Summary, as well as a timestamp.

Tactile Input
Switches

Also called “dual mode switches,” “jelly switches,” or “buddy buttons,” these red
and green “paddles” enable voters with disabilities to vote without using the
SELECT wheel and ENTER button on the eSlate. Voters without fine motor
control may use these. The red tactile input switch allows voters to navigate
through the ballot, similar to turning the SELECT wheel in a clockwise direction.
The green switch is similar to pressing the ENTER button.

Tally™

The Hart Voting System tabulation software. After an election, the Tally software
counts the votes on the MBB(s) and produces reports on those cast votes.
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Tally Report Tape

An Election Day report that may be printed on a JBC or eScan after polls are
closed. It includes the date, time, precinct, a tally of votes for each contest, and
an Access Code or ballot summary. BOSS includes a setting for allowing, or
disallowing, this report to be printed from the JBC or eScan after close of polls
on Election Day.

TRANS Translation, Recording, and Audio Normalization System; an eSlate application
for translating multi-language ballot text and for recording all audio (including
English) to be imported into the BOSS database.

Undervote The practice of voting for less than the total number of election contests listed
on the ballot, or of voting for less than the number of options allotted for a given
contest.

UPS Uninterruptible Power Supply.

USB Universal Serial Bus; an external peripheral interface standard for
communication between a computer and other devices. In the Hart Voting
System, an eCM connects to a USB port.

VBO Verifiable Ballot Option; the Hart Voting System VVPAT (Voter-Verified Paper

Audit Trail) device that can be connected to the eSlate or Demonstration eSlate
inside the voting booth in order to print a paper record of each ballot cast.

Voter Registration

An electronic poll book sometimes known as a “thin client” or “VR Computer.”

Computer

VVPAT Voter-Verified Paper Audit Trail; Implemented in the Hart Voting System by the
VBO (Verifiable Ballot Option) device.

WAV file A file format (.wav) used for storing digital audio. TRANS audio is stored in .wav
file format.

Write-in A name of a candidate entered by the voter in order to vote for a candidate that

is not listed on the ballot.

Write-in, certified

A candidate that has been certified by the election authority as being a valid
write-in candidate for the election.

Write-in Voting

A means to cast a vote for an individual not listed on the ballot.

XLIFF

XML Localization Interchange File Format. A file type (.xIf) used by BOSS and
TRANS for language text translation.

XML

eXtensible Markup Language. A structured, extensible, text-based data
definition and data exchange format. TRANS uses an .xml file as a manifest, or
index, to associated audio .wav files.

Zero Tape Report

A JBC or eScan report that prints out when polls are opened on the first day of
Early Voting and on Election Day. This report lists the timestamp, the number of
precincts at the polling place, the contests and candidates on the ballot, and
verifies that the number of votes for each candidate or option is zero.
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Appendix B: Hart InterCivic Support

How Do Customers Contact Hart InterCivic for Help?

Customers may contact the Hart InterCivic Help Desk in several ways:

A. Phone at the Help Desk number: 1.866.275.4278 (1.866.ASK.HART)

B. Email to eSlatesupport@hartic.com

C. Submit a TeamTrack ticket at the URL: hartsupport.hartic.com or via the link at
www.hartintercivic.com

D. Fax hard copy to 1.866.391.1834.

What are the Hours of Operation for Help Services?

Help Desk hours of operation are 8:00 a.m. - 5:00 p.m. Central Time, Monday through Friday. Help Desk
operators will be available during these hours. Your Account Manager will inform you of extended Help
Desk hours during election events. TeamTrack “tickets” may be submitted at any time.

What Is TeamTrack?

TeamTrack is a web-based tracking system for managing system issues, service requests and
enhancement requests. TeamTrack keeps a database of all logged tickets submitted. Customers may
view all of their organization’s submitted issues, service and enhancement requests. Customers may
also view items published to the “Knowledge Base”. The “Knowledge Base” will build with our use of
TeamTrack. It is a storehouse of common solutions and best practices.

With TeamTrack, each ticket submitted has an “owner”. The owner is the Hart resource responsible for
the ticket during that stage. The person who submitted the ticket will be notified by email each time the
ticket has changed owners. The person who submitted the ticket will also be naotified by his or her
Account Manager when a ticket is resolved.

Access to the TeamTrack site will be set up during software installation. Contact your Account Manager
or the Hart InterCivic Help Desk in order to obtain your username and password. Hart InterCivic
TeamTrack documentation is included.

What Other Types of Support are Offered?

Refer to your service contract for specific services included in your contract. Hart InterCivic also offers,
to all customers:

A. Web-based training and support.
> Contact your Account Manager or Training Specialist to set this up, or make a request via the
Help Desk or TeamTrack.
B. A secure FTP site for file transfer and document sharing.
> Access to this site will be set up during software installation. Contact your Account Manager
or the Hart InterCivic Help Desk when you need to make use of this service.
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Appendix C: Voting System Standards Personnel and Training

Requirements

The following table outlines the minimum personnel deployment and training requirements for the Hart
Voting System, as required by federal Voting System Standards. Actual personnel deployed and trained
will vary, depending on other state and local guidelines and the many variables involved in system

implementation. The Hart Voting System is a scalable solution, and personnel and training should be
scaled as appropriate in order to meet local needs.

Voting System Standards Personnel and Training Requirements

Function

Minimum Personnel Required

Minimum Training Required

Ballot Preparation

1a

BOSS Operator Training
Course

Polling Place Operations

1° per polling place

Polling Place Operations
Course

Paper Ballot Processing

1 per Ballot Now set up

Ballot Now Operator Training
Course

Tabulation

Tally Operator Training Course

Tabulation with Remote
Transfer of Data

1 per satellite station

Rally Operator Training Course

Hart Voting System Support

Preventive Maintenance 1

Procedures Course

Diagnosis of Faulty Hardware 1 Hart Voting System Support
or Software Procedures Course

Corrective Maintenance 1 Hart Voting System Support
Procedures Course

. . . Hart Votin stem Su rt

Functionality Testing 1°¢ oting Sy Suppo

Procedures Course

Poll Worker Training

1 local trainer

Train-the-Trainer

Software system support is
provided by Hart InterCivic.

0
Software System Support Contact the Hart InterCivic Help
Desk for support. d
1 Hart Voting System Support

System Maintenance

Procedures Course

Network Administration

Not applicable

Not applicable

Data Personnel

Not applicable

Not applicable
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Voting System Standards Personnel and Training Requirements

Function Minimum Personnel Required | Minimum Training Required

Hart InterCivic personnel attend
training appropriate to their
assignments. All Hart InterCivic
site support personnel attend
Polling Place Operations and
Hart Voting System Support
Procedures courses applicable
to the implementation. Hart
InterCivic Professional Services
and Training Personnel are
trained in all Hart Voting System
courses.

Vendor Personnel Not Applicable

a. Personnel requirements may be met by resources performing multiple roles (i.e., one person may operate BOSS and Tally for an
implementation.)

b. Hart InterCivic recommends that at least two poll workers per polling place attend the eSlate Polling Place Operations course.

c. Hart InterCivic recommends that all equipment go through functionality testing upon initial acceptance and per election cycle.
Personnel requirements for efficiently testing all functionality of equipment will vary based on the amount of equipment to be
tested. Recommendations are listed in the Support Procedures Training Manual.

d. Hart InterCivic Help Desk contact information is listed on the inside front cover of this manual.

|_See: |

“Hart Voting System Course Descriptions” on page 30.
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Appendix D: Backing Up Election Databases

Data to Back Up
The Following Database FOLDERS Should be Backed Up to CD?!

eCM Manager; *.eCM file created with the Save File function

BOSS; Numbered folder with BossData.db and BossData.cfg files

Ballot Now Test; Numbered folder with the election I.D. followed by a “T” (e.g., 023T), in addition to
the BNsecurity.db and BNsecurity.cfg files in the “Ballot Now” folder

Ballot Now Election; Numbered folder with the election 1.D. (e.g., 023), in addition to the
BNsecurity.db and BNsecurity.cfg files in the “Ballot Now” folder

Rally; “Database” folder with the Mbbtrans.db and Mbbtrans.cfg files

Tally Test; Numbered folder with the TallyData.db and TallyData.cfg files

Tally Election; Numbered folder with the TallyData.db and TallyData.cfg files

SERVO; “Database” folder with the ServoData.db and ServoData.cfg files.

Locations of Election Database FOLDERS for Backup

ool O 000

U eCM Manager; after selecting Save File, use standard Windows navigation to navigate to a folder
named for the election and to name the .eCM file.
U BOSS; C:\boss\Database\YearMonthDay-HourMinuteSecond (12 digits)
O Ballot Now; C:\Program Files\Hart Intercivic\Ballot Now\### (three-digit Election 1.D.)
e C:\Program Files\Hart Intercivic\Ballot Now\BNsecurity.db
e C:\Program Files\Hart Intercivic\Ballot Now\BNsecurity.cfg
O Rally; C:\Program Files\Hart InterCivic\Rally\Database
O Tally; C:\Program Files\Hart InterCivic\Tally\Database\YearMonthDay-HourMinuteSecond (12 digits)
U SERVO; C:\Program Files\Hart InterCivic\SERVO\Database

Naming Conventions for FOLDERS and CD Files

O Name each application’s backup folder with the application, election, type of election, and date of
election. (Example: BOSSgeneral_11.02.04)

O Name the CD within the character limits for the CD creator application. The jurisdiction, election, and
election date should be included. (Example: Smith_gen11.2.04)

How and When to Back Up Data

All application databases can be backed up by saving the folders indicated in the “Locations of Election
Database FOLDERS for Backup” section to a user-defined directory on the PC and/or directly to CD.
These folders should always be saved to a directory (folder) named for the election, the time and date,
and the status of the database. THIS, RATHER THAN USING THE “Backup” or “Archive” FUNCTION IN
THE APPLICATION, IS THE RECOMMENDED PROCEDURE.

BOSS, Tally, and Rally include backup or archive functions within the user interface. An administrator-
level user may use this function to back up the database and configuration files to a user-defined
directory on the PC. Database and configuration files should always be saved to folders named for the
election, the time and date, and the status of the database.

1. If a database is too large for backup to CD, another medium will be required.
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O Back up the .eCM file:
* Immediately after creating eCMs for the election.
U Back up the numbered BOSS database folder (or use the Archive function in BOSS):
* Immediately before exporting text for translation
» After importing translated text and audio
» After completing all proofreading and before generating the ballot
» After generating the ballot and writing media, but before finalizing the database
» After finalizing the database.
O Back up the numbered Ballot Now database folder and BNsecurity.db and BNsecurity.cfg files:
» After closing the election in Ballot Now, at minimum.
O Back up the numbered Tally database folder (or use the Backup function in Tally):
» After each instance of creating printed and exported reports for public use (e.g., media outlets)
» After processing absentee by-mail MBBs on Election Day
» After processing Early Voting MBBs
» After each instance of creating printed and exported reports for public use (e.g., media outlets)
on Election Day
» After processing absentee by-mail late mail MBBs after Election Day
» Before resolving write-in votes
» Before resolving provisional ballots
» Before finalizing
« After finalizing
* Immediately after Canvassing.
U Back up each Rally station “Database” folder (or use the Archive function in Rally):
» After processing all MBBs and printing and exporting final reports and before resetting the Rally
database (including before resetting the Rally database as an emergency procedure).
O Back up the SERVO “Database” folder:
» After inventorying equipment with SERVO pre-election
« After backing up equipment post-election
» Onthe “master” SERVO PC after combining events into one “master” event for an election, if
applicable.

Backing up to CD

In order to back up to a CD, use the CD creator application supplied with the Hart InterCivic PCs. Refer
to the online help for the specific steps for creating a CD.

Hart InterCivic suggests using a CD-R rather than a CD-RW. A CD-R is a one-time use—you can only
write to it once, and then you can only read off of it. A CD-RW is readable/writable, and can be used
multiple times like a floppy disk—you can read and write to it as often as you want. CD-Rs are
inexpensive, and the data on the CD itself cannot be changed. This makes the CD-R option a good
media for backing up data.

O After creating a CD, always navigate to the CD drive and verify that the CD contains all of the data
intended for backup.

U Label the CD with the Jurisdiction, Election Title, Date, and eSlate application.

O File the CD in a secure location.
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Appendix E: Paper Weights and Scanner Throughput

Use this conversion chart when planning Ballot Now paper ballot printing.

Equivalent Weights in Paper 2
Bond: Offset/Book:
20 50
24P 60
28 70¢
30 75
31 80

co

Source: Georgia-Pacific/Unisource
Recommended weights are 24#-31# bond, 60#-80# offset

c. Commonly used stock is 70# offset Cougar Opaque, or Hart Secure Stock, with lower left
corner cut 3/8” (upper left corner for ballots with stubs)

The chart below shows the throughput for select scanners, as of the time of publication. Numbers reflect
duplex images (all ballots are duplex) and letter-size (8.5 X 11) pages.

Scanner Throughput?

Scanner: Estimated Throughput:
Fujitsu M4097D 50 ppmP®
Fujitsu M4099D 90 ppm

Kodak i80 35 ppm

Kodak 1500 40 ppm
Kodak i260 50 ppm
Kodak 3520 85 ppm
Kodak i660 (600 series) 120 ppm
Kodak i830 130 ppm
Kodak 9520 160 ppm
Hart eScan 15 ppm®©

a. Source: various scanner vendors, numbers will vary by source

b. PPM = Pages Per Minute

c. With no resolution issues, includes ballot processing time

© Hart InterCivic, Inc.
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Notes:
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Appendix F: Training Mock Election

Estimated Time: 3 days; time will vary, depending on customer
Audience: elections officials, elections specialists

Objectives: Following initial Hart Voting System training (management, software, and support
procedures), the customer and a Hart InterCivic representative will conduct a complete intra-office
election using the Hart Voting System. This mock election serves as a simulation for performance
assessment of elections tasks with the Hart Voting System. The following are key elements in this mock
election:

Writing eSlate Cryptographic Modules (eCMs)

Setting up the election in the voter registration system, if applicable
Exporting of data from the voter registration system, if applicable

Importing data into BOSS, if applicable

Completing BOSS ballot data

Exporting necessary files and import of multiple language text and audio, if applicable
Proofreading ballot from BOSS reports and ballot preview

Generating ballots and creating media

Logic and Accuracy Testing

eSlate precinct voting in Early Voting and Election Day events, as applicable
Printing and voting Ballot Now and eScan paper ballots, as applicable

Ballot Now ballot scanning and reconciliation

Saving CVRs to MBB in Ballot Now

eScan ballot scanning, report printing, and MBB consolidation, as applicable
Tally tabulation and reporting of Early Voting and Absentee data

Rally station transfer of elections results, if applicable

Tally tabulation and reporting of Election Day data

Exporting to the local and/or statewide reporting system, if applicable
System data backup via SERVO

Simulation of recount process(es)

Audit reporting

[ Iy N Ny Ny Iy Ny B Iy Ay Iy Wy Oy Wy

Prerequisite: Completion of all Hart Voting System management, administrative-level polling place,
software, and Support Procedures training courses.

U Resources:

»  Workflow from the Hart Voting System Management and Tasks Training Manual

» Election-Related Tasks Checklist from the Hart Voting System Management and Tasks Training
Manual

e Training Election Outline

» Checklists from the BOSS, Ballot Now, Tally, and Hart Voting System Support Procedures
Training Manuals

» PC equipment, peripherals, and Hart Voting System software applications

» Polling place hardware (JBC, eSlate, DAU, eScan) and peripherals
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Outline and Resources Needed: This process will simulate a complete election cycle.

1. Create signing key, write eCM tokens, and back up .eCM file
> Resources:
__eCM Manager Operations Manual
__Hart Voting System Management and Tasks Training Manual
__eCM Manager software, PC, and peripherals
__Atleast two eCM tokens
2. Import election data from the voter registration system export files, if applicable
> Resources:
__Infusion application and supporting documentation, if applicable
__Voter registration system export files
__BOSS Operations Manual
___BOSS Training Manual
__BOSS, PC, and peripherals
3. Create local BOSS users with passwords and complete BOSS ballot election data
> Resources:
__BOSS Operations Manual
__Checklist from the BOSS Training Manual
__BOSS, PC, and peripherals
4. Export necessary files and import multiple language text and audio, if applicable
> Resources:
__BOSS Operations Manual
___Checklist from the BOSS Training Manual
__BOSS, PC, and peripherals
___TRANS User Guide
___TRANS application, PC(s), and peripherals
__Language text and audio export/import files
5. Proofread ballot from the BOSS reports and ballot preview
> Resources:
__BOSS Operations Manual
__Checklist from the BOSS Training Manual
__BOSS, PC, and peripherals
__BOSS reports
___BOSS ballot preview
6. Generate ballot and create media
> Resources:
__BOSS Operations Manual
__Checklist from the BOSS Training Manual
__“Media to Create” guidelines from the BOSS Training Manual
__BOSS, PC, and peripherals
__AneCM
___ATA cards (MBBSs)
7. Perform Logic and Accuracy Testing
> Resources:
___System Logic and Accuracy testing procedures from the Hart Voting System Support
Procedures Training Manual
__Polling place equipment and applicable desk references
__Ballot Now, Ballot Now Operations Manual, Ballot Now Training Manual
__Ballot Now and/or eScan ballots
__SERVO (with local users and passwords) and polling place equipment
__BOSS, BOSS Operations Manual, BOSS Training Manual
__Tally, Tally Operations Manual, Tally Software Training Manual
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__eCM(s)
__Test mode MBB(s)

8. Create local Ballot Now users with passwords, and then print and vote paper ballots for Ballot

Now and/or eScan

> Resources:
__Ballot Now Operations Manual
__Checklist from the Ballot Now Software Training Manual
__Ballot Now, PC, and peripherals
__Paper stock
__AneCM

9. Conduct Ballot Now ballot scanning and reconciliation

> Resources:
__Ballot Now Operations Manual
__Checklist from the Ballot Now Software Training Manual
__Ballot Now, PC, and peripherals
___Customer reconciliation guidelines
__AneCM
__MBB

10. Save CVRs to MBB in Ballot Now

> Resources:
__Ballot Now Operations Manual
__Checklist from the Ballot Now Software Training Manual
__Ballot Now, PC, and peripherals
__AneCM
__MBB

11. Conduct polling place voting in Early Voting and Election Day events, as applicable

> Resources:
___Polling place system desk references
___Polling place equipment (eScan and/or JBCs and eSlates)
__MBB and Audio card(s)

12. Create local Tally users with passwords, and then tabulate and report Early Voting and Absentee

data
> Resources:
__Tally Operations Manual
___Checklist from the Tally Software Training Manual
__Tally, PC, and peripherals
__AneCM

13. Create local Rally station users with passwords, and then transfer of election results, if applicable

> Resources:
__Tally Operations Manual
___Checklist from the Tally Software Training Manual
__Tally, PC, and peripherals
__Rally Operations Manual
___Checklist from the Rally Software Training Manual
__Rally, PC, and peripherals
__LAN and/or modem connections
__eCMs for Tally and Rally

14. Tabulate and report Election Day data

> Resources:
__Tally Operations Manual
___Checklist from the Tally Software Training Manual
__Tally, PC, and peripherals
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__AneCM
__Fusion application and supporting documentation, if applicable
__Voted MBB(s)
15. Export to the local and/or statewide reporting system, if applicable
> Resources:
__Tally Operations Manual
__Tally Software Training Manual
__Tally, PC, and peripherals
__Tally export files
__Fusion application and supporting documentation, if applicable
__Local and/or state reporting system
16. Back up equipment and perform recount, as applicable
> Resources:
___SERVO Operations Manual
__“Appendix G: Hart Voting System Recount Procedures” in the Tally Software Training
Manual
__SERVO hard copy generation of < type > manual recount printouts, if required
__SERVO, PC, and peripherals
__Tally, PC, and peripherals
__Tally hard copy generation of < type > vote counts for recount, if required
__VBO hard copy generation of < type > manual recount printouts, if required
__AneCM
___An unvoted MBB written for this election
__Anon-election-related MBB (“blank”), if a recovery MBB is to be created
17. View Audit reports, verify polling place equipment firmware, and archive data
> Resources:
___Hart Voting System Management and Tasks Training Manual
___All Hart Voting System software operations manuals
___Hart Voting System software, PCs, and peripherals
__SERVO
___Firmware .xml import files
___CD-R media and printer paper
18. Debrief: Following the Hart Voting System Training Mock Election, the customer and Hart
InterCivic representatives will meet to debrief.

Key items to consider in this debrief:
__What were the successes accomplished in this process?
__What did not work as planned?
__What processes need to be developed in order to make the above items work as planned?
__Who has the necessary skills?
__Are all users created in applications with appropriate permissions?
___Are unnecessary users deleted from applications?
__Who needs further review/practice/training?
__How, when, and where will individuals engage in review, practice, and/or training?
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Appendix G: Election Logs

This appendix lists and describes the election logs in the Hart Voting System.

Q

Device and Booth Functionality Logs

» Completed when equipment Acceptance Tests are performed and during Functionality Tests
between election cycles

» Document functionality of equipment

MBB Labels

e One label per MBB, Audio, or Demo card

e Label PC cards as MBB, Audio, or Demo cards after they are written in BOSS
» |dentify Test or Election Mode

» Indicate device type and polling place, if applicable

* Check Rally or Tally, if applicable

Logic and Accuracy Test (LAT) Log

* Onelog per LAT

* Filled in when LAT is performed

* Helps organize and certify LAT process

Equipment Preparation Checklists
» Completed during election equipment preparation
» Helps organize election equipment preparation process

Device and MBB Tracking Log

* One log per election

» Started when MBBs are written in BOSS

e Continued as MBBs are installed into voting devices

» Tracks MBBs from creation to installation into voting devices

Ballot and Seal Certificate

o Started as MBBs are installed in JBCs or eScans

» Copy of certificate follows MBB

 Completed as MBBs are removed

» Certifies voting device seal number and final access code or ballot count

Device Serial Number Log

» One log per JBC “string” of eSlates

e One log for eScans

 Completed as MBBs are inserted in JBCs and/or eScans, as MBBs are removed, and as
equipment is backed up and later reset

» Helps organize voting devices being backed up and reset

Reconciliation Logs

e One log per JBC or eScan

» One full entry per day of voting

« Completed at the polling place to verify that the number of voters checked in equals the number
of access codes/ballots voted

» Log is designed for mounting on one side of the main envelope (9 x 12 or larger)
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Q

Canceled Booth/Spoiled Ballot Log

e One log per JBC or eScan

* Provides record of date, time, and reason for canceling booths/spoiling ballots

» Spoiled paper ballots go into the envelope

* Log is designed for mounting on one side of the main envelope (9 x 12 or larger)

Daily Reports Envelopes

» One letter-size envelope per day, per voting device for all device reports and for expired access
codes

» Voting device tapes are filed in letter-size Daily Envelopes and transferred within the larger
(9 x 12) Main Envelope

Help Desk Call Log

e One entry per call

» Completed as poll workers and election officials call the Help Desk

» Documents number and types of calls, as well as resolution of issues

Troubleshooting Call Log

e One entry per call

» Completed as poll workers and election officials call the field technicians
« Documents number and types of calls, as well as resolution of issues

» Coordinate with Help Desk Call Log

» Coordinate with Out-of-Service Equipment tag

Replacement Paper Ballot Log and Envelope

» One form from each paper ballot processing location (Ballot Now or eScan)
e Completed if ballots are replaced

» Logs ballot serial numbers and reason for replacement

e Stores original ballot

MBB Transfer Envelope

* One envelope per MBB or per polling place

» Organized and labeled container for MBB, voting device seal, and ballot seal certificate after the
MBB is removed from the voting device and transferred to Tally
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Election: Date:

Card Type: [OMBB [JAudio [JDemo
Mode: [JElec [Test Source: [JAV [JEV
Device: (1JBC [eScan OBN [OSERVO

Oeb

Poll: Processed: [JRally [Tally

Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV
Device: [1JBC [JeScan [BN [JSERVO
Poll: Processed: [JRally

Election: Date:

Oeb

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: [1IJBC [JeScan [BN [JSERVO
Poll: Processed: [JRally

Election: Date:

Oeb

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [EV
Device: (1JBC [eScan BN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oeb

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV
Device: (1JBC [eScan BN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oebp

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: (1JBC [eScan BN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oebp

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: (1JBC [eScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

[[=s)

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: (JJBC [eScan BN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oebp

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: (JJBC [eScan BN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oeb

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [JTest Source: [JAV [JEV
Device: (JJBC [eScan BN [OSERVO
Poll: Processed: [JRally

[[=)

OTally

Election: Date:

Card Type: [OMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV
Device: [1IJBC eScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

[]=s)

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [JIJBC [JeScan [BN [JSERVO
Poll: Processed: [JRally

Election: Date:

[]=s)

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [JIBC [JeScan [BN [JSERVO
Poll: Processed: [JRally

Election: Date:

[]=s)

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [EV
Device: [1JBC eScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

Oeb

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [OTest Source: [JAV [JEV
Device: [1JBC OeScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

OeD

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [OTest Source: [JAV [JEV
Device: [1JBC OeScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

OeD

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [1JBC OeScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

[]=s)

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [1JBC eScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

OeD

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [1JBC eScan OBN [OSERVO
Poll: Processed: [JRally

Election: Date:

OeD

OTally

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [dTest Source: [JAV [JEV
Device: [1JBC eScan OBN [OSERVO
Poll: Processed: [JRally

OeD

OTally

Election: Date:

Card Type: [OMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV [JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [JeScan BN [JSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [JeScan BN [JSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV EV [ED
Device: [1JBC [eScan BN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally
Election: Date:

Card Type: [JMBB [JAudio [JDemo

Mode: [JElec [Test Source: [JAV [JEV [JED
Device: [1JBC [eScan OBN [OSERVO

Poll: Processed: [JRally [Tally



RECOVERY MBB

Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [ Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally

RECOVERY MBB

Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: CJEV JED
Poll: Processed: [] Tally

RECOVERY MBB

Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [ Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [] Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: [ Tally
RECOVERY MBB
Election: Date:
Device S/N: MBB ID:
Source: [JEV [JED
Poll: Processed: []




Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:
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Battery Level:
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Battery Level:
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Battery Level:
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Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:
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Battery Level:
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Battery Level:
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Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:

Battery Level:

Date Tested:



MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.

MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.

MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.

MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.

MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.

MBB Transfer Envelope
O0JBC OeScan

Device Seal # :

Device Serial #:

Polling
Place:

# Ballots/Access Codes Voted:

Comments:

[ check here if MBB has been tallied.



DAILY JBC REPORTS ENVELOPE

Includes:
0 All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE

Includes:
0 All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE

Includes:
0 All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:

DAILY JBC REPORTS ENVELOPE
Includes:
O All JBC Reports
O Expired Access Codes

If an Access Code is printed but not used keep the Access

Code slip, write a note on it explaining what happened, and file
it in the Daily JBC Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

SIGNED:




D2_EVHVSdailyenvlabels5164 rev6.06.05

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[J Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:

DAILY REPORTS ENVELOPE
Includes:
[ All Device Reports
[0 Expired Access Codes

If an Access Code is printed but not used keep the Access Code slip,

write a note on it explaining what happened, and file it in the Daily
Reports Envelope.

POLLING PLACE:

DATE:

JBC Serial Number:

eScan Serial Number:

SIGNED:




Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:

Voted Emergency
Ballot Envelope

Date:

Polling Place:

No. of Ballots:




Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:

Spoiled Ballot
Envelope

Date:

Polling Place:

No. of Ballots:




OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:.

Equipment S/N:

Technician:

Description of Problem:

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:.

Equipment S/N:

Technician:

Description of Problem:

F1_TSequipOOS_TAG_rev6.06.05

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:

Equipment S/N:

Technician:

Description of Problem:

OUT OF SERVICE
EQUIPMENT TAG

Polling Place:

Troubleshooting Log #:

Equipment S/N:

Technician:

Description of Problem:




Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:

Logic and Accuracy Test
Envelope

Election Title:

Election Date:

LAT Date:

Comments:

LAT Manager Signature:




Hart Voting System Computer and Peripheral Devices
Acceptance Test Documentation

Inspector(s): Representing: Date:

Requirements:

1) No shipping damage; 4) Hart application version is correct (Help/About menu) 7) Card device functions correctly;
2) Serial Number correct per hardware list; 5) Laser printer prints test page, if applicable; 8) eCMdriver installed and eCM device recognized;
3) Hart application(s) open(s); 6) Line printer prints, if applicable; 9) Scanner operates, if applicable.
Inspection Results: J
= Item OK
Application/Device Device S/N 1 2 3 4 5 6 7 8 9 Comments:

G1_Support eSlatePC_ATchecklist_rev8.29.06.doc



G0'zZ'8nal” Alreuonound odr uoddns z9

Sleniu| 1030adsu)

JaqWINN [elas ad1rnad

Port pins OK

Battery key

Booth Status Lights

Printer

Screen display

Alphabetical buttons

Numeric buttons

» & « buttons

Space button

W or # button

N or ¥ button

Back button

Enter button

Printer feeder button

Contrast Up

Contrast down

Close polls

Verify Firmware Version
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sleniu| 1010adsu|

JaquinN [elas ad1naq

USB Connection OK

Modem Connection OK

LAN Connection OK

Printer

Screen display

® Top button

@® Middle button

® Bottom button

Scanner Optics

Scanner Rollers

eScan Ballot Box

Pollworker button

On/Off Switch

Power Connection Port

Verify Firmware Version
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eSlate Functionality Test Documentation

Date/Time: ,\ = Item OK
c
2
&
z g
ey
m 2 a m
Q| = 2
| © — X | X
% % | v = m (@) W
< < o |.Q M ol un| =
b bxs = ||l
(8} (8] — ) >
) ] > M ] ol nlele =
— -_— Q - — —_— - — P
S18|alz|d|2|2|6|a|8|2
Inspector Initials Device Serial Number Action / Comments

H_Support eSlate Functionality rev8.22.05



VBO Printer Functionality Test Documentation

ltem OK

v

Date/Time:

Action / Comments

UOISIBA aremuiilq AJUBA

10]/eg PoIOA S||0J0S

sjuld

SuUO0I19aUuU0) I8smod JV

Jlamod Alaneg

JO/UO — ¥ UUMSOIDIN
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pas4 Jaded — T Y21IMSO0IDIN

Device Serial Number

Inspector Initials

pport VBOXx Functionality_rev9.11.06.doc
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JaquinN [elas ad1naq

Select wheel left

Select wheel right

Prev

Next

Enter

Help (once)

Help (twice)

Cast Ballot

Battery backup

Port Pins OK

Audio in headphones

Curbside

Red Tactile switch (opt)

Green Tactile switch (opt)

Verify Firmware Version
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JaquINN [elias adIAaq

Port Pins OK

AC Power On

Select Wheel Left

Select Wheel Right

Prev

Next

Enter

Help (once)

Help (twice)

Cast Ballot

AC Power Off (pull plug)

Battery On (CB/Enter)

Audio/Headphones

Red Tactile Switch (opt)

Green Tactile Switch (opt)

Battery off (Prev/Next/Enter)

Verify Firmware Version
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eSlate Voting Booth Acceptance Test Documentation — Soft Panel Booth

Requirements:

1) Booth has four legs with spring buttons and end caps 6) Booth has two snaps on front that attach lid to base
2) Booth has four leg extensions with spring buttons 7) Assemble booth. Booth must stand without support required
3) Two Velcro tabs secure legs to booth, one Velcro tab secures cross 8) Open booth top and extend locking hinge so that it supports the top
brace to booth 9) Assemble booth privacy screen by following attached instructions
4) Cross brace has assembly instructions attached 10) eSlate area has four brass buttons and a VBO connector
5) Booth has two black feet 11) Port pins OK (booth and eSlate, if installing unit)
Inspection Results:
P V' =itemok
Date Time Inspector D123 4) 5) 6) 7 8) 9 10 |11 Affix 1D # Action / Comments

J1_eSlateBoothAccepTestSOFT_rev8.25.06.doc




eScan Voting Booth Acceptance Test Documentation

Requirements:

1) Booth has four legs 5) Open booth top and extend locking hinge so that it supports the top
2) Legs securein storage area 6) Assemble booth privacy screen by following attached instructions
3) Light functions 7) Solid panel covers eSlate cavity for flat surface

4) Booth stands without support required

Inspection Results: J: ltem OK

Date Time Inspector D12 4) 5) 6) 7 Affix ID # Action / Comments

J2_eScanBoothAccepTest_rev8.25.06.doc



eScan Ballot Box Acceptance Test Documentation

Requirements:

1) Side Access Door opens, closes, locks, unlocks 7) eScan fits atop eScan Ballot Box in locked position
2) Two sets of keys are included 8) Stabilizer feet are intact, extend and retract
3) Emergency Ballot Slot opens, closes, locks, unlocks 9) Ballot feeds through eScan and into Ballot Box unobstructed
4) Emergency Ballot Receptacle is present, slides in, out 10) No sharp edges or points
5) Top Ballot Drop Slot is unobstructed 11) No shipping damage
6) Casters roll (lock, unlock, if applicable) 12) Lid fits in place, locks, unlocks
Inspection Results: J

P = Item OK

1 6 | 7 8 9| 10 | 11 | 12 Affix ID # Action / Comments

Date Time Inspector

J3_eScanBallotBoxAccepTest_rev8.25.06.doc




eSlate Booth “Caddy I1” Acceptance Test Documentation

Requirements:

1) No shipping damage 6) Plastic end caps in place at the top of the caddy
2) Caddy door rotates freely around its hinge 7) Caddy sits upright
3) Door latch handle not loose 8) Pallet jack, forklift and/or industrial grade hand truck slides under caddy freely
4) Door latch holds door firmly in place 9) Female caster receptacles on bottom of caddy
5) Separators are straight and not loose 10) (Optional) All caster wheels spin freely and brakes lock
Inspection Results:
P V' =itemok
) |23 4|5 |6 7|8 |9 |10 11) Affix ID # Action / Comments

Date Time Inspector

J4_eSlateCADDY?2AccepTest_rev8.25.06.doc




eSlate Booth Preparation Checklist

| Inspector:

Election:
Date:
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DAU eSlate Booth Preparation Checklist

| Inspector: |
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Election:
Date:

Serial Number
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VBO Printer Preparation Checklist

| Inspector:
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Election:
Date:

VBO Printer
Serial Number
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eScan Booth Preparation Checklist

| Inspector:
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Election:
Date:

Booth Serial
Number
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JBC Preparation Checklist

| Inspector: |
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Election:
Date:

Serial Number
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eScan Preparation Checklist

| Inspector: |

Election:
Date:
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Logic and Accuracy Test Documentation

Follow Hart Voting System LAT procedures. Complete and sign the following form as

documentation of the LAT.

Tally Zero Report

JBC Open Polls diagnostic

JBC Zero Report

JBC Summary Report from suspending
polls

Full Verifiable Ballot Option printout
eScan Open Polls diagnostic

0 eScan Zero Report

O o0ogao

O 0O

0 eScan Summary Report from

suspending polls

0 Ballot Now Printed Ballots, Scanned
Ballots, Election and Audit Trail reports
o Official reports from Tally

0o Test MBBs

0o Tally Audit Log printout

Election Title:

BOSS folder (file path):

MBB ID
Number:

LAT Date:

Testing group agrees: Logic and Accuracy Test is complete and accurate.

Title

Printed Name and Initials

LAT Manager

Team 1 member

Team 1 member

Team 2 member

Team 2 member

Team 3 member

Team 3 member

Team 4 member

Team 4 member

Team 5 member

Team 5 member

Team 6 member

Team 6 member

Team 7 member

Team 7 member

Team 8 member

Team 8 member

Team 9 member

Team 9 member

Team 10 member

Team 10 member

Team 11 member

Team 11 member

Team 12 member

Team 12 member

L_LATlog_rev8.28.06.doc




Jurisdiction:

Voting Device and MBB Tracking Log

Election:

BOSS Database Name/Description:

Date MBB Created
(from BOSS Media Production
List)

MBB ID Number
Assigned by BOSS

Polling Place Name
and ID (from BOSS Polling Place reports)

Installer Initials and Date Installed
into Device

Device Serial Number

Device Seal Serial Number

M_MBBTrackingLog_rev8.29.06.xls



Ballot & Seal Certificate — JBC Only

A copy of the Ballot & Seal Certificate accompanies the Mobile Ballot Box (MBB) and the JBC from the
warehouse to the polling place and then to the Counting Station.

Polling Place I.D.:

Polling Place Name:
JBC Serial Number:

Seal Information

The MBB door of the Judge’s Booth Controller (JBC) was secured with a numbered seal. The door seal
number, and initials of the technician who placed the seal on the door, are recorded on this form. A record of
the seal numbers assigned to each location is kept by the Administrative Offices. The seal on the MBB door
remains on the JBC until removed by the MBB processors.

The seal number placed on the JBC prior to the election to detect unauthorized opening of MBB slot was:

Seal Number: Installer’s Initials:

Ballot Information

We, the undersigned election officials, do hereby certify that the JBC was transferred to the counting station, or
the MBB was placed in the transfer envelope to be transferred to the counting station, and the above is a true
and correct list of the seals used. The number of Access Codes on the JBC, read from the tape still attached
to the JBC, was as follows:

Issued: Voted:

Canceled: Expired:

On completing this certificate, the presiding official shall place the original in the envelope/container used to
store the MBB(s). The presiding official shall retain a copy of the certificate and preserve it for the state-
mandated period for preserving the precinct election records.

Signature of Presiding Official Signature of Poll Watcher (if present)

Signature of 2" Official Signature of Poll Watcher (if present)

N1 BallotSealCert_eSlate rev8.29.06.doc




Ballot & Seal Certificate — eScan and JBC

A copy of the Ballot & Seal Certificate accompanies the Mobile Ballot Box (MBB) and the voting device from
the warehouse to the polling place and then to the Counting Station.

Polling Place I.D.:
Polling Place Name:

eScan Serial Number:
JBC Serial Number:

Seal Information

The MBB door of the voting device was secured with a numbered seal. The door seal number, and initials of
the technician who placed the seal on the door, are recorded on this form. A record of the seal numbers
assigned to each location is kept by the Administrative Offices. The seal on the MBB door remains on the
VOTING DEVICE until removed by the MBB processors.

The seal number placed on the eScan prior to the election to detect unauthorized opening of MBB slot was:

‘ Seal Number: ‘ Installer’s Initials: ‘

The seal number placed on the JBC prior to the election to detect unauthorized opening of MBB slot was:

‘ Seal Number: ‘ Installer’s Initials: ‘

Ballot Information

We, the undersigned election officials, do hereby certify that the voting device was transferred to the counting
station, or the MBB was placed in the transfer envelope to be transferred to the counting station, and the above
is a true and correct list of the seals used. The number of Ballots Voted on the eScan only, read from the
eScan tape and/or public count, was as follows:

| Number of Paper Ballots Voted: |

The number of Access Codes on the JBC, read from the tape still attached to the JBC, was as follows:

Issued: Voted:
Canceled: Expired:

On completing this certificate, the presiding official shall place the original in the envelope/container used to
store the MBB(s). The presiding official shall retain a copy of the certificate and preserve it for the state-
mandated period for preserving the precinct election records.

Signature of Presiding Official Signature of Poll Watcher (if present)

Signature of 2™ Official Signature of Poll Watcher (if present)

N2_BallotSealCert HVS rev8.29.06.doc



JBC & eSlate Serial Numbers Log

Election: Polling Place:
Date/Time Out: Date/Time In:
Sign or Initial: Sign or Initial:
JBC Serial # JBC Seal # eSlate Serial #s Backup Date & Time Reset Date & Time

Ol|o|N[O|O|R[WIN|F- RPlIR|IRP|O|o|N[O|O|R|WIN|F-
NP |O

=
o

o
=

=
N

O1_JBCeSlate_Serial Numbers Log_rev8.29.06.xls



JBC, eSlate, and VBO Serial Numbers Log

Election: Polling Place:
Date/Time Out: Date/Time In:
Sign or Initial: Sign or Initial:
JBC Serial # JBC Seal # eSlate Serial #s Reset Date & Time | Backup Date & Time
1
VBO Serial # VBO Seal #
2
MBB ID #
3
4
JBC Serial # JBC Seal # eSlate Serial #s Reset Date & Time | Backup Date & Time
1
VBO Serial # VBO Seal #
2
MBB ID #
3
4
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eScan Serial Numbers Log

Election:

Polling Place:

Date/Time Out:

Date/Time In:

Sign or Initial:

Sign or Initial:

eScan Serial #

eScan Seal #

Backup Date & Time

Reset Date & Time
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eSlate Reconciliation Log — Early Voting
Attach this log to the eSlate Main Envelope. Complete one form per polling place.

Election Polling Place
Open Polls Close Polls Daily Summary Report Comments
Lead | Startof | End of Total # # of # of # of # of
Date Poll Day Day Voters | Access | Access | Access Access Rﬁ ;%tféfsvgct)(ejress(\:/r;etgld(esdh(l;sjlznr?q;?fh
Worker | Public | Public | Checked | Codes | Codes Codes Codes I not. exolain here '
Initials | Count | Count In Issued | Voted Expired Canceled » €XP '
1. Enter the date and your initials.
2. Enter the Start of Day Public Count from the PUB COUNT on the JBC Screen (bottom right hand corner, after PUB).
3. At the end of the day, enter the End of Day Public Count, and the Total # of Voters Checked In (including provisionals).
2. After you have printed the Summary Report, enter the # of Access Codes Issued, Voted, Expired, & Canceled from the Daily

Summary Report.

o

P1_eSlatereconciliationlog_EV_rev8.29.06.doc

The Total # Voters Checked In and the # of Access Codes Voted should match. If not, explain in the Comments section.




eSlate Early Voting Reconciliation Log Explanation

Time Field More Information
. Enter information regarding the Election (e.g., November General
Election Election 2002)
First Day of :
Early Voti . . .
arly voting Polling Place Enter the polling place name (e.g., Dulles High School).
Date Current date
. , Initials Enter the Lead Poll Worker's initials for each day of Early Voting
Fields to fill - - -
out when According to the JBC screen and JBC Network Conﬂgura‘qon
obening and Start of Day Report, record the Public Count (PUB COUNT) before adding any
pening Public Count | voters for the day. Complete this field right after printing the
reopening . .
polls. Network Configuration Report.
End of Day According to the JBC screen (PUB COUNT), how many voters
Public Count voted? Complete this field after suspending the polls.
Total # Voters | According to a combination of the poll book and provisional voter
Checked In envelopes, the number of voters checked in for the day.
# of Access
. . Codes Issued, | Copy these numbers from the Daily Summary Report. This
Fields to fill . .
Voted, explains any differences between the number of access codes
out when . ) )
. Expired, and issued and the number of voters checked in.
suspending Canceled
polls. The Total # Voters Checked In and the # of Access Codes
Comments Voted should match. If not, explain in the Comments section.

Note: This reconciliation assumes that provisional ballots are
cast on the eSlate system, and NOT on paper ballots.
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eSlate Reconciliation Log — Election Day
Attach this log to the eSlate Main Envelope. Complete one form per JBC.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand
corner, after PUB).

Lead Pollworker Initials

Start of Day Public Count (from JBC)

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand corner, after PUB).
Using county records, enter the Number of Voters Checked In.

1. End of Day Public Count (from JBC)

(lower right corner of JBC screen)

2. Number of Voters Checked In

(including provisionals)

FROM ACCESS CODE REPORT/SUMMARY

Enter the Number of Access Codes Issued, Voted, Expired, and Canceled from the Access Code (Summary)

Report,

3. Number of Access Codes Issued

4. Number of Access Codes Voted
(same as line 1)

5. Number of Access Codes Expired

6. Number of Access Codes Canceled

The Number of Voters Checked In and the Number of Access Codes Voted should match (lines 2 and 4). If they do
not, please explain below in Comments.

Comments:

Signature Date
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eSlate Reconciliation Log — Election Day
Attach this log to the eSlate Main Envelope. Complete one form per JBC.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the PUB COUNT on the JBC screen (bottom
right hand corner, after PUB).

Lead Pollworker Initials JBC #1 JBC #2 JBC #3 Total

Start of Day Public Count (from JBC) + + -

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count from the PUB COUNT on the JBC screen (bottom right-hand corner, after PUB).
Using county records, enter the Number of Voters Checked In.

JBC #1 JBC #2 JBC #3 Total
1. End of Day Public Count (from JBC) + + -
(lower right corner of JBC screen)
2. Number of Voters Checked In + + —
(including provisionals)

FROM ACCESS CODE REPORT/SUMMARY

Enter the Number of Access Codes Issued, Voted, Expired, and Canceled from the Access Code (Summary)
Report.

JBC #1 JBC #2 JBC #3 Total
3. Number of Access Codes Issued + + =
4. Number of Access Codes Voted + + =
(same as line 1)
5. Number of Access Codes Expired + + =
6. Number of Access Codes Canceled + + =

The Number of Voters Checked In and the Number of Access Codes Voted should match (lines 2 and 4). If they do
not, please explain below in Comments.

Comments:

Signature Date
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eSlate Reconciliation Log — Election Day Explanation

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General

Election 2006).

Polling Place

What polling place does this log pertain to (e.g., Dulles High

School).
Date Enter the date.
Lead Poll Worker Initials | Initial here.

Start of Day Public Count

Enter the PUB COUNT before the first voter votes. The PUB
COUNT can be found in the bottom right-hand corner of the JBC
Polls Open Menu Screen.

END OF DAY

1. End of Day Public
Count

After closing the polls, what is the PUB COUNT? The PUB COUNT
can be found at the bottom right-hand corner of the JBC screen.

2. Number of Voters
Checked In

What is the number of registered voters who signed in? This
includes provisional voters.

3. Number of Access
Codes Issued

How many Access Codes were issued? You can find this
information on the “Access Code (Summary) Report.”

4. Number of Access
Codes Voted

How many Access Codes were voted? This matches the JBC
Public Count. You can find this information on the “Access Code
(Summary) Report.”

5. Number of Access
Codes Expired

How many Access Codes expired? You can find this information on
the “Access Code (Summary) Report.”

6. Number of Access
Codes Canceled

How many Access Codes were canceled? You can find this
information on the “Access Code (Summary) Report.”

Comments

The Number of Voters Checked In and the Number of Access
Codes Voted should match (lines 2 and 4). If they do not, please
explain.

Note: This reconciliation assumes that provisional ballots are
cast on the eSlate system, and NOT on paper ballots.

Signature

Sign and date the document at the end of the day.
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Hart Voting System Reconciliation Log — Early Voting

Attach this log to the Main Envelope. Complete one form per polling place.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the device Start of Day Public Count.

Lead Pollworker Initials

eScan Start of Day Public Count

(from the eScan “Election Identification Report”)

JBC Start of Day Public Count

(lower right corner of JBC screen)

SUSPEND POLLS

Enter the End of Day Public Count. Using polling place records, enter the Number of Voters Checked In.

1. eScan End of Day Public Count

(from the eScan “Polls Suspended Report”)

2. JBC End of Day Public Count

(lower right corner of JBC screen)

3. Number of Voters Checked In

(includes provisionals)

FROM DEVICE REPORTS

Enter the Number of Ballots Voted from the eScan Detail Report and the Number of Access Codes Voted from the
JBC _Dailv Summary Report.

4. Number of Ballots Voted (eScan)

(from eScan “Detail Report” Daily Total)

5. Number of Access Codes Voted (JBC)

(from JBC “Daily Summary Report”)

6. Number of Paper Provisional Ballots

(count paper provisional ballots or envelopes, if applicable)

7. Total Number of Ballots Voted
(add lines 4, 5, and 6)

Lines 3 and 7 (shaded Boxes) should match each other. If they do not, please explain below in Comments.

Number of Unscanned Voted Ballots in the Emergency Ballot Box
(If applicable, explain in “Comments”)

Comments:

Signature Date
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Hart Voting System Reconciliation Log — Early Voting Explanation

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General Election

2002).

Polling Place

What polling place does this log pertain to (e.g., Dulles High School).

Date

Enter the date.

Lead Poll
Worker Initials

Initial here.

Start of Day

Enter the PUB COUNT before the first voter votes. The PUB COUNT can

Public Count be found on printed device reports.
END OF DAY

L. End of Day After closing the polls, what is the PUB COUNT? The PUB COUNT can be
Public Count - . .

found on printed device reports.
eScan
2. En_d of Day After closing the polls, what is the PUB COUNT? The PUB COUNT can be
Public Count - . :
IBC found on printed device reports.

3. Number of
Voters Checked
In

What is the number of voters who signed in? This includes provisionals.

4. Number of
Ballots Voted -
eScan

How many eScan Ballots were voted? You can find this information on the
eScan “Detail Report” in the “Daily Total” field.

5. Number of
Ballots Voted -
JBC

How many JBC Ballots were voted? You can find this information on the
JBC “Daily Summary Report” in the “Access Codes Voted” field.

6. Number of
Paper
Provisional
Ballots

Count paper provisional ballots or provisional ballot envelopes for paper
ballots only, if applicable. Do not include provisional ballots voted on the
eSlate Voting System. eSlate provisional ballots are part of the Access
Codes Voted number.

7. Total Number
of Ballots Voted

How many Ballots were voted, in all? Add lines 4, 5, and 6. Line 7 should
match line 3.

Number of

Unscanned If the Emergency Ballot Box was used, and those ballots were not later

Voted Ballots in | scanned into the system, log the number of voted ballots in the box, and

Emergency file those in the Voted Emergency Ballots envelope.

Ballot Box

Comments The Total number of Voters and the Total Number of Ballots Voted
should match (lines 3 and 6). If they do not, please explain. Refer to the
JBC reports and the number of Access Codes Issued, Voted, Expired, and
Canceled. If the Emergency Ballot Slot was used to place ballots in the
Emergency Ballot Box, please explain.

Signature Sign and date the document at the end of the day.
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Hart Voting System Reconciliation Log — Early Voting (Main Office)

Election Date

. . Cumulative
Polling Total Ballots Total Voters : Cumulative
Place Voted Today Today Drif2TEr e Ballots Voted X}oters ez
Total Ballots Today Total Voters Today
Total Ballots Cumulative Total Voters Cumulative

*Write any comments regarding the difference between votes and voters on the back of the page.
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Hart Voting System Reconciliation Log — Early Voting (Main Office)

Explanation
Field More Information
. Write in the polling place name (this may have been done for
Location

you).

Total Ballots Voted

Write the number of ballots voted.

Total Voters Today

Write the total number of checked-in and provisional voters,

combined.
Note: This assumes that provisional voters are voting on the eSlate
system.

Difference

Find the difference between the number of Ballots Voted and the
number of Voters Checked In. This should be “zero”. If not, refer
to the comments in the polling place Reconciliation Log.

Cumulative Ballots
Voted

Add the number of Ballots Voted today to the number of
Cumulative Ballots Voted from the previous day.

Cumulative Voters
Checked In

Add the number of Voters Checked In today to the number of
Cumulative Voters Checked In from the previous day.

Total Votes Today

Add the number of Ballots Voted from all polling places.

Total Votes Cumulative

Add the Total Votes Today to the previous day’s Total Votes
Cumulative.

Total Voters Today

Add the number of Voters Checked In from all polling places.

Total Voters Cumulative

Add the Total Voters Today to the previous day’s Total Voters
Cumulative.
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Hart Voting System Reconciliation Log — Election Day

Unconsolidated
Attach this log to the Main Envelope. Complete one form per polling place.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count.

Lead Pollworker Initials

eScan Start of Day Public Count (from eScan)
(from the eScan “Polls Open Report”)

JBC Start of Day Public Count (from JBC)

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count. Using polling place records, enter the Number of Voters Checked In.

1. eScan End of Day Public Count (from eScan)

(from the eScan “Polls Closed Report”)

2. JBC End of Day Public Count (from JBC)

(lower right corner of JBC screen)

3. Number of Voters Checked In

(including provisionals)

FROM VOTING DEVICE END-OF-DAY REPORTS

4. Number of Ballots Voted eScan
(from eScan Daily Detail Report or Tally Report)

5. Number of Access Codes Voted JBC

(from JBC Access Code Report or Tally Report)

6. Number of Paper Provisional Ballots
(count paper provisional ballots or envelopes, if applicable)

7. Total Ballots Voted

(add lines 4, 5, and 6)

Lines 3 and 7 (shaded boxes) should match each other. If they do not, please explain below in Comments.

Number of Unscanned Voted Ballots in the Emergency Ballot Box
(If applicable, explain in “Comments”)

Comments:

Signature Date
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Hart Voting System Reconciliation Log — Election Day Explanation

Unconsolidated

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General

Election 2002).

Polling Place

What polling place does this log pertain to (e.g., Dulles High School).

Date

Enter the date.

Lead Poll Worker Initials

Initial here.

Start of Day Public Count

Enter the PUB COUNT before the first voter votes. The PUB COUNT
can be found in printed device reports.

END OF DAY

1. End of Day Public
Count - eScan

After closing the polls, what is the eScan PUB COUNT? Read the eScan
“Polls Closed” report.

2. End of Day Public
Count - JBC

After closing the polls, what is the JBC PUB COUNT? Read from the
JBC “Polls Closed” report, or read in the lower-right-hand corner of the
JBC screen.

3. Number of Voters
Checked In

What is the number of registered voters who signed in? This includes
provisional voters.

4. Number of Ballots
Voted eScan

Read eScan Daily Detail or Tally Report.

5. Number of Access
Codes Voted JBC

Read JBC Access Code or Tally Report.

6. Number of Paper
Provisional Ballots

Count paper provisional ballots or provisional ballot envelopes for paper
ballots only, if applicable. Do not include provisional ballots voted on the
eSlate Voting System. eSlate provisional ballots are part of the Access
Codes Voted number.

7. Total Ballots Voted

Add lines 4, 5, and 6. Line 7 should match line 3.

Number of Unscanned
Voted Ballots in
Emergency Ballot Box

If the Emergency Ballot Box was used, and those ballots were not later
scanned into the system, log the number of voted ballots in the box, and
file those in the Voted Emergency Ballots envelope.

Comments

The Number of Voters Checked In and the Total Number of Ballots
Voted should match (lines 3 and 7). If they do not, please explain. Refer
to the JBC reports and the number of Access Codes Issued, Voted,
Expired, and Canceled. If the Emergency Ballot Slot was used to place
ballots in the Emergency Ballot Box, please explain.

Signature

Sign and date the document at the end of the day.
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Hart Voting System Reconciliation Log - Election Day

Consolidated
Attach this log to the Main Envelope. Complete one form per polling place.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count.

Lead Pollworker Initials

eScan Start of Day Public Count (from eScan)
(from the eScan “Polls Open Report”)

JBC Start of Day Public Count (from JBC)

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count. Using polling place records, enter the Number of Registered Voters Checked In.

1. eScan End of Day Public Count (from eScan)

(from the eScan “Polls Closed Report”)

2. JBC End of Day Public Count (from JBC)

(lower right corner of JBC screen)

3. Number of Voters Checked In

(including provisionals)

FROM eScan CONSOLIDATED TALLY REPORT

Consolidate MBBs from all voting devices in the polling place and print a Tally Report from the eScan.

4. Number of Ballots Voted

(“Total Ballots” number from consolidated device Tally Report)

5. Number of Provisional Ballot Envelopes
(count all provisional ballot envelopes)

6. Total Ballots Voted

(add lines 4 and 5,)

Lines 3 and 6 (shaded boxes) should match each other. If they do not, please explain below in Comments.

Number of Unscanned Voted Ballots in the Emergency Ballot Box
(If applicable, explain in “Comments”)

Comments:

Signature Date
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Hart Voting System Reconciliation Log — Election Day Explanation

Consolidated

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General

Election 2002).

Polling Place

What polling place does this log pertain to (e.g., Dulles High

School).
Date Enter the date.
Lead Poll Worker Initials Initial here.

Start of Day Public Count

Enter the PUB COUNT before the first voter votes. The PUB
COUNT can be found in printed device reports.

END OF DAY

1. End of Day Public Count
- eScan

After closing the polls, what is the eScan PUB COUNT? Read the
eScan “Polls Closed” report.

2. End of Day Public Count
-JBC

After closing the polls, what is the JBC PUB COUNT? Read from
the JBC “Polls Closed” report, or read in the lower-right-hand corner
of the JBC screen.

3. Number of Voters
Checked In

What is the number of registered voters who signed in? This
includes provisional voters.

4. Number of Ballots Voted

Read Consolidated Tally Report printed from the eScan after
reading other polling place device MBBs. This number DOES NOT
include provisional ballots.

5. Number of Provisional
Ballot Envelopes

Count all provisional ballot envelopes.

6. Total Ballots Voted

Add lines 4 and 5. Line 6 should match line 3.

Number of Unscanned
Voted Ballots in Emergency
Ballot Box

If the Emergency Ballot Box was used, and those ballots were not
later scanned into the system, log the number of voted ballots in the
box, and file those in the Voted Emergency Ballots envelope.

Comments

The Number of Voters Checked In and the Total Number of
Ballots Voted should match (lines 3 and 7). If they do not, please
explain. Refer to the JBC reports and number of Access Codes
Issued, Voted, Expired, and Canceled. If the Emergency Ballot Slot
was used to place ballots in the Emergency Ballot Box, please
explain.

Signature

Sign and date the document at the end of the day.
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Reconciliation Log — Early Voting with Hand Count Paper Ballots

Attach this log to the Main Envelope. Complete one form per polling place.

Election Polling Place
Open Polls Close Polls Daily Summary Report
Lead Poll Start of End of Total # # of # of # of # of

Date Worker Day Day Voters Access Access Access Access

Initials Public Public Checked Codes Codes Codes Codes

Count Count In Issued Canceled Expired Voted
Cumulative Total Number of Voters From Total Number of Access Codes
Combination Forms: Voted:

To Be Completed by Early Voting Ballot Board:

A Total Number of Paper Ballots Voted:

Total Number of Paper Provisional Ballots:

Total Number of Access Codes Voted (from above):

Sum of A+B + C:

Cumulative Total Number of Voters From Combination Forms:

M| m O O @

Subtract E from D:
(total should be zero)

Please attach affidavit to explain variance between voter totals and ballot/access code counts.

P6_HCreconciliation Log_EV_rev8.29.06.doc




Reconciliation Log — Early Voting with Hand Count Paper Ballots Explanation

Time Field More Information
, Enter information regarding the Election (e.g., November General
Election :
: Election 2002).
First Day of
Early Voting

Polling Place

Enter the polling place name (e.g., Dulles High School).

Fields to fill out
when opening

Date

Current date

Initials

Enter the Lead Poll Worker’s initials for each day of Early Voting

Start of Day

According to the JBC screen and JBC Network Configuration Report,
record the Public Count (PUB COUNT) before adding any voters for the

and reopening Public Count day. Complete this field right after printing the Network Configuration
polls. Report.

End of Day According to the JBC screen (PUB COUNT), how many voters voted

Public Count | this day. Complete this field after suspending the polls.

Total # Voters | What is the number of voters that signed in? This number includes
Fields to fill out Checked In provisionals.

# of Access

when

Codes Issued,

Copy these numbers from the Daily Summary Report. This explains

suspendin
pollg g Voted, any differences between the number of access codes issued and the
' Expired, and number of voters checked in.

Canceled

A. Total

Number of Number of ballots included in the Early Voting Paper Ballot Box.

Ballots Voted

B. Total

Elumber of Count the number of paper provisional ballots. Do not include

aper - )
S provisional ballots voted on the eSlate Voting System.

Provisional

Ballots

C. Total . . .

Number of Th|§ is the_total number of Access Codes voted during the entire Early

. Voting period. Add the Access Codes voted each day to get the Total
Early Voting Access Codes
Number of Access Codes Voted.

Ballot Board Voted

D. Sum of
A+B+C

Add lines A, Band C

E. Cumulative
Total Number

Total number of Voters signed in during the entire Early Voting period.

I(;frg/n?ters Add the number of voters signed in each day to get the Cumulative
o Total Number of Voters.

Combination

Forms

F. Subtract E Subtract E from D — Total should be Zero

from D
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Reconciliation Log — Election Day (One JBC) with Hand Count Paper Ballots

Attach this log to the eSlate Main Envelope. Complete one form per polling place.

Election Polling Place Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand
corner, after PUB).

Lead Pollworker Initials

Start of Day Public Count (from JBC)

(lower right corner of JBC screen)

CLOSE POLLS

Enter the End of Day Public Count from the PUB COUNT on the JBC screen (bottom right hand corner, after PUB).
Using county records, enter the Number of Voters Checked In.

1. End of Day Public Count (from JBC)

(lower right corner of JBC screen)

2. Number of Voters Checked In

(including provisionals)

FROM ACCESS CODE REPORT/SUMMARY

Enter the Number of Access Codes Issued, Voted, Expired, and Canceled from the Access Code (Summary)

Report.

3. Number of Access Codes Issued

4. Number of Access Codes Voted

(same as line 1)

5. Number of Access Codes Expired

6. Number of Access Codes Canceled

7. Number of Paper Ballots Voted

(including any paper provisional ballots)

8. Total Number of Ballots Voted

(add lines 4 and 7)

The Total number of Voters Checked In and the Total Number of Ballots Voted should match (lines 2 and 8). If
they do not, please explain below in Comments.

Comments:

Signature Date
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Reconciliation Log — Election Day (One JBC) with Hand Count Paper Ballots

Explanation
Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General
Election 2002).
Polling Place What polling place does this log pertain to (e.g., Dulles High School).
Date Enter the date.

Lead Poll Worker
Initials

Initial here

Start of Day

Enter the PUB COUNT before the first voter votes. The PUB COUNT can

Public Count be found in the bottom right-hand corner of the JBC Polls Open Menu
Screen.
END OF DAY
1. End of Day After closing the polls, what is the PUB COUNT? The PUB COUNT can
Public Count be found at the bottom right-hand corner of the JBC screen.
2. Number of What is the number of registered voters who signed in? This number

Voters Checked
In

includes provisional voters.

3. Number of
Access Codes
Issued

How many Access Codes were issued? You can find this information on
the “Access Code (Summary) Report.”

4. Number of
Access Codes
Voted

How many Access Codes were voted? This matches the JBC Public
Count. You can find this information on the “Access Code (Summary)
Report.”

5. Number of How many Access Codes expired? You can find this information on the
Access Codes “Access Code (Summary) Report.”
Expired

6. Number of
Access Codes
Canceled

How many Access Codes were canceled? You can find this information
on the “Access Code (Summary) Report.”

7. Number of
Paper Ballots
Voted

This number should include any paper provisional ballots voted. You can
find this information by counting the number of paper ballots in the paper
ballot box and adding the number of paper provisional ballots voted.

8. Total Number
of Ballots Voted

Add lines 4 and 7

Comments The Number of Voters Checked In and the Total Number of Ballots
Voted should match (lines 2 and 8). If they do not, please explain.
Signature Sign and date the document at the end of the day.
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eScan Reconciliation Log — Absentee Voting

Attach this log to the eScan Main Envelope. Complete one form per polling place.

Election eScan Serial Number Date

OPEN POLLS

Initial the form, and enter the Start of Day Public Count from the eScan “Election Identification Report”.

Lead Operator Initials

Start of Day Public Count (from eScan)

(from the eScan “Election Identification Report™)

SUSPEND POLLS

Enter the End of Day Public Count from the eScan “Polls Suspended Report”. Using available records, enter the
Number of Qualified Envelopes Processed.

1. End of Day Public Count (from eScan)

(from the eScan “Polls Suspended Report”)

2. Number of Qualified Envelopes Processed

FROM THE DETAIL REPORT

Enter the Daily Total Ballots Voted from the Detail Report.

3. Daily Total Ballots Voted

(from the “Detail Report” Daily Total)

Lines 2 and 3 (shaded boxes) should match each other. If they do not, please explain below in Comments.

Comments:

Signature Date
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eScan Reconciliation Log — Absentee Voting Explanation

Field | More Information
START OF DAY
Election Enter information regarding the Election (e.g., November General Election

2002).

eScan Serial
Number

Enter the eScan serial number (on back panel of device).

Date

Enter the date.

Operator Initials

Initial here

Start of Day Public
Count

Enter the PUB COUNT before the first voter votes. The PUB COUNT can
be found in the “Election Identification Report” report that prints after
starting up.

END OF DAY

1. End of Day
Public Count

After closing the polls, what is the PUB COUNT? The PUB COUNT can be
found in the “Polls Suspended Report”.

2. Number of
Qualified Envelopes

What is the number of ballot envelopes processed?

Processed

3. Daily Total How many Ballots were voted today? You can find this information on the
Ballots Voted “Daily Report”, Daily Total, line. This number should match line 2.
Comments Lines 2 and 3 should match. If they do not, please explain.

Signhature Sign and date the document at the end of the day.
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Canceled Booth Log

Attach this log to the eSlate Main Envelope.

. Pollin
Election: g
Place:
Authorit
Date of y
gy Conducting
Election: .
Election:

Directions for Canceled Booths: If you must cancel a booth use this log to record the date
and time canceled, who canceled the booth, and the reason it was canceled.

Directions for Expired ACCESS CODES: If an ACCESS CODE is printed but not used keep
the ACCESS CODE slip, write a note on it explaining what happened, and file it in the
envelope.

Today’'s | Time: Canceled by:
Date: (AM/PM (Print name) Reason Canceled

I, the undersigned, official of the election named herein, do hereby certify that the above and
foregoing is a true and correct log of Canceled Booths for the above-mentioned election.

Date: Signature:
Turn in this log with other election forms.
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eScan Spoiled Ballot Log

Attach this log to the Spoiled Ballot Envelope.

. Pollin
Election: 0 .g
Place:
Authorit
Date of y
L Conducting
Election: o
Election:

Directions for Spoiled Ballots: If you must spoil a ballot use this log to record the date and time
spoiled, who spoiled the ballot, and the reason it was spoiled. Insert the spoiled ballot into the
Spoiled Ballot Envelope, and provide the voter with a replacement ballot.

Today’s | Time: Spoiled by: Number on Ballot

. (Print Polling Place ) .
Date: (AM/PM) Official’s name) (Lower left-hand number on side 1)

Reason Spoiled

I, the undersigned, official of the election named herein, do hereby certify that the above and foregoing is a true
and correct log of Spoiled Ballots for the above-mentioned election.

Date: Signature:
Turn in this log with other election forms.
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Help Desk Call Log

Log #

Date: Jurisdiction: Help Desk
Operator:
Polling Place .
Time of Call: Name: Caller:
AM.orP.M. Precinct No.: Phone:

Description of Problem Reported:

Description of Support Steps and Problem Resolution:

Technician
Dispatched?

YES /NO

Technician Name:

Technician Phone:

Follow-up

Time of Call:
A.M. or P.M.

Poll Worker Contacted:

Follow-up Feedback Received:
(Recurrence of problem? Satisfaction with response to problem? Other observations/suggestions?)
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Log #
(Log # comes from Help Desk)

Polling Place Troubleshooting & Observation Log

Date:

Jurisdiction:

Troubleshooting Tech:

Purpose of Call (circle one):

TROUBLESHOOTING OR

OBSERVATION

. ARRIVAL:
Time:

a.m/p.m.

DEPARTURE:

Polling Place:

Poll Worker Contacted:

Documentation of Problem Reported/Observations:

Documentation of Support Steps & Problem Resolution:
Not necessary for observations

Original Equipment S/N:

Replacement Equipment S/N:
Call Help Desk if replacing_; equipment

Follow-up

Time:
a.m/p.m.

Poll Worker Contacted:

Follow-up Feedback Received:
(Recurrence of problem? Satisfaction with response to problem? Other observations/suggestions?)
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Replacement Paper Ballots Log & Envelope
Attach this log to an envelope for storage of original ballots

Directions: If a ballot is damaged to the extent that it does not scan, obtain a replacement ballot from the same precinct. Duplicate, by
hand, the voter’s choices onto the replacement ballot. Write “Original. Duplicated on Ballot S/N " on the original ballot and write
“Replacement of Ballot S/IN " in any available whitespace on the replacement ballot. Save the original ballot in this envelope and
run the replacement ballot through the scanner. It is best to sort these ballots and run them through the scanner as a replacement
ballot batch, so that these unique ballots can be easily tracked. If using Ballot Now, note that these ballots are replacements in the
Scan Batch Notes field. Proceed to process the replacement ballots as usual.

Operator Original Replacement
Date Printed Operator Name Iﬁitials Ballot Serial Ballot Serial Reason Replaced/Comments
Number Number
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Procedure for Duplicating an Invalid Paper Ballot onto a Valid

Paper Ballot

There should be teams of at least two people involved in the duplication process.

9.

. Ballots to be duplicated should be organized in precinct-number order.

Starting with the first ballot to be duplicated, select a blank ballot from the
same election to match the precinct of the invalid ballot.

Place the two ballots side-by-side.

On the blank, valid ballot, record the serial number of the invalid ballot in
any available whitespace.
Example: “Replacement of invalid ballot S/N

On the original, invalid ballot, record the serial number of the blank, valid
ballot.

Example: “Duplicated onto ballot S/N .” Also record “Original”
on this ballot.

Duplicate, by hand, the voter’s choices from the original, invalid ballot onto
the replacement ballot.

. After all votes have been duplicated onto the replacement ballot, one

person should call the choices recorded, while the other person verifies
against the votes on the original ballot.

Place the original, invalid ballot into the Replacement Ballots Log
Envelope.

Place the newly created, valid ballot in an envelope or bin to be scanned.

10. Repeat for each ballot to be duplicated.

11.The duplicated replacement ballots should be scanned as a separate

batch. If using Ballot Now, note that these ballots are replacements in the
Scan Batch Notes field.

12.Keep both sets of ballots and all paperwork as part of official election

records.
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